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1. EXECUTIVE SUMMARY

MQTT is a communication protocol that is on the application layer which is highly used

in IoT communications due to its nature of being a lightweight protocol. With the adopted

publisher-subscriber mechanism, a middle node called broker controls the whole communication

between clients connected to it, called publishers and subscribers. These parties communicate

over the broker using a topic name only without requiring any other information, which is an

upside of this protocol. But the nature of the broker creates serious security vulnerabilities as

accessing the details of the whole communication between client parties. Although it provides

some optional features like using a password and a username, the default protocol is not enough

to ensure required security principles such as confidentiality, integrity, authentication, and

authorization. To achieve these security principles, a high-level security protocol was developed

in this project by modifying chosen modules, a broker and a client module. In the default

authenticated client in this project, authenticated encryption is used on both the topic names and

payloads of the PUBLISH packets and payload of the ‘SUBSCRIBE’ packets. The key used for

encryption is established in the connection phase by using Ephemeral Diffie Hellman key

exchange. Also, the payloads of PUBLISH packets are encrypted using topic based choice

tokens. As an optional security scheme, topic hashing publisher and subscriber are implemented.

Detailed design schemas and their corresponding implementation results are described in the

following sections of this report. In terms of the findings of this project, all the security features

implemented except the topic hashing scheme can be used in real applications.
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2. PROBLEM STATEMENT

MQTT is an application-layer machine-to-machine communication protocol that is

suitable for an Internet of Things (IoT) environment due to its lightweight structure. It uses the

publish-subscribe mechanism which allows asynchronous communications between the

publisher node and the subscriber node (Calabretta et al., 2018). The connection between these

two parties is handled by a third node which is called MQTT Broker.

MQTT by default was not designed to provide enough security requirements It provides

optional authentication using a username and password. But usernames and passwords are sent in

clear text and this makes the protocol open to eavesdropping attacks (Calabretta et al., 2018). .

Besides that MQTT does not provide any mandatory security in terms of confidentiality,

integrity, authentication, and authorization (Calabretta et al., 2018). Regarding confidentiality,

there is no proper payload encryption used (Hue et al., 202”). This may give access to

unauthorized subscribers to reach private sensitive information. Regarding integrity, since any

MQTT clients can access the MQTT broker and the topics, any adversary can intercept and

modify the messages (Hue et al., 2021). Regarding authentication, MQTT can not prevent

spoofing the identity of clients and sending unauthorized information. Since spoofing identity is

possible, MQTT is also open to Denial of Service attacks (DoS), and this threatens availability

(Ramos et al. 2018). Regarding authorization, even if some sort of client authentication is done,

these clients can publish or subscribe to any topic without having appropriate authorization

(Ramos et al. 2018).

Some studies have been devised, aiming to improve different security vulnerabilities of

the MQTT protocol. Firstly, SSL/TLS protocol is now supported by many MQTT
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implementations to provide encryption at the transport level. But this is not enough for network

security issues alone. In another study (Singh et al., 2015), a secure MQTT protocol (SMQTT)

is developed by using Attribute-Based Encryption (ABE), based both on a Key Policy (KP-ABE)

and on a Ciphertext Policy (CP-ABE), and Elliptic Curve Cryptography. The disadvantages of

this method are that it creates undesired overhead and it requires the broker to behave as Public

Key Generator (Calabretta et al., 2018). In addition, another solution was proposed by Neisse et

al. (2014) based on their Model-based Security Toolkit (SecKit). But it requires compliance with

the EU security policy rules and it must be integrated in the broker directly (Hue et al., 2021).

Moreover in the study of Upadhyay et al. (2016), they use Access Control Lists (ACLs) on the

broker to provide security. The drawback of this solution is that it creates overhead because of

using different usernames and passwords for different kinds of information (Calabretta et al.,

2018). Furthermore, in the study of Niruntasukrat et al. (2016), it is developed using OAuth

1.0a. It provides authorization to access related topics. Clients have to use new signatures for

each request and for this an authorization server is required. This mechanism creates overhead on

all communication. Also, it does not provide confidentiality (Calabretta et al., 2018).

The motivation of the project is to improve the security and privacy requirements of the

MQTT protocol. By default, any client can access the broker without proper authorization, and

spoofing the identity of the clients is possible. Unauthorized access to the broker should be

prevented by mandatory authentication of the clients. Also, in the current implementation of

MQTT unauthorized clients can access private and sensitive information easily since there is no

proper payload encryption. Therefore, payloads of packets should be encrypted to provide

confidentiality. Moreover, there is no guarantee that there are no modifications in the messages.

To prevent message modifications, the integrity of the messages should be achieved. In
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summary, this project aims to provide authentication, authorization, confidentiality, and integrity

to the default implementation of the MQTT protocol used for IoT devices.

2.1. Objectives/Tasks
The objectives/tasks of this project are to provide authentication, authorization,

confidentiality, and integrity to the default implementation of the MQTT protocol used for IoT

devices.

Providing authentication prevents unauthenticated publishers from publishing messages

on any topic and prevents unauthenticated subscribers from subscribing to topics from which

they want to get messages. It verifies the identity of communicating parties. Providing

authorization prevents unauthorized publishers from publishing messages on unrelated topics and

prevents unauthorized subscribers from reading messages that they don’t have access to.

Providing confidentiality and integrity prevents private data to be reached by unauthorized third

parties and prevents private messages to be changed during the communication of the parties.

To achieve these objectives, aMQTT broker, implemented with Python programming

language, has been used as the default broker and Eclipse Paho MQTT Python client library has

been used as the client library providing the publishers and the subscribers necessary

functionality during the communication. First, a long-term design process will be adopted in line

with these modules and their specific characteristics. An implementation process will follow the

design process and these mentioned modules will be modified to improve the security of the

MQTT protocol with the aim of achieving mentioned objectives, according to design choices that

have been brought to life during the design process.
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2.2. Realistic Constraints

This complex problem was subject to some realistic constraints such as time frame,

economical, ethical, and sustainability.

In terms of time frame, the design of this project is considered for the fall term of the

2022-2023 academic year, and implementation of this project is considered for the spring term of

the 2022-2023 academic year of Sabancı University. This constraint has made the scheduling of

the project and following the determined schedule much more crucial.

The ethical constraint of this project is also the motivation behind this project, providing

necessary security principles such as authentication, confidentiality, etc. for the parties that use

this protocol for communication. Sensitive information could be sent with this protocol by

individuals or companies and the absence of the mentioned security principles could lead to

ethical and legal issues. As an example, companies may face legal issues due to violating some

laws regarding the protection of personal data, etc.

The sustainability constraint of this project concerns whether the result of this project

could survive under social, economic, and environmental aspects of the current time and in IoT

technology. In order to come up with a solution that aligns with this sustainability constraint, the

solution must be applicable to a wide range of devices, these devices might be battery-powered

small devices or computers for general use, etc.

In terms of the economical constraints, since no budget is available for this project,

resources are considered as the measurement and the determinant. In order to stay within the

limits of the economical constraint, open source and free resources like aMQTT broker and

Eclipse Paho client library were to be used during the design process and during the

implementation process which follows the design part.
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Also, there exists specific engineering standards regarding MQTT protocol. The MQTT

version that we have used (3.1.1) is an OASIS standard. Specification document provided by

OASIS confirms this by the date of October 29, 2014 (“MQTT Version 3.1.1”, 2014). According

to IBM, MQTT 3.1.1 also is an ISO standard as ”ISO/IEC PRF 20922:2016” (IBM, 2022). The

mentioned ISO standard is explained in the related webpage of ISO (ISO/IEC, 2016).

There are engineering standards for methods we have been using such as Authenticated

Encryption (AE), Diffie-Hellman Key Exchange Protocol, etc. For the Diffie-Hellman Key

Exchange Protocol, RFC 2631 provides a standard that was published by IETF (Rescorla, 1999).

For the methods and algorithms that will be used for the Authenticated Encryption scheme, RFC

5116 provides a standard, published by IETF (McGrew, 2008).

3. METHODOLOGY
As explained before, MQTT offers no authentication, authorization, confidentiality, and

integrity in its default configuration. Although it has been used in IoT communication due to its

lightweight nature with its default configuration, these weaknesses should be handled to provide

secure communication between parties.

Firstly, authentication of publishers and subscribers must be provided. This is done by

generating different secure session keys between the broker and publisher and between the

broker and subscriber. Key exchange is based on the Ephemeral Diffie Hellman Key Exchange

protocol. At this step, the Diffie Hellman public keys are signed by using the X509 certificate on

both sides. DH public keys are accepted after the verification process. After the connection
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setup, a session secret key SK would be shared between the broker and each client (publisher or

subscriber).

Secondly, confidentiality, integrity, and authentication of the messages should be

achieved. This is achieved by using authenticated encryption for the topic names and payloads of

‘PUBLISH’ messages and topic names of ‘SUBSRCIBE’ messages. For the payloads of

‘PUBLISH’ packet, the HMAC of the payload of ‘PUBLISH’ messages is computed with the

shared session key between the broker and each client. This HMAC is appended at the end of the

message. Then, this structure is encrypted using the shared session key between the broker and

each client again. For the topic names of ‘PUBLISH’ packet, the HMAC of the topic name of

‘PUBLISH’ messages is computed and appended at the end of the topic name. Then, this

structure is encrypted using the shared session key between the broker and each client again. For

the topic name of ‘SUBSCRIBE’ packet, the HMAC of the topic name of ‘SUBSCRIBE’

messages is computed and appended at the end of the topic name. Then, this structure is

encrypted using the shared session key between the broker and each client again.

Thirdly, authorization of the topics is needed. To give access to subscribers to subscribe

on a certain topic, topic-based choice tokens are used. Only authorized subscribers with the

correct choice token associated with that topic can access the data. The publisher encrypts each

message with the choice token related to that topic. A subscriber is able to decrypt only the

messages encrypted with the related choice token. This also provides some sort of

confidentiality.

In addition to these security methodologies, there is an optional topic hashing scheme for

providing privacy. Topic names are changed after each publish iteration based on a hash function

on both sides. This hash function uses the previous hash values of that topic names and a random
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polynomial for salting purposes to generate the next hash values of the topic names. This

iteration is repeated until the counter reaches the predefined maximum value.

4. RESULTS & DISCUSSION

In this part of the report, first the detailed design of the security protocol with

communication schemes will take place. Then, the outputs of the implementation process will be

included. Thirdly, the libraries and their functions that we used in the implementation process

will be referred to. In the fourth part, performance results that have been done so far will take

place. Last part contains the difference between the initial objectives and the results.

4.1 Detailed Design

As explained before, MQTT offers no authentication, authorization, confidentiality,

integrity, and privacy in its default configuration.

Regarding authentication, the broker will authenticate clients at the beginning of the

communication in order to prevent unauthorized access to the broker. The first phase in the

communication between a client and broker is the setup phase. As a result of this phase, a

common secret key will be generated between the broker and the client by using Ephemeral

Diffie Hellman Key Exchange protocol. The flow of the setup phase is shown in Figure 1.
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Figure 1

Diffie-Hellman Key Exchange

In this scheme every client and the broker should have X509 public key certificates

before starting the communication.

The first packet is a CONNECT packet sent by the client. This packet includes the

clientID which uniquely identifies each client. The broker sends a CONNACK packet in

response to the CONNECT packet. After the connection established, both sides select a private

key ( for the client and for the broker) and calculate their public key ( for the client and𝑋
𝑐

𝑋
𝑏

𝑌
𝑐
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for the broker). The α and q values that are used for this calculation should be known by both𝑌
𝑏

sides beforehand the setup phase.

The client private key should be smaller than the q value and the public key is𝑋
𝑐

calculated by using formula. The private key of the broker should be smaller thanα𝑋𝑐 𝑚𝑜𝑑 𝑞 𝑋
𝑏

the q value and the public key is calculated by using formula.α𝑋𝑏 𝑚𝑜𝑑 𝑞 

The third packet in Figure 1 is a SUBSCRIBE packet sent by the client to the broker. The

Client subscribes to their client ID in order to get messages from the broker which is going to

publish in that topic.

The broker gets the SUBSCRIBE packet and sends SUBACK to acknowledge it as the

fourth packet.

The fifth packet in Figure 1 is a PUBLISH packet sent by the broker to the client. The

broker publishes on a topic same as the clientID. The payload of the packet includes X.509

certificate of the broker, Diffie Hellman public key ( ) calculated after the connection𝑌
𝑏

established, and a RSA sign. The broker signs the Diffie Hellman public key, nonce and𝑁
1

𝑁
1

client ID by using its own private key corresponding to its X.509 public key certificate.

After the client gets the fifth packet in Figure 1, first it learns the public key of the broker

( ) by looking at the X.509 public key certificate ( ). Then, it calculates the hash of ||𝑃𝑈
𝑏

𝐶𝑒𝑟𝑡
𝑏

𝑌
𝑏

, decrypts the RSAsign by using and compares the hash values. If the hash𝑁
1
|| 𝐼𝐷

𝑐𝑙𝑖𝑒𝑛𝑡
𝑃𝑈

𝑏

values are not the same, the communication will not continue.

The sixth packet in Figure 1 is a PUBLISH packet sent by the client to the broker. The

topic of this packet is AuthenticationTopic. The payload of the packet includes the X.509
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certificate of the client ( ), Diffie Hellman public key ( ) calculated after the connection𝐶𝑒𝑟𝑡
𝑐

𝑌
𝑐

established, and a RSA sign. The client signs the Diffie Hellman public key, , and client ID𝑁
1
 𝑁

1

by using its own private key corresponding to its X.509 public key certificate.

After the broker gets the sixth packet in Figure 1, first it learns the public key of the client

( ) by looking at the X.509 public key certificate . Then, it calculates the hash of ||𝑃𝑈
𝑐

𝐶𝑒𝑟𝑡
𝑐

𝑌
𝑐

𝑁
1

|| , decrypts the RSAsign by using and compares the hash values. If the hash values𝐼𝐷
𝑐𝑙𝑖𝑒𝑛𝑡

𝑃𝑈
𝑐

are not the same, the communication will not continue and the broker disconnects the client. If

they are the same, the communication will continue.

After these phases, a common secret key is calculated on both sides. The client uses the

formula mod q and the broker uses the formula mod q to calculate the common secret𝑌
𝑏

𝑋
𝑐 𝑌

𝑐

𝑋
𝑏

key. Now, a common session key K is known by both client and broker. The eighth, ninth and

tenth packets in Figure 1 are used for authentication by using the common session key.

The eighth packet in Figure 1 is a PUBLISH packet sent by the broker to the client. The

topic of this packet is . The payload of the packet includes and encrypted𝐼𝐷
𝑐𝑙𝑖𝑒𝑛𝑡

𝑁
2
 𝐼𝐷

𝑐𝑙𝑖𝑒𝑛𝑡

using the session key K.

After that, the client decrypts the eighth packet received by using their session secret key

K and learns the . Then, the client builds the ninth packet in Figure 1 which is a PUBLISH𝑁
2

packet with topic name “AuthenticationTopic”. The payload of the packet includes and𝑁
2
 ,  𝑁

3

encrypted using the session key K.𝐼𝐷
𝑐𝑙𝑖𝑒𝑛𝑡
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By decrypting the ninth packet using common session key K, the broker see the 𝑁
2
 

which was sent in the eighth packet and it authenticates the client. So, the client to broker

authentication is completed at this step.

The broker builds the tenth packet in Figure 1 which is a PUBLISH packet with topic

name . The payload of the packet includes and encrypted using the session𝐼𝐷
𝑐𝑙𝑖𝑒𝑛𝑡

 𝑁
3
 𝐼𝐷

𝑐𝑙𝑖𝑒𝑛𝑡

key K.

The client decrypts the tenth packet using common session key K, and checks the 𝑁
3
 

which was sent in the ninth packet and it authenticates the broker. So, the broker to client

authentication is completed at this step.

Regarding authorization, a topic related choice tokens will be used. The messages in the

payloads of PUBLISH packets will be encrypted by publishers and decrypted by subscribers

using choice tokens. These choice tokens will be located on the broker. The scheme related to

getting the choice tokens from the broker is shown in Figure 2.

A publisher before sending any messages for a topic, it must get the topic related choice

token from the broker. Also, a subscriber must get the topic related choice token in order to be

able to decrypt the messages sent by the publisher for that topic.
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Figure 2

Getting Topic Based Choice Tokens from the Broker

The first packet in Figure 2 is a SUBSCRIBE packet. In this step, the client subscribes to

the authenticated encryption version of its client ID.

The second packet in Figure 2 is get choice token PUBLISH packet sent by the client.

The topic name of this packet is “choiceToken”. “choiceToken” is the topic name which is used

by all clients to get the related choice token of the interested topic names. The topic name

“choiceToken” and its HMAC is encrypted using the common session key which was generated

at the setup phase. The payload of this packet includes the encrypted version of M (message

itself) and the calculated HMAC of the (M || | QoS || retainFlag || packetIdentifier). QoS,

retainFlag and packetIdentifier are part of the header fields of the PUBLISH message and they
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are added to the HMAC calculation in the payload to make sure there is no modification for

them.

The M message in the second packet contains the topic name for which the client wants

to get a choice token from the broker. If the broker can decrypt the packet by using the session

key between the client and the broker successfully, it compares the HMAC values. If everything

is correct, the communication continues. If the HMAC values are not the same, an error message

is sent by the broker to the client to inform the client that its subscription is not accepted.

The PUBACK packet, which is the third packet in Figure 2, is sent as a response to the

PUBLISH. It includes packetIdentifer of the corresponding PUBLISH packet in its header. In the

default design, there is no payload inside PUBACK packets but in our design, the PUBACK has

a payload field which includes the MAC of the packetIdentifer. This is done to provide integrity

of the acknowledgement.

The fourth packet in Figure 2 is a PUBLISH packet sent by the broker. The topic name of

this packet is the authenticated encryption version of the clientID. The payload of this packet

includes the encrypted version of M (message itself) and the calculated HMAC of the (M ||

clientID || QoS || retainFlag || packetIdentifier). The common session key is used as the key for

the encryption and HMAC. The M message itself contains the topic name and its corresponding

choice token of the asked topic.

Regarding confidentiality, authentication and integrity of the messages the authenticated

encryption will be used. Figure 3 shows an example scheme for this communication phase.
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Figure 3

Confidentiality, Message Authentication, and Integrity

The first packet in Figure 3, is the SUBSCRIBE packet sent by the subscriber to the

broker. The topic name and the HMAC of the (topic name || requestedQoS || packetIdentifier) of

the SUBSCRIBE packets is encrypted by the session key between the broker and the subscriber

( which was generated at the setup phase in order to prevent unauthorized clients from𝐾
𝑠𝑏

) 

seeing it by intercepting the communication. The HMAC is used to guarantee that there is no

modification on the topic name, QoS and packet identifier fields. When the broker gets the
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SUBSCRIBE packet, first it tries to decrypt it by using the unique session key between itself and

the client subscribing to it. Then, it calculates the HMAC of the (topic name || requestedQoS ||

packetIdentifier) and compares two HMAC values. If they are the same, it adds this subscription

to the subscription list. If they are not the same, the broker informs the client by sending an error

message.

The second packet in Figure 3, is the SUBACK packet sent by the broker to the

subscriber after it receives the SUBSCRIBE packet. In our design, the SUBACK has a payload

field which includes the HMAC of the packetIdentifer and return code. These are added to

provide integrity of the acknowledgement.

The third packet of Figure 3 is a PUBLISH packet sent by the publisher. The topic names

of the PUBLISH packets are encrypted by the session key between the broker and the publisher (

which was generated at the setup phase in order to prevent unauthorized clients from seeing𝐾
𝑝𝑏

) 

it by intercepting the communication. The HMAC of the topic name is calculated by using in𝐾
𝑝𝑏

order to guarantee that there is no modification on the topic name field. Also, authenticated

encryption is used for the payload of the PUBLISH packets. The payload includes the M

(message itself) which is encrypted by the choice token CT and the calculated HMAC of the

(E(CT, M) || QoS || retainFlag || packetIdentifier). These are encrypted using the common session

key. QoS, retainFlag and packetIdentifier are part of the header fields of the PUBLISH message

and they are added to the HMAC calculation in the payload to make sure there is no modification

for them.

The broker gets the PUBLISH packet and decrypts the topic name by using common

session key between the broker and the publisher. Then it checks the HMAC of the topic𝐾
𝑝𝑏

name. If it is correct, it continues to check the payload. The broker decrypts the payload by using
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and then it calculates the HMAC and compares it with the received HMAC value. If they are𝐾
𝑝𝑏

the same, it adds this publish packet to the queue in order to forward it to the related subscribers.

If they are not the same, the broker sends an error message to the publisher to inform it that it

will not relay this publish message.

The fourth packet in Figure 3, is the PUBACK packet sent by the broker to the publisher

after it receives the PUBLISH packet. It includes packetIdentifer of the corresponding PUBLISH

packet in its header. In the default design, there is no payload inside PUBACK packets but in our

design, the PUBACK has a payload field which includes the MAC of the packetIdentifer. This is

done to provide integrity of the acknowledgement.

The fifth packet in Figure 3, is a PUBLISH packet that relays the message sent by the

publisher in the third packet. This packet is similar to the third packet in Figure 3 which was sent

by the publisher. One difference from it, is the common session key used. Here, common session

key is the one used between the subscriber and the broker (𝐾
𝑠𝑏

).

The sixth packet in Figure 3, is the UNSUBSCRIBE packet sent by the subscriber to the

broker. The topic name and the HMAC of the (topic name || requestedQoS || packetIdentifier) of

the UNSUBSCRIBE packets is encrypted by the session key between the broker and the

subscriber ( . When the broker gets the UNSUBSCRIBE packet, first it tries to decrypt it by𝐾
𝑠𝑏

) 

using the session key between them. Then, it calculates the HMAC of the (topic name ||

requestedQoS || packetIdentifier) and compares two HMAC values. If they are the same, it

removes the topic name from the subscription list for the corresponding client. If they are not the

same, the broker informs the client by sending an error message.

The seventh packet in Figure 3, is the UNSUBACK packet sent by the broker to the

subscriber after it receives the SUBSCRIBE packet. In our design, the UNSUBACK has a
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payload field which includes the HMAC of the packetIdentifer. This is added to provide integrity

of the acknowledgement.

Regarding providing privacy, besides confidentiality, topic name hashing scheme will be

used as an optional mechanism. The example scheme is shown in Figure 4, Figure 5 and Figure

6. This scheme is implemented on top of the previous schemes. So, all the topic names and

payload are encrypted using the session key between the broker and the client. Also, related

HMAC values are calculated as mentioned at the previous schemes.

Subscribers must publish on the “newParticipant” to join the scheme which is shown in

the second packet of Figure 4. The third packet is the relay of the second packet sent to the real

publisher. Then, the subscriber subscribes to “topicHashing” which is shown as the fourth packet

of Figure 4. In the fifth message of Figure 4, the publisher sends a PUBLISH packet on the topic

“topicHashing” that will be relayed by the broker to all related subscribers. The payload of this

packet contains the seed mapping and a random polynomial for salting. Seed mapping is a set of

initial random strings, each one corresponding to a different topic. The seed mapping and

random polynomial will be used in the hashing function in the later stages of this scheme. The

sixth packet is the relay of the fifth packet.
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Figure 4

Topic Name Hashing 1

The flow of Figure 4 continues in Figure 5. Figure 5 starts with calculation of the for all topics𝑆
𝑡
1

which are the first hash values of the topic names. They are calculated using the function

. F is the predetermined hash function. P is the random𝑆
𝑡
𝑗  =  𝐹(𝑛𝑢𝑚(𝑆

𝑡
𝑗−1). 𝑃(𝑗))∀𝑡 ∈  𝑇𝑜𝑝𝑖𝑐𝑠

polynomial which will be used for salting. “j” can take values between 1 and the seed expiration

counter. j value starts from 1. Each time, publisher publishes on one of its topics, j is incremented

by 1 and a new hash value for each topic is calculated until j reaches the seed expiration counter.

After the calculation of the in Figure 5, subscriber subscribes to the hash of the𝑆
𝑡
1

interested topic names. In the example scheme, the interested topics are , , , .𝑆
𝑡1
1 𝑆

𝑡3
1 𝑆

𝑡4
1   𝑆

𝑡6
1

Then the publisher sends a PUBLISH packet in this figure as the eighth packet. In the

example scheme, publisher wants to publish on the topic but it also publishes on all the topics𝑆
𝑡1
1
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in its publication set. Since the real published topic is , all of the messages are encrypted using𝑆
𝑡1
1

the choice token of topic .𝑆
𝑡1
1

Figure 5

Topic Name Hashing 2

The flow of Figure 5 continues in Figure 6. As can be seen in Figure 5 and 6, the

publisher is publishing on the topics , , , , and all of them are encrypted by𝑆
𝑡1
1 𝑆

𝑡2
1 𝑆

𝑡3
1 𝑆

𝑡4
1 𝑆

𝑡5
1 ,  𝑆

𝑡6 
1

using the choice token of . The broker relays these messages to related subscribers. In our𝑆
𝑡1
1

example scheme our subscriber gets the messages for topics , , , .𝑆
𝑡1
1 𝑆

𝑡3
1 𝑆

𝑡4
1 𝑆

𝑡6
1
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Figure 6

Topic Name Hashing 3

As can be seen in the Figure 6, the subscriber gets 4 messages for topics , , , and𝑆
𝑡1
1 𝑆

𝑡3
1 𝑆

𝑡4
1

. But just topic includes the real payload and the other three include random payloads. All𝑆
𝑡6
1 𝑆

𝑡1
1

of them are encrypted using the choice token of topic which is the real one. 𝑆
𝑡1
1

Client try to decrypt these topics and , , and are discarded due to the wrong𝑆
𝑡3
1 𝑆

𝑡4
1 𝑆

𝑡6
1
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updates the counter. When the counter reaches the predefined maximum value, the publisher

sends the new seed mapping for the topics and a new hash session starts.

2.2 Implementation

Implementation part of the Diffie Hellman Key Exchange will be explained with outputs

in the following part. Due to the complexity of the outputs, we will run the broker in

INFO-logging mode instead of DEBUG-logging mode which we normally use during

implementation and testing.

Figure 7

Starting the Broker

Figure 7 contains the output in the broker logs after it was started. At the opening stage,

the broker reads its X509 certificate which was created before.

Figure 8

Starting the Client
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Figure 8 contains the output in the client logs after it was started. At the opening stage,

the client reads its X509 certificate which was created before.

Figure 9

Starting GUI

When the program is executed, first the client should select an option from the GUI. As

can be seen in Figure 9, there are 3 options. First option is for default authentication which is

explained in Figure 1, Figure 2 and Figure 3. The second and third options are for the topic name

hashing scheme which is explained in Figure 4, Figure 5 and Figure 6. First, default

authenticated client’s console outputs will be mentioned. When the client clicks the first button,

this option screen will open another GUI which can be seen in Figure 10.
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Figure 10

GUI of Default Authenticated Client

Figure 10 contains the graphical user interface of the default-auth client. At the beginning

only the connect button is enabled, the other buttons and text boxes are disabled. When the client

pushes the connect button Diffie Hellman key exchange is started. When the Diffie Hellman key

exchange ends successfully, the connect button is disabled, subscribe and publish buttons and

their text entries are enabled.

Figure 11

Connection Established and Client Subscribe to its client ID
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Figure 11 contains the connection establishment state of the client. Client connects to the

broker with its clientID which is described in the step 1 of Figure 1 (DH scheme). After the

client receives the connack packet, it subscribes to its client ID which is the step 3 of Figure 1.

Figure 12

Broker side, first 5 steps of DH scheme

In Figure 12, the broker acquires the connection from the client. Then, it handles the

subscription coming from the client to the topic name same as the client ID. When the broker

sees the client subscribe to its own id, it starts to prepare the publish message for the step 5 of the

Figure 1 (DH scheme). This publish message contains the X509 certificate of the broker, broker

DH public key, generated nonce 1, and RSA signature. For the RSA signature part, the broker

signs the Diffie Hellman public key of itself, nonce 1 and client ID by using the private key

corresponding to its X509 certificate. After the preparation of the message, the broker publishes

it using the topic name equal to the client ID.
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Figure 13

Client handling the publish message from broker for step 5 of DH

In Figure 13, the client receives the publish message coming from the broker. Client

learns the X509 certificate of the broker, broker DH public key, generated nonce 1, and RSA

signature. From the X509 certificate of the broker, the client gets the X509 public key of the

broker. Then, by using the X509 public key of the broker, the client tries to verify the coming

RSA signature. In Figure 13, the client can verify the rsa sign since everything is correct. If the

signature is not verified successfully, the client disconnects itself from the broker and connection

finishes here.

26



Figure 14

Preparation of the publish message for step 6 of DH scheme by client

In Figure 14, the client prepares the publish message for step 6 of the Figure 1 (DH

scheme). This publish message contains the X509 certificate of the client, DH public key of the

client, received nonce 1 from the previous message, and RSA signature. For the RSA signature

part, the client signs its own Diffie Hellman public key, nonce 1 and client ID by using the

private key corresponding to its X509 certificate. After the preparation of the message, the client

publishes it using the topic name ‘AuthenticationTopic’. Also, in this step, the Diffie-Hellman
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shared key is calculated by the client. At the end of Figure 14, a 256 bit session key is derived

from the DH shared key.

Figure 15

Handling of the step 6 publish message of DH scheme by the broker

In Figure 15, the broker receives the publish message coming from the client. The broker

learns the X509 certificate of the client, DH public key of the client, nonce 1 (which should be

the same as the nonce that was generated in the previous step), and RSA signature. From the

X509 certificate of the client, the broker gets the X509 public key of the client. Then, by using

the X509 public key of the client, the broker tries to verify the coming RSA signature. In Figure

15, the broker can verify the RSA signature since everything is correct. If the signature is not

verified successfully, the broker disconnects the client. If the signature is verified successfully,

then the broker compares the nonce received from the client with the nonce generated at the

previous step. If nonces are different, the broker disconnects the client and communication

finishes here. If they are the same, the shared DH key is calculated by the broker. At the end of

Figure 15, a 256 bit session key is derived from the DH shared key.
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Figure 16

Preparation of the step 8 publish message of DH scheme by the broker

After the broker verifies the RSA signature and compares the nonces, it will send the

publish message 8 of Diffie Hellman scheme (Figure 1). This publish message contains nonce 2

and client ID. The message will be encrypted using the session key. For encryption AES256 is

used. The session key is generated from the DH shared key between the broker and the client.

After the encryption of the message, the broker publishes it using the topic name equal to the

client ID which can be shown in Figure 16.

Figure 17

Preparation of the step 9 publish message of DH scheme by the client

At Figure 17, the client receives the step 8 publish message of DH scheme (Figure 1).

Then the client decrypts the message by using the session key generated from the DH shared key.

The decrypted message contains nonce 2 and client ID. If the received client id and its client id

are different, then the client disconnects itself. If two client IDs are the same, then the client

prepares the step 9 publish message of DH scheme (Figure 1). The message of step 9 publish
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message contains received nonce 2, generated nonce 3 and client ID. This message is encrypted

with the session key between the client and the broker. The topic name of this publish packet is

‘AuthenticationTopic’.

Figure 18

Preparation of the step 10 publish message of DH scheme by the broker

At Figure 18, the broker receives the step 9 publish message of DH scheme (Figure 1).

Then the broker decrypts the message by using the session key between the client and the broker.

The decrypted message contains nonce 2 (which should be the same as the nonce was generated

at the previous step), nonce 3 and client ID. If received client ID and session client ID are the

same, and if received nonce 2 and generated nonce 2 are the same, then the client is

authenticated by the broker. If any of the nonces or client IDs do not match, the broker

disconnects the client. After the client is authenticated, the broker prepares the step 10 publish

message of DH scheme (Figure 1). The message of step 10 publish message contains received

nonce 3, and client ID. This message is encrypted with the session key between the client and the

broker. The topic name of this publish packet is client ID of the receiving client.
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Figure 19

Handling of the step 10 publish message of DH scheme by the client

At Figure 19, the client receives the step 10 publish message of DH scheme (Figure 1).

Then the client decrypts the message by using the session key between the client and the broker.

The decrypted message contains nonce 3 (which should be the same as the nonce that was

generated at the previous step), and client ID. If received client ID and its own client ID are the

same, and if received nonce 3 and generated nonce 3 are the same, then the broker is

authenticated by the client. If any of the nonces or client IDs do not match, the client disconnects

itself. If authentication finishes successfully, the client subscribes to the authenticated encryption

version of the client ID in order to prepare for the choice token communication schema. At the

end of the Figure 19, Suback is received from the broker. This Suback packet contains the MAC

of the QoS and packet identifier which is the same as the packet identifier and Qos level of the

SUBSCRIBE packet. If the MAC of these two packets are the same, then the signature is

verified. Otherwise, the client is informed about that error in the case it wants to send the

subscribe packet again.
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Figure 20

GUI of Client when subscribe to the ‘light’ topic

At Figure 20, the client subscribes to the topic ‘light’. When the client pushes the

subscribe button, the choice token of the topic ‘light’ is requested from the broker as in Figure 2.

Then, the client subscribes to the ‘light’ topic as in Figure 20.

Figure 21

First figure of client for choice token scheme

At Figure 21, the client program takes the input from the GUI. Then, the client prepares

the publish message for step 2 of the choice token schema (Figure 2). The topic name of the

publish packet is “choiceToken”. The topic name “choiceToken” and its MAC is encrypted
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using the session key between the client and the broker. Payload of the publish packet contains

the topic name for which the client requests to get a choice token from the broker and the MAC

of the topic name. This publish message is sent to the broker and Puback is received as shown in

Figure 21. This Puback packet contains the MAC of the packet identifier which is the same as

the packet identifier of the publish packet. If the MAC of these packet identifiers are the same,

then the signature is verified. Otherwise, the client gets an error message about that situation in

the case it wants to send the publish packet again.

Figure 22

First figure of broker for choice token scheme

At Figure 22, the broker receives the step 2 publish message of choice token scheme

(Figure 2). Then the broker decrypts the topic name by using the session key between the client

and the broker. After topic name decryption, the received MAC of topic name and calculated

MAC of topic name are compared. If they are the same, the broker decrypts the payload of the

publish packet. After payload decryption, the received MAC of payload and calculated MAC of

payload are compared. If they are the same, the broker checks the database table which contains

the topic names and their corresponding choice tokens. If the requested choice token exists in the
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database table, the broker gets it from the database. If it is not in the database table, the broker

generates a choice token for the requested topic, then inserts this choice token and its topic name

to the database table. After the preparation of the choice token, the broker prepares the publish

message for step 4 of the choice token schema. The topic name of this publish packet is the

authenticated encryption version of the clientID. The payload of the publish packet contains the

encrypted version of the requested topic name, its corresponding choice token and calculated

MAC of the message. This publish message is sent to the client at the end of Figure 22.

Figure 23

Second figure of the client for choice token scheme

At Figure 23, the client receives the step 4 publish message of choice token scheme

(Figure 2). After decrypting data, the client program learns the corresponding choice token of

requested topic name. If MAC codes are the same, the client calls the function to subscribe to

topic ‘light’. Topic name and its MAC code are encrypted using the session key between the

client and the broker. Then, the client subscribes to this authenticated encryption version of the

topic name. At the end of the Figure 23, Suback is received from the broker. This Suback packet

contains the MAC of the QoS and packet identifier which is the same as the packet identifier and

Qos level of the SUBSCRIBE packet. If the MAC of these two packets are the same, then the
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signature is verified. Otherwise, the client gets an error message about that situation in the case it

wants to send the subscribe packet again.

Figure 24

Handling subscription by broker

Figure 24 shows how subscription is handled on the broker side. The broker receives the

subscribed topic name as authenticated and encrypted. It decrypts it by using the session key

between the broker and the client sending the subscribe packet. Then, it compares the received

MAC and calculated MAC . If they are the same, the broker adds the decrypted topic to the

subscription list. If they are not the same, an error message is sent to the client in order to inform

the client that the subscription failed.
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Figure 25

GUI of Client when publishing on the ‘robot vacuum cleaner’

At Figure 25, the client publishes on the topic ‘robot vacuum cleaner’ with the message

‘Cleaning of room 1 is finished.” When the client pushes the publish button, the choice token of

the topic ‘robot vacuum cleaner’ is requested from the broker as in Figure 25. Then, the client

publishes on the ‘robot vacuum cleaner’ topic as in Figure 25. Also, before this step another

client connected to the broker and subscribed to the ‘robot vacuum cleaner’ topic, in order to see

the publish message relay mechanism at the below outputs.

Figure 26

Publish message by client for requesting choice token
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At Figure 26, the client program takes the input from the GUI. Figure 26 is similar to

Figure 21. The difference is at Figure 21, the client requests the choice token of ‘light’ topic in

order to subscribe to the topic. Here, the client requests the choice token of ‘robot vacuum

cleaner’ topic in order to publish for that topic.

Figure 27

Publish message by broker for sending choice token

Figure 27 is similar to Figure 22. The difference is at Figure 22, the broker sends the

choice token of ‘light’ topic. Here, the broker sends the choice token of ‘robot vacuum cleaner’.

Figure 28

Publish on the ‘robot vacuum cleaner’ topic
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At Figure 28, the client receives the step 4 publish message of choice token scheme

(Figure 14). After decrypting data, the client program learns the corresponding choice token of

requested topic name. If MAC codes are the same, the client calls the function to publish a

message to the topic ‘robot vacuum cleaner’. Topic name and its MAC code are encrypted using

the session key between the client and the broker. Also, the payload is encrypted using the choice

token. Then, the authenticated encryption version of the payload is generated. This publish

message is sent to the broker at the end of Figure 28. Then Puback is received and MAC of the

Puback is verified.

Figure 29

Handling publish message received from client at broker

At Figure 29, the broker receives the publish message from the client. Then the broker

decrypts the topic name by using the session key between the client and the broker. After topic

name decryption, the received MAC of topic name and calculated MAC of topic name are

compared. If they are the same, the broker decrypts the payload of the publish packet. After

payload decryption, the received MAC of payload and calculated MAC of payload are

compared. If they are the same, the broker adds this publish message to the broadcast queue in
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order to forward to interested subscribers. Since, at the previous steps another client subscribed

to the published topic, message is relayed to that client. Before sending the publish packet, topic

name and payload are signed and encrypted with the session key between the broker and target

client.

Figure 30

Second client who receives the relayed publish message

At Figure 30, the second client which is subscribed to topic ‘robot vacuum cleaner’

receives the relayed publish message. First, it decrypts the topic name by using the session key

between the client and the broker. After topic name decryption, the received MAC of topic name

and calculated MAC of topic name are compared. If they are the same, the client decrypts the

payload of the publish packet. After payload decryption, the received MAC of payload and

calculated MAC of payload are compared. If they are the same, the client decrypts the payload

using the topic related choice token and learns the message.
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Figure 31

GUI of Client when unsubscribe from the topic ‘light’

As can be seen in Figure 31, after the client subscribes to a topic that topic name can be

seen from the ‘Subscribed Topics’ list of the GUI. When the client wants to unsubscribe from a

topic, the client should select that topic from the ‘Subscribed Topics’ list and push the

unsubscribe button. More than one topic can be selected from the list for sending unsubscribe.

Figure 32

Client side when the client pushes the unsubscribe button from the GUI

In Figure 32, the client unsubscribes to previously subscribed topics. Client program

calculates the authenticated encryption version of the topic names that the client wants to

unsubscribe and then this packet is sent to the broker.
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Figure 33

Broker side when client push the unsubscribe button from the GUI

In Figure 33, the broker gets the unsubscribe packet and decrypts it by using the session

key between the client and the broker. Then HMAC of the topic names is calculated and

compared with the HMAC received in the packet. If they are the same, topic names that the

client wants to unsubscribe are deleted from the subscription list and unsuback is sent.

Otherwise, an mac error message is sent to client to inform it their unsubscription is not

completed

Figure 34

Client side when gets the unsuback packet

In Figure 34, as a response to unsubscribe, the broker sends the Unsuback packet. This

Unsuback packet contains the MAC of the packet identifier which is the same as the packet

identifier of the Unsubscribe packet. If the MAC of these packet identifiers are the same, then the

signature is verified. Otherwise, the client gets an error message about that situation in the case it

wants to send the unsubscribe packet again.
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Figure 35

GUI of Client when subscribe to home/#

In Figure 35, the client subscribes to a wildcard topic ‘home/#’. Since it subscribes to a

wildcard topic, the client has been subscribed to all the topics under the ‘home/’ such as

‘home/light’, ‘home/room/temperature’ etc.

Figure 36

Handling subscription on client side for wildcard topics

In Figure 36, the client takes the ‘home/#’ from the GUI and prepares the authenticated

encryption version of the topic and sends the subscribe packet to the broker.
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Figure 37

Handling subscription on broker side for wildcard topics

In Figure 37, the broker gets the subscribe packet. The broker receives the subscribed

topic name as authenticated and encrypted. It decrypts it by using the session key between the

broker and the client sending the subscribe packet. Then, it compares the received MAC and

calculated MAC . If the MACs are not the same, an error message is sent to the client in order to

inform the client that the subscription failed. If they are the same, the broker checks its ‘choice

token’ table from the database for topic names under the ‘home/’. In our example, there are two

topics under the ‘home/’ and these are ‘home/room1/temperature’ and

‘home/room2/temperature’. First their corresponding choice tokens are sent to the client as

authenticated and encrypted. Then, broker adds the subscription of ‘home/#’ to the subscription

list and suback is sent to the client. This suback packet includes the MAC of the packet identifier.
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Figure 38

Receiving publish on client side for choice tokens related to wildcard topic

In Figure 38, the client receives the publish messages including the choice tokens related

to topics ‘home/room1/temperature’ and ‘home/room2/temperature’. These are the topics found

in choice token table on the broker side related to ‘home/#’ wildcard topic. These publish

messages are received as authenticated and encrypted. First, the client decrypts the messages

using the session key and then compares the HMAC received with the HMAC calculated. If they

are the same, the client adds these choice tokens to the dictionary. Also at this step, a Suback

packet is received from broker as response to subscribe to topic ‘home/#’. This Suback packet

includes the HMAC of the packet identifier of the subscribe packet sent. If the received HMAC

and calculated HMAC are the same, the signature is verified. Otherwise, the client is informed in

case it wants to send the subscribe again.
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Figure 39

Publish sent to ‘home/room3/temperature’ from another client

As can be seen in Figure 39, another client sends a publish message for topic

‘home/room3/temperature’ that is included in the wildcard topic ‘home/#’.

Figure 40

Broker relaying mechanism for the message ‘home/#’
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In the Figure 39, another client (ID: 18499112) published the ‘home/room3/temperature’

when our client is already subscribed to the ‘home/#’ topic as can be seen in Figure 36. In this

Figure 40, the broker relays the message received for topic ‘home/room3/temperature’ to our

client (ID: 2678449). Before relaying the message, it controls whether the choice token of that

topic has been sent to the client, who subscribed to the wildcard topic, before. If it was not sent,

the broker first sends the choice token to our client for the topic ‘home/room3/temperature’ in an

authenticated and encrypted way. Then, the broker relays the publish packet by making the

necessary MAC calculations and encryptions.

Figure 41

Receiving the message from topic ‘home/room3/temperature’

In Figure 41, the client who subscribed to the topic ‘home/#’ gets the message for the

topic ‘home/room3/temperature’. First the client gets the choice token for the
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‘home/room3/temperature’ topic from the broker since the broker sends this choice token before

relaying the publish message to the client. The client decrypts the packets and learns the

corresponding choice token. Then the client gets another publish message. This time, this

message is the message which the broker relays at the end of the Figure 40. The client decrypts

the topic name and payload of this packet and compares the related MAC values. If everything is

correct, the client learns the message by decrypting the message by using the choice token of that

topic.

Figure 42

Starting GUI (Topic Hashing) Figure 43

GUI of Topic Hashing Publisher

Figure 42 contains the starting menu of GUI which was mentioned before in Figure 9.

This time, the outputs of the topic hashing scheme (Figure 4, Figure 5, Figure 6) will be

examined. So, the second button for the publisher and the third button for the subscriber are

going to be used. For this scheme, none of the outputs of the broker will be shown since the

operations on the broker are the same as above communications. Also, some encryption outputs

will be removed from the client. Topic hashing scheme was implemented on the top of the

default authenticated client that was implemented in the first option of the starting menu of GUI.

So, all the operations shown above also exist here but here the main point is different. So,
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outputs mostly will contain the extra features implemented for this topic hashing scheme in order

not to repeat previous features one more time.

Figure 43 contains the graphical user interface of the topic hashing publisher. At the

beginning only the connect button is enabled, the other buttons and text boxes are disabled.

When the client pushes the connect button Diffie Hellman key exchange is started.

Figure 44

Extra Features of the Connection step of Topic Hashing Publisher

When the client pushes the connection button in the topic hashing publisher GUI, first

Diffie Hellman key exchange is realized as in the normal authenticated client. All the Diffie

Hellman steps are the same with the default-auth client which is in Figure 10. After the broker is

authenticated by the client, there are extra steps in this connection step. These extra steps can be
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seen in Figure 44. After the session key is established between the topic hashing publisher and

the broker, the topic hashing publisher gets the choice tokens of the topics ‘topicHashing’ and

‘newParticiant’ in an encrypted and MACed way similar to the default authenticated client. The

choice tokens of these topics are required for the future communications. Also, after getting the

choice tokens, the publisher subscribes to the ‘newParticipant’ topic. This topic is used for

learning the new participants who will subscribe to the topics of itself.

Figure 45

GUI of Topic Hashing Subscriber

Figure 45 contains the graphical user interface of the topic hashing subscriber. At the

beginning only the connect button is enabled, the other buttons and text boxes are disabled.

When the client pushes the connect button Diffie Hellman key exchange is started.
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Figure 46

Extra Features of the Connection step of Topic Hashing Subscriber

When the client pushes the connection button in the topic hashing publisher GUI, first

Diffie Hellman key exchange is realized as in the normal authenticated client. All the Diffie

Hellman steps are the same with the default-auth client which is in Figure 10. After the broker is

authenticated by the client, the subscriber gets the choice tokens of the topics ‘topicHashing’ and

‘newParticiant’ similar to the topic hashing publisher shown in Figure 44. The choice tokens of

these topics are required for the future communications. Also, after getting the choice tokens, the

subscriber publishes to the ‘newParticipant’ topic to inform the publisher. Then, it subscribes to

‘topicHashing’ topic. It will learn the initial seed mappings for the real topic names and the

random polynomial from that topic when the topic hashing publisher publishes.
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Figure 47 Figure 48

GUI of Topic Hashing Publisher GUI of Topic Hashing Publisher

after connection after it publishes the seeds

After the connection process, the publisher writes topic names and pushes the ‘Add to

Publishable Topic’ button to add these topics to the ‘Publishable Topics’ list as can be seen in

Figure 47. The topic hashing publisher will select topics from that list and the selected topics will

be used during the hash session. The publisher can add new topics to the ‘Publishable Topics’ list

or remove topics from that list anytime it wants.

After the publisher selects topics from ‘Publishable Topics’ list and pushes the ‘Add

Topic to Hash Session’ button, the topics will be added to hash session list called ‘Select From

List’ as can be seen in Figure 48 and no more topics can be added to that list before hash session

ends. When the publisher pushes the ‘Add Topic to Hash Session’ button, the initial seeds of the

topics that are selected and random polynomial coefficients will be sent to the subscribers who

subscribed to ‘topicHashing’ topic.
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Figure 49

Topic hashing publisher after pushing the ‘Add to Hash Session’ button

When the topic hashing publisher pushes the ‘Add Topic to Hash Session’ button, first

the choice token for the selected topics will be received from the broker in an authenticated and

encrypted way. Output of this process is not shown in Figure 49 since it is the known choice

token taking process. Then the initial seed values for the topic names and random polynomial

coefficients are formed. These are first encrypted with the choice token of ‘topicHashing’ topic.

Then the HMAC is calculated and added at the end of the message. After that, the whole

message is encrypted with the session key between the broker and publisher and sent to the

broker. After publishing the seed mappings from the ‘topicHashing’ topic, the publisher

calculates the polynomial that will be used for the salting purposes. At the end of the Figure 49,
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the first hash values of selected topics is calculated by using the initial seed values and the

polynomial.

Figure 50

Topic hashing subscriber after getting the initial seeds of topics

In Figure 50, the topic hashing subscriber gets the initial seed values from the

‘topicHashing’ topic in an authenticated and encrypted way. Then, it calculates the polynomial

and the first hash values of received topics as can be seen in Figure 50. After seeds mapping

comes, the subscriber should push the ‘Display’ button to add the received topic names to the

‘Select Topics to Subscribe’ list. Now, the subscriber can select topics from that list in order to

subscribe during the hash session.
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Figure 51

Topic hashing subscriber subscribes to topics ‘light3’ and ‘light4’

In Figure 51, the topic hashing subscriber selects the topics ‘light3’ and ‘light4’ from the

list and pushes the ‘Subscribe’ button in order to subscribe to these topics. First, it gets the

choice tokens of ‘light3’ and ‘light4’ from the broker. Output of this process is not shown in

Figure 51 since it is the known choice token taking process. Then the client subscribes to the

authenticated encryption version of the first hash values of the topics ‘light3’ and ‘light4’.

Figure 52

Topic hashing publisher after pushing the ‘Start Hash Session’ button
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In order to start the hash session, the topic hash publisher should push the ‘Start Hash

Session’ button which can be seen in Figure 48. When the publisher pushes that button, a ‘tick’

message will be sent to the subscribers who subscribed to ‘topicHashing’ topic to inform the

subscribers that the topic hashing session started. The publisher after pushing the ‘Start Hash

Session’ button is shown in Figure 52.

Figure 53

Topic hashing subscriber when getting the ‘tick’ message

Figure 53 shows a subscriber who gets this ‘tick’ message. After the topic hashing

publisher pushes the ‘Start Hash Session’ button, subscribers cannot subscribe to new topics

during the hash session.

Figure 54

Topic hashing subscriber when tries to subscribe after getting the ‘tick’ message
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. In Figure 54, the subscriber tries to subscribe to a topic after it receives the ‘tick’

message from the ‘topicHashing’ topic. The subscription trials of the subscriber are blocked and

subscribers are informed about the situation which can be seen in Figure 54.

Figure 55

Topic hashing Publisher GUI when publishing to a topic

In Figure 55, topic hashing publisher wants to publish on the topic ‘light3’. When it

pushes the ‘Publish’ button, random messages for the ‘light1’, ‘light4’ and ‘light5’ and the real

message for the ‘light3’ will be encrypted with the choice token of the topic ‘light3’. Then, the

related HMAC values are calculated for each packet and added at the end of the messages. After

that, the messages will be encrypted with the session key between the broker and the publisher.

The first hash values of the topics will be used as the corresponding topic names. Hash values
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and its HMAC will be encrypted using the session key between the broker and the publisher. At

the end of the Figure, these publish messages will be sent to the broker.

Figure 56

Topic hashing Publisher when it publishes to a topic

Figure 56 shows the topic hashing publisher during the publishing process. As can be

seen in the Figure 56, the first hash value of the topic ‘light3’ is used as the topic name and its

message is encrypted using the session key of the ‘light3’. Also, Figure 56 shows the encryption

process of the ‘light1’. As can be seen, the choice token that is used to encrypt the messages for

the ‘light3’ and the ‘light1’ is the same. ‘light1’ uses the choice token of ‘light3’ since ‘light3’ is

the real topic in this iteration. Since the other topics ‘light4’ and ‘light5’ are also prepared similar

to ‘light1’, their output is not added.
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Figure 57

Topic hashing Publisher when calculating the new hash values

In figure 57, topic hashing publisher calculates the next hash values for the topic names.

Figure 58

Topic hashing Subscriber when gets the Publish messages

58



Figure 58 shows the topic hashing subscriber when gets the publish messages. This

subscriber gets messages from ‘light3’ and ‘light4’ since it subscribed to these topics in Figure

51. As can be seen in the Figure 58, when the subscriber gets the publish packet first decrypts

the topic name. Then it looks at the dictionary to find out the name of the topic name, which is

the equivalent to the received hash value. After that, it will calculate the next polynomial value

and the next hash value that will be used for the ‘light3’ and subscribes to the authenticated

encryption version of that hash value. After the subscription to the new hash value, the

unsubscribe packet is sent to the previous hash value of that topic. At the end of Figure 58, the

client can decrypt the message using the choice token of the ‘light3’ since it is the real topic the

publisher publishes in this iteration.

Figure 59

Topic hashing Subscriber when gets the Publish messages
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Figure 59 shows the time when publish message is received for the ‘light4’. The same

operations as Figure 58 are done for the ‘light4’ in Figure 59. The only difference is the last part

of Figure 59. The client tries to decrypt the message using the choice token of the ‘light4’ but it

cannot decrypt it since it is encrypted with the choice token of the ‘light3’.

Figure 56 and Figure 57 contain the first iterations from the publisher side. Figure 58 and

Figure 59 contain the first iterations from the subscriber side. The second iteration starts when

the publisher publishes on a new topic. These iterations continue until the counter reaches a

predefined maximum value on the publisher side. When this counter ends, everything will reset.

If the publisher wants to start another hash session, it can do that by selecting topics and pushing

the ‘Add to Hash Session’ button again and everything will start from the beginning with new

seeds and polynomial values.

4.3. Modules Used for the Implementation Process

AMQTT broker is used as the broker which is implemented with Python programming

language. Eclipse Paho MQTT client library is used as the client library which is implemented

with Python programming language. For generating the X.509 public key certificates the “X509”

from the cryptography library was used (“X.509”, n.d.) for the both broker and client sides. For

generating a common shared key using Diffie Hellman key exchange protocol “DiffieHellman”

from the py-diffie-hellman library was used (“Py-diffie-hellman”, n.d.). For RSAsign of the

Diffie Hellman public key “rsa” from the cryptography library was used (“RSA”, n.d.). For

generating the 32 byte (256 bit) session from the Diffie Hellman common shared key ‘base64’
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library of Python was used (“Base-64”, n.d.). For the encryption purposes AES256 function of

the cryptography library was used (“Symmetric encryption”, n.d.). For nonce generation

‘token_urlsafe()’ function of the ‘secrets’ library of Python was used (“Secrets”, n.d.). For

providing the integrity of messages, MAC generation was achieved by using ‘HMAC’ function

of the cryptography library (“Hash-based message authentication codes (HMAC) ”, n.d.). For

topic based choice token generation, token_hex()’ function of the ‘secrets’ library of Python was

used (“Secrets”, n.d.). For the topic hashing scheme, pbkdf2_hmac() function of the ‘hashlib’

was used (“hashlib”, n.d.).

4.4. Performance Testing

During the performance testing, connect, subscribe, unsubscribe, publish, receive publish

and publish seed operations have been focused on by comparing the default client module, the

authenticated client module and the topic hashing client module (subscriber and publisher client),

the default broker and the authenticated broker, for different number of topics were applicable.

Main focus was on connect, subscribe, publish, unsubscribe and receive publish from a

subscribed topic because these operations are milestones of the implementation of the project.

Throughout the connection, these operations are frequently used. Also for the topic hashing

clients, publish seed operation is considered. Unfortunately, there exists no data to be compared

for the publish seed operation since the default version or the normal authenticated version do

not consist of such operation.

A default client (non-updated version of Paho client without any encryption, hashing,

etc.) has been used to measure the initial performance and an authenticated client (a client who

uses all of the schemes introduced except the topic hashing scheme) has been used later on to
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measure the current performance after the changes, for the operations connect, publish,

subscribe, unsubscribe, publish and receive publish. A default broker (non updated version of the

aMQTT broker) has been used to measure the initial performance and an authenticated broker

(modified version of the aMQTT broker) has been used later on to measure the current

performance of the operations as connect, subscribe, unsubscribe and publish. An authenticated

topic hashing subscriber client has been used to measure connect, subscribe, unsubscribe

operations and an authenticated topic hashing publisher client has been used to measure connect,

publish and seed publish operations.

For subscribe and unsubscribe operation, different numbers of topics have been tried out

to gain insight according to the changes in the performance in busier communications since a

client can subscribe to multiple topics using only one option in the GUI and unsubscribe from

multiple topics at the same time, using only one option in the GUI. Also for the topic hashing

publisher client, publish and seed publish operations have been tried out with different numbers

of topics because the client can publish to different numbers of topics and publish seed for

different number of topics, depending on the number of topics selected for that hash session,

making such comparisons needed.

Histograms, box plots (if needed) and scatter plots for comparison have been used along

with standard summary metrics (mean, median, standard deviation, min and max) to present the

results. Also, increases in mean of the observed durations of the operations have been compared

with the initial mean values in order to interpret the performance of each operation separately.

For the operations tried out with different numbers of topics, observed values of different

numbers of topics have also been compared.
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4.4.1. Performance of Clients

The information regarding the properties of the machines used during performance testing of the

clients are provided below.

Default Client, Normal Authenticated Client and Authenticated Topic Hashing Subscriber Client:

● Intel(R) Core(TM) i5-10300H CPU @ 2.50GHz 2.50 GHz

● 16 GB RAM

● 256 GB SSD

● Windows 10 Home Single Language 22H2

Authenticated Topic Hashing Publisher Client:

● Intel(R) Core(TM) i7-10510U CPU @ 1.80GHz 2.30 GHz

● 16 GB RAM

● 1 TB SSD

● Windows 10 Home Single Language 22H2

4.4.1.1. Performance of Connect Operation

Since the connect operation is necessary before performing any other operation, more

samples have been collected to achieve more accurate results. 100 default client instances and

100 authenticated client instances have been observed and the time spent during the connect

operation have been measured by calculating the difference of start time and the end time of the

operation. In terms of the default client, connect operation consists of preparing and sending a

CONNECT package. But the process is more time consuming and complex for the authenticated
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client module. As explained earlier, “connect” operation of the authenticated client consists of

Ephemeral DH key exchange protocol to establish a unique session key between the client and

the broker to be used in the latter stages of the connection. Figure 1 shows the details of this

operation in detail. The time spent is measured by calculating the difference between start time

(just before sending the CONNECT packet) and receiving the last publish message of the

scheme. Also, time spent on connect operation has been measured for the topic hashing clients,

subscriber and publisher separately, with a total of 100 instances. Since those clients join hash

sessions that use topic hashing for all of the topics subscribed/published to, those clients have

extra steps to perform the connect operation, compared to a non topic hashing authenticated

client.

Figure 60

Summary Metrics of Connect Tests with Default and Authenticated Client (Topic Hashing and

Not Topic Hashing) Instances

Figure 60 shows the summary metrics of the connect operation for client instances as

default client and authenticated client, also the topic hashing clients as subscriber and publisher.

Standard deviation has been observed higher in authenticated client modules compared to default

client modules. Figure 61 shows histograms of authenticated client, default client, topic hashing

subscriber client and topic hashing publisher client modules and it can be said that distributions

are not close to standard normal distribution and there exists skewness in all results.
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Figure 61

Histograms of Authenticated Client Connect Testing, Default Client Connect Testing, Topic

Hashing Subscriber Client and Topic Hashing Publisher Client, All Having Number of Bins

Equal to 25

Since a high difference has been observed between minimum and maximum values,

boxplots have been drawn to determine the outliers, shown in Figure 62. The extreme values can

be observed in the box plots.
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Figure 62

Box Plots of Connect Testing with Different Clients, Measurements Ranging from 0 to 4.5

Seconds

In terms of average performance, the default client has been observed as 0.1802 seconds

and the authenticated client has been observed as 0.7116 seconds, causing nearly 3 times

increase in the duration of the connection. For the topic hashing subscriber client, measurement

is found as 1.5439 seconds on average and for the topic hashing publisher, the measurement is

found as 1.49. These results lead to ratios with the default as 8.5326 and 8.2344. Figure 63

consists of a comparison between the observations of the 4 different client modules. There is a

clear difference between the default and the authenticated client module. This is an expected

result considering the number of total packets exchanged during the Ephemeral DH exchange

protocol (10 packets, shown in Figure 1) vs the number of packets exchanged during the default
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connection. As a conclusion, these results for the connection operation (comparing the default

and the authenticated client) can be accepted excluding the extreme outliers.

Figure 63

Plot Consisting of Four Series for Authenticated, Default, Topic Hashing Subscriber and

Publisher Client

For the topic hashing case, it is clear that topic hashing reduces the performance of the

connect operation and the measurements are approximately two times of the normal

authenticated client’s measurements in seconds. Topic hashing client’s connection operations

have extra steps compared to authenticated clients so a difference in terms of duration was

expected. As a conclusion, using the normal authenticated client is much better and if not needed

or requested specifically, topic hashing subscriber and publisher should not be selected.
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4.4.1.2. Performance of Subscribe Operation

For comparing the performances of default and authenticated client modules regarding

the subscribe operation, 50 instances for each number of topics (1, 5, 10, 20) for each client type

have been created, and a total number of 400 instances have been used. For the default client,

time is measured as total time spent for preparing and sending n subscribe packets for n topics.

For the authenticated client, there are extra operations to be handled and included in the

subscription operation, shown in Figure 2 and Figure 3. All the steps in Figure 2 should be

followed and after that, the first package in Figure 3 should be sent by the client in order to

subscribe to a topic. These operations should be followed n times for n topics. Figure 64 below

shows the histograms of default client instances subscribing to 1, 5, 10 and 20 topics.

An extra measurement has been made for the subscribe operation of topic hashing

subscriber client with 1 topic. This measurement is not categorized as the same as the normal

authenticated client because the process is different compared to a normal authenticated client’s

subscription, even though both processes consist of common steps like publishing for choice

tokens, etc. For the subscription of topic hashing subscriber, 50 client instances have been used

to measure the duration.
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Figure 64

Histograms for Default Client Instances’ Subscribe Operations Regrading 1, 5, 10, 20 Topics

Figure 65 shows the histograms of authenticated client instances subscribing to 1, 5, 10

and 20 topics.
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Figure 65

Histograms for Authenticated Client Instances’ Subscribe Operations Regrading 1, 5, 10, 20

Topics

Again, it has been observed that there are no distributions close to standard normal

distribution and mostly, there exists skewness (positive). Figure 66 below shows the histogram of

topic hashing subscriber client instances subscribing to 1 topic. Again there exists extreme

outliers in the distribution as well.
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Figure 66

Histogram of Topic Hashing Client Instances’ Subscribe Operation Regrading 1 Topic

Summary metrics for all 9 different datasets displayed in Figure 64, Figure 65 and Figure

66 can be seen in Figure 67.

Figure 67

Summary Metrics for Subscription Durations of Authenticated, Default and Topic Hashing Client

Instances, Regarding 1, 5, 10, 20 Topics
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In order to better interpret the results, performances of client instances for subscribing to

1, 5, 10 and 20 topics have been compared for both client types. Figure 68 shows two plots

comparing the results for default, authenticated and topic hashing client instances. As it can be

seen from the first plot in Figure 68, no consistent increase in durations for subscribing to more

topics has been observed for the default client. But in authenticated client instances, there exists

clear distinction between the durations of subscribing to 1, 5, 10 and 20 topics among each other.

Figure 68

Two Plots Comparing Subscription to Different Number from Topics for Default and

Authenticated Client Instances

In the observations of authenticated client instances, increase in duration is very distinct

and clear. mean values for subscribing to 1, 5, 10, 20 topics are measured (shown in Figure 67)

as follows: 0.1995, 0.9779, 2.0, 4.7762 (seconds). Those increases in durations are consistent

since mean value of 5 topics is roughly 5 times of mean value of 1 topic, mean value of 10 topics

is roughly 2 times of mean value of 5 topics, mean value of 10 topic is roughly 2 times of mean

value of 5 topics and mean value of 20 topics is roughly 2 times of mean value of 10 topics. But

when compared with the results of the default instances, these increases in durations can be
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perceived as extreme. But considering the added steps for subscribing to a topic, these results can

be partly tolerated. Figure 69 below shows the comparison of mean values of default client

instances for different numbers of topics with mean values of authenticated client instances for

different numbers of topics. By looking at Figure 69, the increase seems to be linear for the

authenticated subscription time for increasing number of topics while the increase for default

subscription time for different numbers of topics is almost zero.

Figure 69

Comparison of Mean Values for Subscribing to Different Numbers of Topics for Authenticated

and Default Client Instances

As a comparison of subscription to 1 topic among default, authenticated and topic

hashing subscriber client modules, Figure 70 is provided below. As it can be seen in the figure,

there is no clear difference between topic hashing subscription and authenticated subscription, A

similar interpretation can be done by Figure 67, observed mean of authenticated client’s
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subscription is 0.1995 while observed mean of topic hashing subscriber client’s subscription is

0.2073. This is a desired solution for the subscription.

Figure 70

Comparison of Subscription to 1 Topic of Default, Authenticated and Topic Hashing Subscriber

Client Modules

4.4.1.3. Performance of Unsubscribe Operation

Similar to subscribe operation, different numbers of topics (1, 5, 10, 20) have been tried

out for default and client instances, for each case, 50 observations have been recorded, making a

total of 400 instances of unsubscriptions. Since MQTT protocol can handle unsubscribing from

more than one topic with only one unsubscribe packet, no distinct increase in duration of

unsubscribe operation is expected for the authenticated client instances. For both authenticated

and default clients, the time is measured as preparing an unsubscribe packet and sending it to the
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broker. Of course, the preparation of an unsubscribe packet in an authenticated client module is

different and consists of more operations, so it is logical to measure the difference either way.

As an extra measurement, duration of unsubscribe operation for the topic hashing

subscriber with 1 topic has been observed with 50 client instances. Results received from this

measurement have been used to compare 3 different client modules’ durations of subscribe

operations when the subscribed topic number is 1.

Figure 71 shows histograms for the default client instances unsubscribing from different

numbers of topics (1, 5, 10 and 20) and Figure 72 shows histograms for the authenticated client

instances unsubscribing from different numbers of topics (1, 5, 10 and 20). All histograms have a

number of bins equal to 25 for consistency. Again, there exists outliers in some histograms and

they are not very close to standard normal distribution.
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Figure 71

Histograms for Default Client Instances’ Unsubscribe Operations Regrading 1, 5, 10, 20 Topics
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Figure 72

Histograms for Authenticated Client Instances’ Unsubscribe Operations Regrading 1, 5, 10, 20

Topics

Figure 73 shows the histogram of unsubscribing from 1 topic for the topic hashing

subscriber client. Most of the observations are gathered around the mean but there exists a small

number of outliers which is expected for the testing.
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Figure 73

Histogram of Topic Hashing Client Instances’ Unsubscribe Operation Regrading 1 Topic

Figure 74 shows the summary metrics of different cases for unsubscribe operation.

Default client’s mean values are not very consistent, this might be due to sending only one

packet for any number of topics to be unsubscribed from. When authenticated clients’ mean

values are examined, it can be seen that values are close to each other.
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Figure 74

Summary Metrics for Unsubscription Durations of Authenticated and Default Client Instances,

Regarding 1, 5, 10, 20 Topics

Figure 75 below consists of comparison of unsubscribing from different numbers of

topics for authenticated and default clients instances separately. As mentioned before, when

compared for different types of client within themselves by only looking at topic number to be

unsubscribed from, there is no clear increase in durations, both plots show the observations are

not consistent enough to observe an increase. Especially for the default client, there are many

outliers for unsubscribing from 1, 5, 10 and 20 topics. It is difficult to make an interpretation just

by looking at the comparison of observations for the same client type.
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Figure 75

Two Plots Comparing Unsubscription from Different Number of Topics for Default and

Authenticated Client Instances

When compared among the client types, there exists differences in durations which can

also be understood from Figure 74 by the mean values of different client types. Figure 76 below

consists of a comparison between two client types’ (default and authenticated clients) measured

durations of unsubscribing from different numbers of topics.
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Figure 76

Comparison of Mean Values for Unsubscribing from Different Numbers of Topics for

Authenticated and Default Client Instances

By looking at Figure 76, there is a clear increase in duration of unsubscribing in

authenticated clients compared to the default client. Durations for authenticated client

unsubscribing seem rather small on its own (approximately 0.13 second) but compared to default

client’s observations, there is an undeniable performance decrease in terms of durations. For 1

topic, the authenticated version is 84 times slower, for 5 topics, it is 25 times slower, for 10

topics, 54 times slower and for 20 topics, it is 69 times slower than the default version of that

corresponding topic. There is a high number of increases but those increases are not consistent

among themselves. As a conclusion, unsubscription can be tried to be improved if desired, but

for getting consistent testing results, more instances should be tried as a precaution.
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Figure 77 below shows the comparison of unsubscription operation for 3 different client

types, the number of topics is equal to 1. This is an unexpected result since topic hashing client’s

unsubscription duration is observed less than the authenticated client’s duration and it is almost

equal to chat is observed for the default client. This might be due to business of the network used

during this operation since the expectancy for the topic hashing client was having a similar mean

value as the authenticated client. As a conclusion, performance of topic hashing client’s

unsubscribe operation is considered to be good enough.

Figure 77

Comparison of Unsubscription to 1 Topic of Default, Authenticated and Topic Hashing

Subscriber Client Modules
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4.4.1.4. Performance of Publish Operation - Authenticated Client vs Default Client

Since clients can send a publish message to only one topic at a time, no topic number

distinction has been made for this test suite, 50 instances of default client publish to 1 topic and

50 instances of authenticated client publish have been used. In the authenticated case, there exists

extra operations to perform the publish operation compared to default. Similar to the subscribe

operation, the client needs to know the related choice token in order to publish a message to a

topic. Choice token retrieval and preparation and sending of the publish packet are included in

the measurement of the publish operation for the authenticated client.

Figure 78 shows the histograms for the default client and the authenticated client. For the

default case, there exists outliers but most of the observations are around the mean. But the same

comment cannot be done for the authenticated client. Authenticated client has a wider

distribution compared to the default one. But the determination of the performance relies on the

comparison of mean values more than the distribution of the histograms.

Figure 78

Histograms of Default and Authenticated Client Instances for Publish Operation
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Figure 79 below shows the summary metrics for the publish operation bot for

authenticated and the default client modules. By looking at the mean values, it is easy to see that

the authenticated client module has a decrease in the performance of the publish operation. This

can be related to the fact that an authenticated client needs to receive the choice token first in

order to publish any message and should perform the choice token check (if the client has it

already in its dictionary or not) each time the client desires to publish a message.

Figure 79

Summary Metrics for Publish Durations of Authenticated and Default Client Instances

Figure 80 below consists of a comparison of the observations of the default and the

authenticated client module. There is a clear difference between the client types, and the

observations seem consistent within themselves.
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Figure 80

Comparison of Mean Values from Publish Operation by Authenticated and Default Client

Instances

Since it is clear that performance is negatively affected for the publish in the

authenticated client, mean values can be compared to see the difference in a single numerical

value. By looking at Figure 80, in terms of publish operation, the authenticated client module’s

duration is 89 times of the default client’s duration. As a conclusion, improvement might be

needed in terms of the publish operation.

4.4.1.5. Performance of Publish Operation - Topic Hashing Publisher Client

The publish operation of topic hashing client modules (publisher client) is examined

separately. Since in the hash session, the publisher client publishes to multiple topics with only

one button click due to the nature of the topic hashing scheme, in order to ensure privacy,

publishing to different numbers of topics have been measured and compared within each other.
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The number of topics to be subscribed depends on the number of topics the publisher client adds

to the current hash session. During this measurement, different numbers of topics are selected as

5, 10 and 15 to see if there is a linear or exponential change in terms of duration. For each

measurement type, 100 instances have been used, making up to a total of 300 client instances.

Figure 81 below shows the histograms of publishing to different numbers of topics for the

topic hashing publisher clients.

Figure 81

Histograms of Topic Hashing Publisher Client Instances for Publish Operation
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Figure 82 below shows the summary metrics of the publish operation of topic hashing

publisher clients for 5, 10 and 20 topics. By interpreting the mean values, the increase is linear,

0.4427 seconds have been observed for 5 topics, 0.8179 seconds have been observed for 10

topics and the duration approximately doubles when the number of topics doubles. For 15 topics,

the duration is measured as 1.2026 seconds which is approximately 3 times of the 5 topics’

duration.

Figure 82

Summary Metrics of Publishing to 5, 10, 15 Topics for Topic Hashing Publisher Client Instances

In order to see the difference clearly, a comparison graph is displayed in Figure 83. The

increase between 3 different measurement types seems consistent and acceptable since the

increase is not exponential.
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Figure 83

Comparison of Publish Durations to 5, 10, 15 Topics of Topic Hashing Publisher Client

Instances

4.4.1.6. Performance of Publish Seed Operation

For publish seed operation, 5, 10 and 15 topics have been used as parameters and for each

number of topics, 50 client instances have been used, making a total number of 150 client

instances. Unfortunately, there is nothing to compare this operation with other than itself since

publishing seeds is added for the topic hashing scheme only, default version and the

authenticated version does not have it. Thus, the goal to reach here is to see if the increase is

linear or not, linear increase is desired over exponential increase.

Figure 84 below shows the histograms of each measurement for each topic number used.

The distributions have some outliers and very different results have been observed.
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Figure 84

Histograms of Topic Hashing Publisher Client Instances for Publish Seed Operation Regarding

5, 10, 15 Topics

Figure 85 below shows the summary metrics of publish seed operation for different

numbers of topics. The difference between 5, 10 and 15 topics are linear and this is a desired

result. While duration for 5 topics is 1.5103 seconds, duration for 10 topics is approximately 3
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seconds which is double of 5 topics’ duration and duration for 15 topics is approximately 4.6

seconds which is 3 times of 5 topics’ duration.

Figure 85

Summary Metrics of Topic Hashing Publisher Instances’ Seed Publish for 5, 10, 15 Topics

In order to make a better comparison between different topics, Figure 86 below is added

to show the difference. The amount of increase is consistent and this can be accepted since the

increase is not exponential.

Figure 86

Comparison of Seed Publish for Different Number of Topics
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4.4.1.7. Performance of Receiving Publish Operation (Receiving Message from a

Subscribed Topic)

For the measurement of the publish receiving operation, 50 instances of authenticated

client and 50 instances of authenticated client module and 50 instances for default client module

have been used. Authenticated client again has more operations to perform compared to the

default client. I should perform decryption and signature calculation and comparison operations

in order to count the received message valid and display it to the console.

Figure 87 below shows histograms for the observations of publish receiving of the default

client and authenticated client modules. Both histograms display more even distribution, not just

around the mean like in some previously shown histograms. This shows there is no high

consistency in terms of measured time, the duration can vary between observations in almost the

same conditions.

Figure 87

Histograms of Default and Authenticated Client Instances for Publish Receiving Operation
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Figure 88 displays summary metrics of the observations for two client types, and mean

values can be observed from it. Means value for authenticated client and default client are really

close, authenticated client’s mean of measured duration of receiving publish messages is only

1.35 times of the default client’s mean of measured duration of receiving publish messages. This

is a desired result, this means there is no improvement needed for publish receiving in the

authenticated client module.

Figure 88

Summary Metrics for Publish Receiving Durations of Authenticated and Default Client Instances

To support the conclusion that there is no clear distinction between the measurement of

two client types and the difference between them can be accepted as a desired result, Figure 89

below can be examined.
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Figure 89

Comparison of Mean Values from Publish Receiving Operation by Authenticated and Default

Client Instances

As mentioned above, there exists ups and downs in observations of the both client types.

Authenticated client’s observations are slightly higher in terms of duration (seconds) and this is

also observed by comparing two mean values. As a conclusion, publish receiving operation’s

performance is as desired and currently an improvement is not expected.

4.4.2. Performance of the Broker

The information regarding the properties of the machines used during performance

testing of the broker modules are provided below.

Default Broker and Authenticated Broker:

● Intel(R) Core(TM) i7-10510U CPU @ 1.80GHz 2.30 GHz

● 32 GB RAM
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● 512 GB SSD

● Windows 10 Pro 22H2

4.4.2.1. Performance of Connect Operation

Both for the authenticated version and the default version, 100 instances have been used,

making a total number of 200 broker instances used. Below, Figure 90 is added in order to show

the distribution of the observations. In both results, skewness has been observed. Figure 91

below shows the box plots of the observations of the broker instances, both for the default and

the authenticated. As a prediction, a noticeable difference is expected between the authenticated

version and the default version of the broker since authenticated version have many more steps

compared to the default one, shown in Ephemeral Diffie-Hellman key exchange scheme in this

report.

Figure 90

Histograms of Default and Authenticated Broker Instances of Connect Operation
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Figure 91

Box Plots of Default and Authenticated Broker Instances of Connect Operation

Figure 92 below shows the summary metrics for the default broker and authenticated

broker instances. For the authenticated broker connection operation, approximately 52 times

increase have been observed. This number might be due to outliers of the authenticated broker’s

connect sessions.

Figure 92

Summary Metrics for Connection Durations of Authenticated and Default Broker Instances

In order to see the difference better, a graph is added in order to make a comparison

between the authenticated observations and the default observations, as Figure 93 below. As it

can be interpreted by the graph, there exists extreme outliers in the observations of the

authenticated broker instances. This clearly increases the mean value thus causing the ratio to be

high. The outlier might be observed due to business of the network used, etc.
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Figure 93

Comparison of Connect Operation of Authenticated and Default Broker Instances

As a conclusion, connect can be improved for the broker side in order to achieve better

results later on but this can be tolerable due to having extreme outliers.

4.4.2.2. Performance of Subscribe Operation

For measuring the performance of the subscribe operation on the broker side, 100 default

and 100 authenticated broker instances have been used, making a total of 200 broker instances

used. Subscribing to only one topic is measured since the broker receives the subscribe requests

one by one.
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Below, Figure 94 shows the histograms of subscribe operation for the authenticated and

the default broker instances. Default broker’s observations are gathered around the mean mostly

and make the observations consistent enough. Outliers have been observed for the authenticated

broker instances and this clearly affects the mean value negatively.

Figure 94

Histograms of Default and Authenticated Broker Instances of Subscribe Operation

Figure 95 below shows the summary metrics for the subscribe operation of the

authenticated and default broker instances, and the resulting ratio is 223.8767. This result might

be due to observed outliers of the authenticated broker instances. Even though the mean value of

authenticated broker's subscription is not very high on its own, since the default version is very

fast, the ratio is observed to be too high in the end.
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Figure 95

Summary Metrics for Subscription Durations of Authenticated and Default Broker Instances

In order to see the difference better, a comparison graph is added below, as Figure 96.

One can clearly see the extreme outliers that increase the mean value of authenticated broker

instances’ measurements. With more instances, the mean value might be improved or the

structure of subscribe in the broker side can be altered to improve the results as a conclusion.

Figure 96

Comparison of Subscribe Operation of Authenticated and Default Broker Instances
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4.4.2.3. Performance of Unsubscribe Operation

For measuring the performance of the unsubscribe operation on the broker side, 100

default and 100 authenticated broker instances have been used, making a total of 200 broker

instances used. Unsubscribing from only one topic is measured since the broker receives the

unsubscribe requests one by one.

Below, Figure 97 shows the histograms of unsubscribe operation for the authenticated

and the default broker instances. Default broker’s observations are gathered around the mean but

some outliers have been observed too. Some outliers have been observed for the authenticated

broker instances but most of the observations are close to the mean.

Figure 97

Histograms of Default and Authenticated Broker Instances of Unsubscribe Operation
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Figure 98 below shows the summary metrics for the unsubscribe operation of the

authenticated and default broker instances, and the resulting ratio is very much acceptable since

it is only 1.9241 and this is an expected result.

Figure 98

Summary Metrics for Unsubscription Durations of Authenticated and Default Broker Instances

In order to see the difference better, a comparison graph is added below, as Figure 99.

One can clearly see that there is no clear difference between the two series that can be realized

easily. Still, there exists some outliers for the authenticated broker instances’ measurements but

this is acceptable. As a conclusion, the ratio of 1.9241 is acceptable for the broker unsubscribe

operation and there is no improvement needed currently.

Figure 99

Comparison of Unsubscribe Operation of Authenticated and Default Broker Instances
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4.4.2.4. Performance of Publish Operation

For measuring the performance of the publish operation on the broker side, 50 default

and 50 authenticated broker instances have been used, making a total of 100 broker instances

used. There is no distinction as to the different number of topics in the observations since a client

can only publish a message to one topic at a time and the broker receives the publish packets one

by one.

Figure 100 below shows the histograms of the publish operation of the authenticated and

default broker instances separately. Authenticated broker instances’ observations have some

extreme outliers which might increase the mean value. There exists some outliers for the default

instances too but most of the observations are gathered around the mean value.

Figure 100

Histograms of Default and Authenticated Broker Instances of Publish Operation
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Figure 101 below shows the summary metrics of publish operation for the authenticated

broker and the default broker instances. The ratio is extremely high compared to other results

that have been shown in this report. In order to better examine the results, a comparison graph is

added below.

Figure 101

Summary Metrics for Publish Durations of Authenticated and Default Broker Instances

Figure 102 below shows the comparison between default and authenticated broker

instances of the publish operation. As it can be interpreted by the graph, authenticated

observations have extremely high observations nearly equal to 0.5 seconds. This might be due to

business of the network used during testing since many outliers have been observed while the

other results are approximately seen closer to each other near to 0.2 seconds.
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Figure 102

Comparison of Publish Operation for the Default and Authenticated Broker Instances

As a conclusion, publishing can be improved on the broker side and a different network

should be tried out during the tests. After these improvements, mean values can be compared

again to achieve healthier results.

4.5. Initial Objectives and Results

In terms of what was planned to be done, nearly all of the initial objectives were realized

since the project was implemented successfully. All of the crucial parts of the detailed design

were implemented. There are a few minor changes in the light of new knowledge learned in the

implementation process. For example, in the acknowledgements of the MQTT there is no

payload part or there is but it allows a few bits. So, in the default packet format we cannot add

MAC of the packet identifiers to the acknowledgement packets. When we were in the design

process, we thought of encapsulating the acknowledgements to add MAC values. But in the
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implementation process, we realized that we can add payloads to the acknowledgements and we

added the MAC values to those payloads.

Apart from these, additional things that we could not notice in the designing process were

implemented. For example, handling the wildcard topics in a secure way was not thought of in

the design process. Also, there was no plan for the security of unsubscribe packets. The actions

to be taken in case of mismatch of MACs are another issue that we did not think of in the design

process.

In terms of the outputs that we expected to see, the topic hashing scheme was a

disappointment for us since it looks that there is no possibility of using it in real systems. As far

as we could do, there is just one publisher in the whole communication of topic hashing scheme.

Also, the clients need to run synchronously in order to get the same hash value of topic names

for each iteration. This constraint is one of the reasons why the topic hashing scheme is not

applicable in real systems, synchronization of the clients may not be achieved due to many

reasons such as the behaviors of the clients, they might not select to subscribe to desired topics at

the same time. After the hash session starts, none of the subscribers can subscribe to the topics

during that hash session. Besides the previous problem, if one publish message sent by the

publisher does not reach a subscriber due to some network problems, that subscriber won’t get

any message from that topic along that hash session again. Because the next hash value of that

topic is calculated on the publisher side but the subscriber does not calculate the next hash value

since it does not know to do that. Besides that it turned out that there was no need for the bloom

filter to be used and subscribing to random topics, both were removed from the design.

This project has contributions in terms of providing security features not available in the

default MQTT protocol. Since the default protocol is not enough to ensure required security
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principles, this project provides confidentiality, integrity, authentication, and authorization on top

of default MQTT.

5. IMPACT

As a socio-economic impact, since all of the materials we have used are open source, our

solution is open source and free as well. Users can achieve authentication, confidentiality,

integrity and authorization, etc. Anyone can use it without a fee, this project does not have

commercialization potential. As mentioned earlier, mainly used resources in this project (Eclipse

Paho MQTT Client, aMQTT Broker) are open source resources thus there exists no

Freedom-To-Use (FTU) issues.

Although there exists other examples in the literature, by actualizing this project, it has

been verified again that achieving security principles like authentication, confidentiality, integrity

and authorization are possible in IoT technologies. Of course, there is a tradeoff regarding the

lightweight nature of IoT and the security aspect but it is possible to achieve mentioned security

principles by compromising to some degree from the lightweight characteristic of IoT.
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6. ETHICAL ISSUES

There exist no ethical issues as a consequence of our solution. In fact, our solution aims

to eliminate a significantly large ethical issue as an objective, which is the issue of providing

necessary security principles during MQTT messaging. The absence of these principles would

put both parties in danger directly since various attacks might happen during the MQTT

messaging and by providing those principles to the clients, a large ethical issue as privacy of data

can be handled.

7. PROJECT MANAGEMENT

In terms of what was planned to be done, nearly all of the initial objectives were realized

since the project was implemented successfully. But we could not follow the time table properly

which was planned at the design process for the implementation process. The biggest reason of

that we changed the broker software that we planned to use at the design process. At the design

stage, we planned to use the Eclipse Mosquitto as the broker. But the source code of the

Mosquitto broker was not manageable to make required changes to implement the features we

had introduced in our design charts in the limited amount of time that we had. In order to prevent

losing more time, we have decided to change the MQTT broker software from Mosquitto to

aMQTT in the third week of the semester. This change made us waste some time since we

decided to change in the third week and we did not know anything about the aMQTT broker at

that time. The learning process of the aMQTT broker caused delays in the time table. But at the

later stages of the project, that time delay has been closed by spending more time on the project.
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In terms of managing the project, we realized that details unpredictable in the design

process may emerge during the implementation process. These details may cause changes and

additions in the design schemes.

8. CONCLUSION AND FUTUREWORK

In terms of important findings of this project, one issue is the awareness of the

importance of security features required to prevents private data to be reached by unauthorized

third parties and to be changed during the communication of the parties.

In terms of limitations of this project, one issue was encountered during the performance

testing. Since we do not have enough computers and people for testing, we could not increase the

connection load on the broker side properly. We just compared the performance of the default

client and our authenticated version of the client for observing the overhead created by added

security features. Another limitation is the time. This project contains a lot of details which

makes it difficult to realize all the cases in the limited amount of time that we had.

In terms of logical next steps of this project, one issue is to examine the topic hashing

scheme in detail, determine possible improvements/changes/removals and to evaluate the new

results regarding the applicability of the scheme, especially in the design part. As mentioned

earlier, due to multiple constraints and edge cases, the topic hashing scheme is not applicable for

real systems at this point. Another possible logical next step is to make changes in the

implemented code to try to improve the performance and make the updated protocol more

lightweight. As an example, different encryption/decryption and hashing libraries and methods

can be tried out and after the testing phase, new results can be compared with the current results.

Last suggestion as a next logical step is to achieve improvements in current GUIs (especially in
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topic hashing subscriber and publisher GUIs). A new library with more options can be tried out

to replace the current library, Tkinter. Design of the topic hashing GUIs can be attempted to

change as well.
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9. APPENDIX

MQTT Control Packet Format

An MQTT control packet includes three parts. These are fixed header, variable header

and payload. The fixed header is a 2 byte header which is present in all of the MQTT packets

(Banks et. al, 2014). In the first byte of the fixed header, the first most significant four bits

specify the MQTT control packet type. The last four bits of the first byte of the fixed header is

reserved for flags specific to packet type. Flag parts of some packets are marked as ‘reserved’ for

future uses. The second byte of the fixed header contains the remaining length of the packet.

The variable header is a header that is located between the fixed header and payload (Banks et.

al, 2014). Variable header is not present in all of the MQTT packets and its content varies

regarding the packet type. The payload is the final part which is present in some types of the

MQTT control packets.

Some MQTT control packet types are the followings: CONNECT, CONNACT,

PUBLISH, PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE, SUBACK,

UNSUBSCRIBE, UNSUBACK, DISCONNECT.

The CONNECT packet contains fixed header, variable header and payload. In the fixed

header as shown in Figure 103, MQTT control packet type for CONNECT packet is 0001, and

the flag is 0000 which means ‘reserved’ (Banks et. al, 2014).

Figure 103

CONNECT Packet Fixed Header
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The variable header of the CONNECT packet includes protocol name, protocol level,

connect flags and keep alive as can be seen in Figure 104. Protocol name is MQTT. Protocol

level indicates the version of the MQTT to be used. For MQTT 3.1.1, it is 00000100 (Banks et.

al, 2014). Connect flags in the variable header are username flag and password flag, will retain,

will QoS, will Flag, Clean Session and reserved. If the username and the password will be used,

then their flags are set to 1, otherwise set to 0. Will flag indicates whether the will message will

be sent in case the client disconnects ungracefully. If the will flag is set to 1, the will topic and

will message fields are present in the payload of the CONNECT packet (Banks et. al, 2014). Will

QoS is a two bit information to specify the Quality of Service level that will be used when the

will message will be sent by the broker (Banks et. al, 2014). It can take values of 00, 01 and 10.

00 means the packet will be sent at most once and it does not provide any guarantee. 01 means

the packet will be sent at least once. 00 means the packet will be sent exactly once. The clean

session flag specifies whether the client wants to use a persistent session (HiveMQ, 2020).

Figure 104

CONNECT Packet Variable Header
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The last part of the variable header is kept alive which indicates the longest time period

that the client and the broker can stand in the connection without sending messages. If there are

no messages to be sent over the connection, then the client will send a ping request to keep the

connection open.

The payload of the CONNECT packet contains client identifier, will topic, will message,

username and password. The client identifier is a unique clientId. If the will flag is set to 1, the

will topic and will message fields specify the topic name and the message that will be sent in the

case clients disconnect ungracefully (HiveMQ, 2020). If the username flag and password flag are

set to be 1, then the username and password information will be sent in the related fields (Banks

et. al, 2014).

CONNACK packet contains fixed header and variable header. In the fixed header, MQTT

control packet type for CONNACK packet is 0010, and the flag is 0000 which means ‘reserved’

(Banks et. al, 2014). The variable header of the CONNACK packet includes the session present

flag, and connect return code. The session present flag is a one bit information that specifies

whether the broker has previous session information stored for this client. Return code is one

byte information that specifies whether the connection attempt was successful or not.

PUBLISH packet contains fixed header, variable header and payload. In the fixed header

as shown in Figure 105, MQTT control packet type for PUBLISH packet is 0011. The first bit of

the flag part is the DUP flag which is going to be set to 1, if this publish message has been sent at

least one time before (Banks et. al, 2014). The second and third bit of the flag part gives the QoS

level which can be 00, 01, or 10. The last bit of the flag part is used as a retain flag that specifies

if this message will be saved by the broker as a last message in order to be sent to new

subscribers that subscribe to the specified topic.
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Figure 105

PUBLISH Packet Fixed Header

The variable header of the PUBLISH packet includes topic name and packet identifier

fields. An example variable header is shown in Figure 106.

Figure 106

Example for Publish Packet Variable Header

The last part of the PUBLISH packet is the payload which includes the actual content of

the message. The broker gives different responses depending on the QoS level of the publish

message (Banks et. al, 2014). If QoS level is 0, the broker will not send any acknowledgements.

If QoS level is 1, the PUBACK packet will be sent by the broker. If QoS level is 2, PUBREC

packet will be sent by the broker.

PUBACK packet contains fixed header and variable header. In the fixed header, MQTT

control packet type for PUBACK packet is 0100 (Banks et. al, 2014). The variable header
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contains a 2 byte packet identifier field which contains the identifier of the PUBLISH packet it

acknowledges.

PUBREC packet is the response sent by the broker for the PUBLISH packet, if the QoS

level is 2. It contains a fixed header and variable header. In the fixed header, MQTT control

packet type for PUBREC packet is 0101 (Banks et. al, 2014). The variable header contains a 2

byte packet identifier field which contains the identifier of the PUBLISH packet it

acknowledges.

PUBREL packet is the response sent by the publisher for the PUBREC, if the QoS level

is 2. It contains a fixed header and a variable header. In the fixed header, MQTT control packet

type for PUBREL packet is 0110. The variable header contains a 2 byte packet identifier field

which contains the identifier of the PUBREC packet it acknowledges (Banks et. al, 2014).

PUBCOMP packet is the response sent by the broker for the PUBREL , if the QoS level

is 2. It contains a fixed header and a variable header. In the fixed header, MQTT control packet

type for PUBCOMP packet is 0111 (Banks et. al, 2014). The variable header contains a 2 byte

packet identifier field which contains the identifier of the PUBREL packet it acknowledges.

SUBSCRIBE packet contains fixed header, variable header and payload. In the fixed

header as shown in Figure 107, MQTT control packet type for SUBSCRIBE packet is 1000.

Figure 107

SUBSCRIBE Packet Fixed Header
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The variable header of the SUBSCRIBE packet includes a packet identifier as shown in

Figure 108.

Figure 108

SUBSCRIBE Packet Variable Header

The last part of the SUBSCRIBE packet is the payload which includes one or more Topic

Filter / QoS pairs. It is shown in Figure 109. The topic filter may specify a single topic name or

multiple topic names by using wildcards characters. Each topic filter has a requested QoS level.

Figure 109

SUBSCRIBE Packet Payload Format

SUBACK packet is the response sent by the broker for the SUBSCRIBE packet. It

contains fixed header, variable header and payload. In the fixed header, MQTT control packet

type for SUBACK packet is 1001 (Banks et. al, 2014). The variable header contains the packet

identifier of the SUBSCRIBE packet it acknowledges. The payload includes a list of return codes
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for all topic filters in the SUBSCRIBE packet. The format of the payload is shown in Figure 110.

If the broker accepts the subscription for that topic filter, values of the return code can be 0x00,

0x01 or 0x10 depending on the QoS level. If the broker refuses a subscription, the return code

value is 0x80.

Figure 110

SUBACK Packet Payload Format

UNSUBSCRIBE packet contains fixed header, variable header and payload. In the fixed

header, MQTT control packet type for UNSUBSCRIBE packet is 1010 (Banks et. al, 2014) . The

variable header of the UNSUBSCRIBE packet includes a packet identifier. The payload includes

one or more Topic Filters which the clients want to unsubscribe.

UNSUBACK packet is the response sent by the broker for the UNSUBSCRIBE packet. It

contains fixed header, and variable header. In the fixed header, MQTT control packet type for

UNSUBACK packet is 1011 (Banks et. al, 2014). The variable header contains the packet

identifier of the UNSUBSCRIBE packet it acknowledges.

DISCONNECT packet is sent by the client to the broker. It contains a fixed header. The

MQTT control packet type for DISCONNECT packet is 1110 (Banks et. al, 2014)
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