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EXECUTIVE SUMMARY

MQTT is a communication protocol that is on the application layer which is highly used
in IoT communications due to its nature of being a lightweight protocol. With the adopted
publisher-subscriber mechanism, a middle node called broker controls the whole communication
between clients connected to it, called publishers and subscribers. These parties communicate
over the broker using a topic name only without requiring any other information, which is an
upside of this protocol. But the nature of the broker creates serious security vulnerabilities as
accessing the details of the whole communication between client parties. Although it provides
some optional features like using a password and a username, the default protocol is not enough
to ensure required security principles such as confidentiality, integrity, authentication, and
authorization. To achieve these security principles, a high-level security protocol was developed
in this project by modifying chosen modules, a broker and a client module. In the default
authenticated client in this project, authenticated encryption is used on both the topic names and
payloads of the PUBLISH packets and payload of the ‘SUBSCRIBE’ packets. The key used for
encryption is established in the connection phase by using Ephemeral Diffie Hellman key
exchange. Also, the payloads of PUBLISH packets are encrypted using topic based choice
tokens. As an optional security scheme, topic hashing publisher and subscriber are implemented.
Detailed design schemas and their corresponding implementation results are described in the
following sections of this report. In terms of the findings of this project, all the security features

implemented except the topic hashing scheme can be used in real applications.



2. PROBLEM STATEMENT

MQTT is an application-layer machine-to-machine communication protocol that is
suitable for an Internet of Things (IoT) environment due to its lightweight structure. It uses the
publish-subscribe mechanism which allows asynchronous communications between the
publisher node and the subscriber node (Calabretta et al., 2018). The connection between these

two parties is handled by a third node which is called MQTT Broker.

MQTT by default was not designed to provide enough security requirements It provides
optional authentication using a username and password. But usernames and passwords are sent in
clear text and this makes the protocol open to eavesdropping attacks (Calabretta et al., 2018). .
Besides that MQTT does not provide any mandatory security in terms of confidentiality,
integrity, authentication, and authorization (Calabretta et al., 2018). Regarding confidentiality,
there is no proper payload encryption used (Hue et al., 202”). This may give access to
unauthorized subscribers to reach private sensitive information. Regarding integrity, since any
MQTT clients can access the MQTT broker and the topics, any adversary can intercept and
modify the messages (Hue et al., 2021). Regarding authentication, MQTT can not prevent
spoofing the identity of clients and sending unauthorized information. Since spoofing identity is
possible, MQTT is also open to Denial of Service attacks (DoS), and this threatens availability
(Ramos et al. 2018). Regarding authorization, even if some sort of client authentication is done,
these clients can publish or subscribe to any topic without having appropriate authorization

(Ramos et al. 2018).

Some studies have been devised, aiming to improve different security vulnerabilities of

the MQTT protocol. Firstly, SSL/TLS protocol is now supported by many MQTT



implementations to provide encryption at the transport level. But this is not enough for network
security issues alone. In another study (Singh et al., 2015), a secure MQTT protocol (SMQTT)
is developed by using Attribute-Based Encryption (ABE), based both on a Key Policy (KP-ABE)
and on a Ciphertext Policy (CP-ABE), and Elliptic Curve Cryptography. The disadvantages of
this method are that it creates undesired overhead and it requires the broker to behave as Public
Key Generator (Calabretta et al., 2018). In addition, another solution was proposed by Neisse et
al. (2014) based on their Model-based Security Toolkit (SecKit). But it requires compliance with
the EU security policy rules and it must be integrated in the broker directly (Hue et al., 2021).
Moreover in the study of Upadhyay et al. (2016), they use Access Control Lists (ACLs) on the
broker to provide security. The drawback of this solution is that it creates overhead because of
using different usernames and passwords for different kinds of information (Calabretta et al.,
2018). Furthermore, in the study of Niruntasukrat et al. (2016), it is developed using OAuth
1.0a. It provides authorization to access related topics. Clients have to use new signatures for
each request and for this an authorization server is required. This mechanism creates overhead on

all communication. Also, it does not provide confidentiality (Calabretta et al., 2018).

The motivation of the project is to improve the security and privacy requirements of the
MQTT protocol. By default, any client can access the broker without proper authorization, and
spoofing the identity of the clients is possible. Unauthorized access to the broker should be
prevented by mandatory authentication of the clients. Also, in the current implementation of
MQTT unauthorized clients can access private and sensitive information easily since there is no
proper payload encryption. Therefore, payloads of packets should be encrypted to provide
confidentiality. Moreover, there is no guarantee that there are no modifications in the messages.

To prevent message modifications, the integrity of the messages should be achieved. In



summary, this project aims to provide authentication, authorization, confidentiality, and integrity

to the default implementation of the MQTT protocol used for IoT devices.

2.1. Objectives/Tasks

The objectives/tasks of this project are to provide authentication, authorization,
confidentiality, and integrity to the default implementation of the MQTT protocol used for IoT

devices.

Providing authentication prevents unauthenticated publishers from publishing messages
on any topic and prevents unauthenticated subscribers from subscribing to topics from which
they want to get messages. It verifies the identity of communicating parties. Providing
authorization prevents unauthorized publishers from publishing messages on unrelated topics and
prevents unauthorized subscribers from reading messages that they don’t have access to.
Providing confidentiality and integrity prevents private data to be reached by unauthorized third

parties and prevents private messages to be changed during the communication of the parties.

To achieve these objectives, aMQTT broker, implemented with Python programming
language, has been used as the default broker and Eclipse Paho MQTT Python client library has
been used as the client library providing the publishers and the subscribers necessary
functionality during the communication. First, a long-term design process will be adopted in line
with these modules and their specific characteristics. An implementation process will follow the
design process and these mentioned modules will be modified to improve the security of the
MQTT protocol with the aim of achieving mentioned objectives, according to design choices that

have been brought to life during the design process.



2.2. Realistic Constraints

This complex problem was subject to some realistic constraints such as time frame,
economical, ethical, and sustainability.

In terms of time frame, the design of this project is considered for the fall term of the
2022-2023 academic year, and implementation of this project is considered for the spring term of
the 2022-2023 academic year of Sabanci University. This constraint has made the scheduling of
the project and following the determined schedule much more crucial.

The ethical constraint of this project is also the motivation behind this project, providing
necessary security principles such as authentication, confidentiality, etc. for the parties that use
this protocol for communication. Sensitive information could be sent with this protocol by
individuals or companies and the absence of the mentioned security principles could lead to
ethical and legal issues. As an example, companies may face legal issues due to violating some
laws regarding the protection of personal data, etc.

The sustainability constraint of this project concerns whether the result of this project
could survive under social, economic, and environmental aspects of the current time and in [oT
technology. In order to come up with a solution that aligns with this sustainability constraint, the
solution must be applicable to a wide range of devices, these devices might be battery-powered
small devices or computers for general use, etc.

In terms of the economical constraints, since no budget is available for this project,
resources are considered as the measurement and the determinant. In order to stay within the
limits of the economical constraint, open source and free resources like aMQTT broker and
Eclipse Paho client library were to be used during the design process and during the

implementation process which follows the design part.



Also, there exists specific engineering standards regarding MQTT protocol. The MQTT
version that we have used (3.1.1) is an OASIS standard. Specification document provided by
OASIS confirms this by the date of October 29, 2014 (“MQTT Version 3.1.1”, 2014). According
to IBM, MQTT 3.1.1 also is an ISO standard as "ISO/IEC PRF 20922:2016” (IBM, 2022). The

mentioned ISO standard is explained in the related webpage of ISO (ISO/IEC, 2016).

There are engineering standards for methods we have been using such as Authenticated
Encryption (AE), Diffie-Hellman Key Exchange Protocol, etc. For the Diffie-Hellman Key
Exchange Protocol, RFC 2631 provides a standard that was published by IETF (Rescorla, 1999).
For the methods and algorithms that will be used for the Authenticated Encryption scheme, RFC

5116 provides a standard, published by IETF (McGrew, 2008).

. METHODOLOGY

As explained before, MQTT offers no authentication, authorization, confidentiality, and
integrity in its default configuration. Although it has been used in [oT communication due to its
lightweight nature with its default configuration, these weaknesses should be handled to provide

secure communication between parties.

Firstly, authentication of publishers and subscribers must be provided. This is done by
generating different secure session keys between the broker and publisher and between the
broker and subscriber. Key exchange is based on the Ephemeral Diffie Hellman Key Exchange
protocol. At this step, the Diffie Hellman public keys are signed by using the X509 certificate on

both sides. DH public keys are accepted after the verification process. After the connection



setup, a session secret key SK would be shared between the broker and each client (publisher or

subscriber).

Secondly, confidentiality, integrity, and authentication of the messages should be
achieved. This is achieved by using authenticated encryption for the topic names and payloads of
‘PUBLISH’ messages and topic names of ‘SUBSRCIBE’ messages. For the payloads of
‘PUBLISH’ packet, the HMAC of the payload of ‘PUBLISH’ messages is computed with the
shared session key between the broker and each client. This HMAC is appended at the end of the
message. Then, this structure is encrypted using the shared session key between the broker and
each client again. For the topic names of ‘PUBLISH’ packet, the HMAC of the topic name of
‘PUBLISH’ messages is computed and appended at the end of the topic name. Then, this
structure is encrypted using the shared session key between the broker and each client again. For
the topic name of ‘SUBSCRIBE’ packet, the HMAC of the topic name of ‘SUBSCRIBE’
messages is computed and appended at the end of the topic name. Then, this structure is

encrypted using the shared session key between the broker and each client again.

Thirdly, authorization of the topics is needed. To give access to subscribers to subscribe
on a certain topic, topic-based choice tokens are used. Only authorized subscribers with the
correct choice token associated with that topic can access the data. The publisher encrypts each
message with the choice token related to that topic. A subscriber is able to decrypt only the
messages encrypted with the related choice token. This also provides some sort of

confidentiality.

In addition to these security methodologies, there is an optional topic hashing scheme for
providing privacy. Topic names are changed after each publish iteration based on a hash function

on both sides. This hash function uses the previous hash values of that topic names and a random



polynomial for salting purposes to generate the next hash values of the topic names. This

iteration is repeated until the counter reaches the predefined maximum value.

RESULTS & DISCUSSION

In this part of the report, first the detailed design of the security protocol with
communication schemes will take place. Then, the outputs of the implementation process will be
included. Thirdly, the libraries and their functions that we used in the implementation process
will be referred to. In the fourth part, performance results that have been done so far will take

place. Last part contains the difference between the initial objectives and the results.

4.1 Detailed Design

As explained before, MQTT offers no authentication, authorization, confidentiality,

integrity, and privacy in its default configuration.

Regarding authentication, the broker will authenticate clients at the beginning of the
communication in order to prevent unauthorized access to the broker. The first phase in the
communication between a client and broker is the setup phase. As a result of this phase, a
common secret key will be generated between the broker and the client by using Ephemeral

Diffie Hellman Key Exchange protocol. The flow of the setup phase is shown in Figure 1.
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Figure 1

Diffie-Hellman Key Exchange

In this scheme every client and the broker should have X509 public key certificates
before starting the communication.

The first packet is a CONNECT packet sent by the client. This packet includes the
clientID which uniquely identifies each client. The broker sends a CONNACK packet in

response to the CONNECT packet. After the connection established, both sides select a private

key (X . for the client and X bfor the broker) and calculate their public key (YC for the client and



Ybfor the broker). The a and q values that are used for this calculation should be known by both
sides beforehand the setup phase.

The client private key X . should be smaller than the q value and the public key is
calculated by using o mod q formula. The private key of the broker X bshould be smaller than

the q value and the public key is calculated by using och mod q formula.

The third packet in Figure 1 is a SUBSCRIBE packet sent by the client to the broker. The
Client subscribes to their client ID in order to get messages from the broker which is going to
publish in that topic.

The broker gets the SUBSCRIBE packet and sends SUBACK to acknowledge it as the
fourth packet.

The fifth packet in Figure 1 is a PUBLISH packet sent by the broker to the client. The

broker publishes on a topic same as the clientID. The payload of the packet includes X.509

certificate of the broker, Diffie Hellman public key (Yb) calculated after the connection

established, N 1and a RSA sign. The broker signs the Diffie Hellman public key, nonce N ) and

client ID by using its own private key corresponding to its X.509 public key certificate.

After the client gets the fifth packet in Figure 1, first it learns the public key of the broker

(PU b) by looking at the X.509 public key certificate (C ertb). Then, it calculates the hash of Yb||

N ) [| 1 Dch_em, decrypts the RSAsign by using PU Y and compares the hash values. If the hash

values are not the same, the communication will not continue.
The sixth packet in Figure 1 is a PUBLISH packet sent by the client to the broker. The

topic of this packet is AuthenticationTopic. The payload of the packet includes the X.509
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certificate of the client (C ertc), Diffie Hellman public key (YC) calculated after the connection

established, N . and a RSA sign. The client signs the Diffie Hellman public key, N P and client ID

by using its own private key corresponding to its X.509 public key certificate.

After the broker gets the sixth packet in Figure 1, first it learns the public key of the client

(PU c) by looking at the X.509 public key certificate C ert . Then, it calculates the hash of YCH N )

|ID

clie

o decrypts the RSAsign by using PU . and compares the hash values. If the hash values

are not the same, the communication will not continue and the broker disconnects the client. If
they are the same, the communication will continue.

After these phases, a common secret key is calculated on both sides. The client uses the

X X
formula ch mod q and the broker uses the formula ch mod q to calculate the common secret

key. Now, a common session key K is known by both client and broker. The eighth, ninth and
tenth packets in Figure 1 are used for authentication by using the common session key.

The eighth packet in Figure 1 is a PUBLISH packet sent by the broker to the client. The
topic of this packet is / Dclient . The payload of the packet includes N ) and [ Dclient encrypted

using the session key K.

After that, the client decrypts the eighth packet received by using their session secret key

K and learns the N . Then, the client builds the ninth packet in Figure 1 which is a PUBLISH
packet with topic name “AuthenticationTopic”. The payload of the packet includes N " N 3 and

ID .. encrypted using the session key K.

11



By decrypting the ninth packet using common session key K, the broker see the N 5

which was sent in the eighth packet and it authenticates the client. So, the client to broker
authentication is completed at this step.

The broker builds the tenth packet in Figure 1 which is a PUBLISH packet with topic
name [D . . The payload of the packet includes N 3 and [ D encrypted using the session
key K.

The client decrypts the tenth packet using common session key K, and checks the N 3

which was sent in the ninth packet and it authenticates the broker. So, the broker to client
authentication is completed at this step.

Regarding authorization, a topic related choice tokens will be used. The messages in the
payloads of PUBLISH packets will be encrypted by publishers and decrypted by subscribers
using choice tokens. These choice tokens will be located on the broker. The scheme related to

getting the choice tokens from the broker is shown in Figure 2.

A publisher before sending any messages for a topic, it must get the topic related choice
token from the broker. Also, a subscriber must get the topic related choice token in order to be

able to decrypt the messages sent by the publisher for that topic.

12



Broker
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corresponding choice token of the pay vpb ot glip
asked topic
o
Figure 2

Getting Topic Based Choice Tokens from the Broker

The first packet in Figure 2 is a SUBSCRIBE packet. In this step, the client subscribes to

the authenticated encryption version of its client ID.

The second packet in Figure 2 is get choice token PUBLISH packet sent by the client.

The topic name of this packet is “choiceToken”. “choiceToken” is the topic name which is used

by all clients to get the related choice token of the interested topic names. The topic name
“choiceToken” and its HMAC is encrypted using the common session key which was generated
at the setup phase. The payload of this packet includes the encrypted version of M (message

itself) and the calculated HMAC of the (M || | QoS || retainFlag || packetldentifier). QoS,

retainFlag and packetldentifier are part of the header fields of the PUBLISH message and they

13



are added to the HMAC calculation in the payload to make sure there is no modification for
them.

The M message in the second packet contains the topic name for which the client wants
to get a choice token from the broker. If the broker can decrypt the packet by using the session
key between the client and the broker successfully, it compares the HMAC values. If everything
is correct, the communication continues. If the HMAC values are not the same, an error message
is sent by the broker to the client to inform the client that its subscription is not accepted.

The PUBACK packet, which is the third packet in Figure 2, is sent as a response to the
PUBLISH. It includes packetldentifer of the corresponding PUBLISH packet in its header. In the
default design, there is no payload inside PUBACK packets but in our design, the PUBACK has
a payload field which includes the MAC of the packetldentifer. This is done to provide integrity
of the acknowledgement.

The fourth packet in Figure 2 is a PUBLISH packet sent by the broker. The topic name of
this packet is the authenticated encryption version of the clientID. The payload of this packet
includes the encrypted version of M (message itself) and the calculated HMAC of the (M ||
clientID || QoS || retainFlag || packetldentifier). The common session key is used as the key for
the encryption and HMAC. The M message itself contains the topic name and its corresponding
choice token of the asked topic.

Regarding confidentiality, authentication and integrity of the messages the authenticated

encryption will be used. Figure 3 shows an example scheme for this communication phase.
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Publisher Broker Subscriber

(1) SUBCRIBE
topicName = E(K_,, topic || HMAC(K,,, topic || requestedQoS ||

packetldentifier)

(2) SUBACK || HMAC(K,,, packetidentifer, returnCode)

(3) PUBLISH
topicName = E(K,, topic || HMAC(K ., topic)
payload = clientiD || E (K. , [ E(CT, M) ||
HMAC ( Kp,, E(CT, M) || clientiD || QoS || retainFlag || packetidentifier ) ])

{4) PUBACK || HMAC(K,, packeti dentifier)

(5) PUBLISH
topicName = E(K,, topic || HMAC(K,, topic)
payload = E (K, . [ E(CT. M) |
HMAC ( Kz, E(CT. M) || QoS || retainFlag || packetidentifier ) ])

(6) UNSUBCRIBE
topicName = E(K;;, topic || HMAC(K,, topic || requestedQoS || packidentifer)

| (7) UNSUBACK || MAC(K,,, packetidentifer)

Figure 3
Confidentiality, Message Authentication, and Integrity
The first packet in Figure 3, is the SUBSCRIBE packet sent by the subscriber to the
broker. The topic name and the HMAC of the (topic name || requestedQoS || packetldentifier) of

the SUBSCRIBE packets is encrypted by the session key between the broker and the subscriber
(K Sb) which was generated at the setup phase in order to prevent unauthorized clients from

seeing it by intercepting the communication. The HMAC is used to guarantee that there is no

modification on the topic name, QoS and packet identifier fields. When the broker gets the
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SUBSCRIBE packet, first it tries to decrypt it by using the unique session key between itself and
the client subscribing to it. Then, it calculates the HMAC of the (topic name || requestedQoS ||
packetldentifier) and compares two HMAC values. If they are the same, it adds this subscription
to the subscription list. If they are not the same, the broker informs the client by sending an error
message.

The second packet in Figure 3, is the SUBACK packet sent by the broker to the
subscriber after it receives the SUBSCRIBE packet. In our design, the SUBACK has a payload
field which includes the HMAC of the packetldentifer and return code. These are added to
provide integrity of the acknowledgement.

The third packet of Figure 3 is a PUBLISH packet sent by the publisher. The topic names

of the PUBLISH packets are encrypted by the session key between the broker and the publisher (

K pb) which was generated at the setup phase in order to prevent unauthorized clients from seeing

it by intercepting the communication. The HMAC of the topic name is calculated by using K ob in

order to guarantee that there is no modification on the topic name field. Also, authenticated
encryption is used for the payload of the PUBLISH packets. The payload includes the M
(message itself) which is encrypted by the choice token CT and the calculated HMAC of the
(E(CT, M) || QoS || retainFlag || packetldentifier). These are encrypted using the common session
key. QoS, retainFlag and packetldentifier are part of the header fields of the PUBLISH message
and they are added to the HMAC calculation in the payload to make sure there is no modification
for them.

The broker gets the PUBLISH packet and decrypts the topic name by using common

session key K . bbetween the broker and the publisher. Then it checks the HMAC of the topic

name. If it is correct, it continues to check the payload. The broker decrypts the payload by using

16



K ob and then it calculates the HMAC and compares it with the received HMAC value. If they are

the same, it adds this publish packet to the queue in order to forward it to the related subscribers.
If they are not the same, the broker sends an error message to the publisher to inform it that it
will not relay this publish message.

The fourth packet in Figure 3, is the PUBACK packet sent by the broker to the publisher
after it receives the PUBLISH packet. It includes packetldentifer of the corresponding PUBLISH
packet in its header. In the default design, there is no payload inside PUBACK packets but in our
design, the PUBACK has a payload field which includes the MAC of the packetldentifer. This is
done to provide integrity of the acknowledgement.

The fifth packet in Figure 3, is a PUBLISH packet that relays the message sent by the
publisher in the third packet. This packet is similar to the third packet in Figure 3 which was sent
by the publisher. One difference from it, is the common session key used. Here, common session

key is the one used between the subscriber and the broker (K Sb).

The sixth packet in Figure 3, is the UNSUBSCRIBE packet sent by the subscriber to the
broker. The topic name and the HMAC of the (topic name || requestedQoS || packetldentifier) of

the UNSUBSCRIBE packets is encrypted by the session key between the broker and the

subscriber (K Sb) . When the broker gets the UNSUBSCRIBE packet, first it tries to decrypt it by

using the session key between them. Then, it calculates the HMAC of the (topic name ||
requestedQoS || packetldentifier) and compares two HMAC values. If they are the same, it
removes the topic name from the subscription list for the corresponding client. If they are not the
same, the broker informs the client by sending an error message.

The seventh packet in Figure 3, is the UNSUBACK packet sent by the broker to the

subscriber after it receives the SUBSCRIBE packet. In our design, the UNSUBACK has a

17



payload field which includes the HMAC of the packetldentifer. This is added to provide integrity
of the acknowledgement.

Regarding providing privacy, besides confidentiality, topic name hashing scheme will be
used as an optional mechanism. The example scheme is shown in Figure 4, Figure 5 and Figure
6. This scheme is implemented on top of the previous schemes. So, all the topic names and
payload are encrypted using the session key between the broker and the client. Also, related

HMAC values are calculated as mentioned at the previous schemes.

Subscribers must publish on the “newParticipant” to join the scheme which is shown in
the second packet of Figure 4. The third packet is the relay of the second packet sent to the real
publisher. Then, the subscriber subscribes to “topicHashing” which is shown as the fourth packet
of Figure 4. In the fifth message of Figure 4, the publisher sends a PUBLISH packet on the topic
“topicHashing” that will be relayed by the broker to all related subscribers. The payload of this
packet contains the seed mapping and a random polynomial for salting. Seed mapping is a set of
initial random strings, each one corresponding to a different topic. The seed mapping and
random polynomial will be used in the hashing function in the later stages of this scheme. The

sixth packet is the relay of the fifth packet.
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Subscriber Broker Publisher

(1) SUBSCRIBE
topicName = E{K,, newParticipant || HMAC(K,, newParticipant || requestedQosS)

|| packetidentifier) )

(2) PUBLISH
opicName = E(K,, newParticipant || HMAC(K,,, newParticipant ))

(3) PUBLISH
topicName = E(K,,, newParticipant || HMAC(K,, newParticipant ))

topicName = E(Kyy, topicHashing || HMAC(Ky, topicHashing ||

(4) SUBSCRIBE
requestedQoS) || packetidentifier) )

(5) PUBLISH
= E(K,, topicHashing || HMAC(K,, topicHashing ))

payload = E(K_y, [$ the seed mapping and random polynomial] | P —————

HMAC(K,s. [s the seed mapping and random polynomial] Il QoS || retainFlag || random string corresponding to each
packetldentifier)) topic
+ P: random polynomial for salting
(6) PUBLISH
topicName = E'K,,h topicHashing || HMAC(Kg,, topicHashing ))
payload = E(K, [s the seed mapping and random polynomial]
HMAC(K.y. [s the seed mapping and random polynomial] })
Figure 4

The flow of Figure 4 continues in Figure 5. Figure 5 starts with calculation of the S : for all topics
which are the first hash values of the topic names. They are calculated using the function

Si = F (num(Si _1). P(j))Vt € Topics.F is the predetermined hash function. P is the random

[13%2]

polynomial which will be used for salting. “j” can take values between 1 and the seed expiration
counter. j value starts from 1. Each time, publisher publishes on one of its topics, j is incremented

by 1 and a new hash value for each topic is calculated until j reaches the seed expiration counter.

After the calculation of the § : in Figure 5, subscriber subscribes to the hash of the

. . . ) 1 1 1 1
interested topic names. In the example scheme, the interested topics are S o S,S.,S 6"

3> T4’
Then the publisher sends a PUBLISH packet in this figure as the eighth packet. In the

example scheme, publisher wants to publish on the topic S : L but it also publishes on all the topics
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in its publication set. Since the real published topic is S :1, all of the messages are encrypted using

. .ol
the choice token of topic S q

Subscriber Broker Publisher

1 st ’
Computes for each topic S, — sir(Fnit « (1)) [Computes for each topic S — str(F(nt « P(1)))

(7) SUBSCRIBE
topicName = E(K,, S'tll HMAC(K, S't1))
topicName = E(Kep S'all HMAC(Kzs, S'3))
topicName = E(Kg, S'igll HMAC(Kzy, S'i4))
topicName = E(K, Sl HMAC(K,y, S'))

ISubscribes to all topics in the subscription set using S' for a given't

(8) PUBLISH

topicName = E(K__ Siyll BMAC(K,, S'1))
Payioad = E Ky, . [E(CT(S;) . M) | MAC (Kgp , E(CT(S). M) ‘Publisher wants to publish on topic Sl
QoS || retainFlag || packetidentifier]) But it publish on all the 1opics i the: publication set

(9) PUBLISH
topicName = E(K,, S'all HMAC(K . S'2))
payload = E (K, [ E(CT(S}y), M) || MAC (Ko, E(CT(S'y) . M)
1| QoS | retainFiag ||

{10) PUBLISH
topicName = E(K, S'all HMACKK 5, $'2))
payload = E (K. , [ E(CT(Siy). M) || MAC (<, . E(CTISY,) . M)
11 QoS | retainFlag ||

(11) PUBLISH
topicName = E(K,,, Sl HMACIK .. Sta))
[payload = E (Kyy . (E(CT(Shy) . M) | MAC Ky, ECCT(S}) . M)
Il QoS || retainFlag || packetidentifier])

(12) PUBLISH
topicName = E(K,., S5l HMAC(K . St5))
payload = E (K, , [ E(CT(S};), M) || MAC (Ko, E(CT(Sy;) . M
1| QoS || retainFlag || packetidentifier])

(13) PUBLISH
topicName = E(K, S'sll HMACIK . S's))
[payioad = £ (Kpp . [E(GT(Sy). M) | MAG (Kpp . E(CT(S'y), M)
QoS || retainFlag || packstidentifier])

Figure 5
Topic Name Hashing 2

The flow of Figure 5 continues in Figure 6. As can be seen in Figure 5 and 6, the
publisher is publishing on the topics S :1, S :2, S :3, S :4, S : 5 S :6 and all of them are encrypted by

. . 1 .
using the choice token of § - The broker relays these messages to related subscribers. In our

. S T R R |
example scheme our subscriber gets the messages for topics S 1 S . S o S o
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Subscriber Broker Publisher

(12) PUBLISH
topicName = E(K,., S'is|l HMAC(K ., S'ts)
payload = E (K5 , [ E(CT(S'), M) || MAC (K5 . E(CT(S}). M)
|| @oS || retainFlag || fier])

(13) PUBLISH
topicName = E(K_,, S'sll HMAC(K ,, S'is))
payload = E (Kpp , [ E(CT(S\), M) [| MAG Kpp , EICT(S';) , M)
QoS || retainFlag || packetidentifier])

The subseriber subscribed 4 out of 3 topie of the
publisher. So, i gets 4 messages but just one of
them is the right one.

(8) PUBLISH
topicName = E(K_, S'all HMACIK ,, Sta))
payload = E (K, , [ E(CT(S}y), M) [| MAC (K . E(CT(Sy), M) I
QoS || retainFlag | packetidentifier]))

(10) PUBLISH
topicName = E(K, Siall HMAC(K'S,. St3))
payload = E (K, , [ E(CT(S'), M) Il MAC (K, , E(CT(SYy) . M)
Il QoS || retainFlag | i)

(11) PUBLISH
topicName = E(Ky, Stll HMAC(K 5, §'14)
payload = E (K, . [E(CT(S). M) I| MAC (Kg . E(CT(S') . M)
1l QoS || retainFlag || ifier])

(13) PUBLISH
topicName = E(K,, S'sll HMAC(K ,,, S'g))
payload =E (Kgp . [ E(CT(S'), M) || MAC (Kgp . E(CT(S'y) . M)
|| QoS || retainFlag || packetidentifier])

Figure 6

Topic Name Hashing 3

As can be seen in the Figure 6, the subscriber gets 4 messages for topics 521’ S;, S;, and
S :6. But just topic S :1 includes the real payload and the other three include random payloads. All
of them are encrypted using the choice token of topic S : . which is the real one.

Client try to decrypt these topics and S ;, S i L and S : ¢ are discarded due to the wrong

post-decryption attempt. S :1 can be decrypted since it is the real one for this iteration.
Then both publisher and the subscribers update the given topic name hashing with

S]t' = F (num(Si_l). P(j)) Vt € Topics and increment the j by one. Also, the publisher
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updates the counter. When the counter reaches the predefined maximum value, the publisher

sends the new seed mapping for the topics and a new hash session starts.

2.2 Implementation

Implementation part of the Diffie Hellman Key Exchange will be explained with outputs
in the following part. Due to the complexity of the outputs, we will run the broker in
INFO-logging mode instead of DEBUG-logging mode which we normally use during
implementation and testing.

(myenv2-broker) PS C:\mgtt-github2\amqt-broker> py broker_start.py

[2623-05-21 20:08:07,375] :: INFO :: amgtt folder.broker :: Broker starting

[2023-05-21 20:08:07,376] :: INFO :: amgtt_folder.broker :: Listener 'default’ bind to ©.9.0.0:1883 (max_connections=-1)

[2023-05-21 20:08:07,376] :: INFO :: amqtt_folder.broker : --FUNCTION TO READ THE X509 CERTIFICATE----

[2023-05-21 20:08:07,462] :: INFO :: amgtt folder.broker :: X509 CERTIFICIATE OF THE BROKER: b'----- BEGIN CERTIFICATE----- \nMIIDbjCCAlagAwIBAgIUFGs56SMMDhUnpTpGQ61RZKY
6WaQuwDQYIKoZ ThvcNAQEL \nBQAWZDE LMAKGATUEBhMCVWIMXE ZARBENVBAEMCkNhbG1mb3 JualWEXF JAUBENVBACM\NDVNhbiBGemFuY217Y28XEZARBENVBAOMC k15 TENVbXBhbnkxEZARBEHVBAMMCIS \nc210755]b20w
HhchMMWNDAYMT guMjMyllh M MWNDEYMTgWM Myl ] BKMQSwCQYD\NVQQGEWIVUZ E TMBEGATUECAWKQ2 FsaWzZ vemSpY TEWMBQGALUEBwWNU2 FUTEZY YWS j \naXNjbzE TMBEGAIUECgWK TXkgQ29t cGFueTETMBEGALUEAwW
KbX1zaXR1LmNvbTCCANASIWDQYIKOZ ThvcNAQEBBQADEEEPADCCAQOCEEEBATsZvz E ] /oDZpKjLUXT15Eghb\nkHgi+3H16NE TSbvcYnRA7gG1m+5rAn7 j jDdn12nCnn] twDFmzRMsWBC cAnDdOqD1 \nod8zDx0Ce /woojk
FbQgjKIKIESepz7Lpj6BL+ehizr7ugyrxXPy/0finroX9svxv\nRReakp1hTVCN/Pelk1ERtqTEWSLH/ /NUXKXEGDOKRbEYFXMxXYUVXNY JMHBBY089 \n2M1 sDUSpe1QySusvZBIYBgC/ qjFUeXj944DIZF6SFIASAWIXTH
YxHYpietzCbs2\nZ1fPdSi]1Uc+Dr2zZH+Uhm+exFgTcCummthlyy@xyGCalomDuQSXdF cV5c8LOcOd8C \nAWEAAMYMBYWF AYDVRORBAGWCAT JbG9] Yixob3NeMABGCSqGS Ib3DQEBCWUAAATB\NAQAIADHI 1b+U7evypFVi
7+2a5tSyIjatb+V29iKBoc/qwT2hGobh8cdgdgw6ova3\nVBHYCWTALt Tk+cviitCDAtbtQFaoFohjIyuix/r/cgVzPDgHbZnP1dN37Qr1N2d/ F\nxBste4IUJeVeFrkZ1DvBUA/ adyYSyp7h67Ytkawas3kiiID1E s+ixKGoB
JAFrI3f+i\n0G39F19pIx+bjePKUT1BISNCR1O3bfwrnhpTK9eE /diDt+cHIhLtbe/BOtVr2Mz3\n61yYT8oHN/UvzYR6miSLZDXAME jmvztS12DEm/DpQz /NFKI05t02GSg+Ig7Ws IdY\nzQX+xDv2Biia2 IYOTWN3RUd2
\n----- END CERTIFICATE----- \n'

[2023-05-21 20:08:07,462] :: INFO :: amqtt_folder.broker :: X509 PUBLIC KEY OF THE BROKER: b'----- BEGIN PUBLIC KEY----- \nMIIBIjANBgkqhkiGoweBAQEFAAOCAQSAMIIBCEKCAQEAX
m/02X+ghmkgMtRdPXm\n2BsoeCL7ceXo21P1tVxidEDuAaWb7ms CFUCMN2 fXacKeeO3AMIbNE yXbwIwCchee\noOkh3xkPEA]7 /D7210QVtCCMogokRIGNPSUMPOEVS 6GLOVEaDKVF c/L85+auhf31\nXFVFHRQSMWFNVI3
897WTURG2q3pbus /81 TEPCSOMBRFVPI tczHF 169 1iMucEFg\N7z3YyWuhRKNTVDLM7yOkF7jyBz +qMVTTGP2PjgMiMXrkUgBL jAhdNZ JEAimT63M] \ntl ZmVa91K TmVRZ40VZkf 55657 EWBNWKGaad3LL THTYIpSivos
BIdeVxX1zws5ws \n3wIDAQAB\N----- END PUBLTIC KEY----- \n'

‘2@23765721 20:08:07,463] :: INFO :: amgtt_folder.broker :: Broker started

Figure 7

Starting the Broker

Figure 7 contains the output in the broker logs after it was started. At the opening stage,

the broker reads its X509 certificate which was created before.

INFO:clientwild logging:b'X5e9 Certificate of client: \n----- BEGIN CERTIFICATE----- \NMIIDVDCCA]ygAWIBAZIUSZA2MXNh/R7vQ2hShU3g3eVAoRowDQY Ko
ZThvcNAQEL \NBQAWVZE LMAKGALUEBhMCVF IXDDAKBENVBAZMARL TVDEMMACGALUEBWWDSVHNUMRUW\NEWYDVQQKDAXTYWIhbmNpIFVuaXyxF TATBENVBAMMDHR 1¢ 3RDbG11bnRIRDAEF
woy \NMzAGMDIYMT I1MTZaFweyMzASMTEYMTIIMTZaMF cxCzAJBENVBAY TAIRSMQuWWCEYD\NVQQIDANIU1QXDDAKBENVBACMAGL TVDEVMBMGATUECEWMU2F 1YW5jaSBYbml 2MRUW\NEW
YDVQQDDAXBZXNEQ2xXpZl58SUQuggE iMABGCSqGS Th3DQEBAQUAAAT BDWAWEEEK \nAoIBAQDIdQnwuom3sh88KaINCibQYIoz7qq2gPNXkcQyka+pIsSpDIzpyxg371Cq \nmu/ 6UGNBW
r200gaMKKwhvjeB0aT1BhZMEGxrLEtX+0qHAe1A10al0atuQAUPYAGr8\nwCVRpEZC3aCpKilCrmgkC+bT56vMC3QCt sViuikZ TmbsHOGSwoRajBM1FQUA1pgq\neGsLkISGeZesSk2i3
9TdOF TCKxbWwWNGkCVo95p]j+x+s8N0JzbBrQDAIdtpsm8bOY\ne0mHmRvgeAus 7z TzHz ThHfex1kbOEFfTU/vgel62S/S3YtEX@WL9coNFv/ Yor3IN\n9qj6+VWHHadOAHVUT fwCmt+
5/aFdAgMBAAG ] GDAWMBQGATUdEQONMAUCCIWXVY2F s \naG9zdDANBgkghk1GOwOBAQS FAAOCAQEAtez217cRWfu/ I8yqKIHPrK ja8aPU26ch\ndwevgno3KdYamz6H7s16GhyUjXggCK
60/B7BWPMTVUU/SIZxqEelYn+mgxF117+\n3vIDtPQRT@1 jNiehoubHdO Wi tXWEXP+iwIBowE JLdSUkQYBggCd8rTbTBLAIn\njvF69avVGaDCeB2rly8juvdvoMoInFecogSEba
d7tFpIHMIecSyaBfEesa/dyT/1/\nkp+TqOheNR+LPFI1tL 7uixul +e81ijEPaavttoY5R11/FDKVRXXATF+jo2s /WAdpc\nQumLmqolGu8/27gT stDsNF jW1ICpaHjk6kKQd2PraA66
uY/EkDgIgw==\n----- END CERTIFICATE----- \n'

INFO:clientwild logging:b'X5@9 Public key of Client: \n ----- BEGIN PUBLIC KEY----- \NMIIBIjANBgkqhkiGOweBAQEFAAOCAQBAMIIBCEKCAQEAYXUIBLVZEZL
TPCmiDQom\nNBGCKGe6qtoDzVSHEMPAPGSLOAQYMEC SYN+YAqprv+107QckatIGCisTba3gTmk \nSQYWTBBsay7V/ tkhwHogNdGp Tmn7kAFD8UBG/MALUARGQE 2gq50tQq5gpAvm3+
er\nzAteArbrYroimusm7BzhucKEWoWTNRUFHdaYK tBrCSCEhnmXkphot/X3ThUuwiskl\nsDRpAlaPSeaYy/ sfrPDTic2waeAwCXbablvGzmiDphskbaHgLrO8e8x834R33sdZG\nzhH
301P76nletkV@tZLbV9FI/XKDRb/2KK9nyaO+V1VRx2ﬂTgBl\ﬂ—BBApr"futh\nXQIDAQAB\n ————— END PUBLIC KEY----- \n'

Figure 8

Starting the Client
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Figure 8 contains the output in the client logs after it was started. At the opening stage,

the client reads its X509 certificate which was created before.

# MQTT CLIENT — O X

Select an option for connecting to the broker:

Authenticated Client (Publisher and Subscriber) |

Authenticated Topic Hashing Publisher |

Authenticated Topic Hashing Subscriber |

Figure 9
Starting GUI

When the program is executed, first the client should select an option from the GUI. As

can be seen in Figure 9, there are 3 options. First option is for default authentication which is

explained in Figure 1, Figure 2 and Figure 3. The second and third options are for the topic name

hashing scheme which is explained in Figure 4, Figure 5 and Figure 6. First, default
authenticated client’s console outputs will be mentioned. When the client clicks the first button,

this option screen will open another GUI which can be seen in Figure 10.
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a MQTT DEFAULT AUTH CLIENT

Connect

Subscribe to a Topic:

Console

Publish to a Topic

Publish

Subscribed Topics: Publish Msg

Figure 10
GUI of Default Authenticated Client

Figure 10 contains the graphical user interface of the default-auth client. At the beginning
only the connect button is enabled, the other buttons and text boxes are disabled. When the client
pushes the connect button Diffie Hellman key exchange is started. When the Diffie Hellman key
exchange ends successfully, the connect button is disabled, subscribe and publish buttons and

their text entries are enabled.

CLIENT ID: 71816975

---Connection message send to broker (step 1)---

Connection successful (step 2), return code: 0

————Client subscribed to its client id (step 3 of the DH Key Exchange

Suback received, message id: 1

Figure 11

Connection Established and Client Subscribe to its client 1D
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Figure 11 contains the connection establishment state of the client. Client connects to the
broker with its clientID which is described in the step 1 of Figure 1 (DH scheme). After the

client receives the connack packet, it subscribes to its client ID which is the step 3 of Figure 1.

2023-05-21 20:26:46,441] :: INFO :: amgtt_folder.broker :: Listener 'default': 1 connections acquired
2023-05-21 20:26:46,442] :: INFO :: amgtt folder.broker :: Connection from 127.0.0.1:677@ on listener 'default’
2023-05-21 20:26:46,450] :: INFO :: amgtt_folder.broker :: Client ID: 71816975 Start messages handling
2023-05-21 20:26:46,55@] :: INFO :: amgtt folder.broker :: Client ID: 71816975 handling subscription
2023-85-21 20:26:46,551] :: INFO :: amgtt_folder.broker :: ADD SUBSCRIPTION: ('71816975%, 1)

2023-85-21 20:26:46,554] :: INFO :: amgtt_folder.mgtt.suback :: ###SUBACK WAS SENT#i#
2023-05-21 20:26:46,556] :: INFO :: amgtt folder.broker :: ----CLIENT WAS SUBSCRIBED TQ ITS CLIENT ID(STEP 3 of DH)----

2023-85-21 20:26:46,557] :: INFO :: amgtt_folder.mgtt.protocol.handler :: ----FUNCTION: PREPARATION OF THE PUBLISH MESSAGE AT STEP 5 OF DH for CLIENT ID: 71816975----

[
[
[
%
[2023-05-21 20:26:46,553] :: INFO :: amqtt_folder.mgtt.suback :: signature of the suback packet: None
[
[
[
[

2023-05-21 20:26:46,558] :: INFO :: amgtt folder.mgtt.protocol.handler :: TOPIC NAME (client ID): 71816975

[2023-05-21 20:26:46,709] :: INFO :: amqtt_folder.mqtt.protocol.handler :: BROKER DH PUBLIC KEY: b"\xea\xed\xe7'\xd3t\x11\x@@5>\xa5\xe6\xlc;\xbc(\xa7\xf5ud\xcb\xda\xbs
C\xbla\xcoz>\xab\x14\xf5\x85\xba\xc2 \xco\xf1e@\xb7\xb7\x87\x8T ) \xdo\x8a D\xd3\xd2\x@3 \xad \x80N] \x9e \x8a\xF7x\xc@\xc6T\xd8\xa9s \xcd \xc6 \xdd\x08) & " \xcb\xbf f\xc5\x@1U(\xb
54{ieQ_\xfe\xabL-\xea[ V\xf7v\xd5\xa2\xb7\x8b\x@c_\x98\xe8uWn\x9c\xec\x@2 [ \xfd\x163\xbe\xb4\xa2 \xeau\x17~\x13\x12\x85\x01\xc3\x001\xa5\xb9_. Fd\x16\x9a\xb2\x92\xe9\xadB\x
95\xcfv\xe8\xbc \x97 \xferixfg\xa2 \xe5\xb7\xc1\xc 3 \xdb \x82 \xa30R \x87\xa9 \x98y \xee\xe6\xe7 \x 9 \xba\\Q\x80 \xdd \x99d%\xcc \xb5ds vixc2\r\xeel \xd5\x11\xd6\xof+x\xa7\xe7\xabu\

xe6sH\xb1Z \xfb\xcd@\x81\x88\xe9\xc3\xae\x80\x933t/ \xea\x19\x1dM! \xel$r\x1aR\xfb\x@4\x1f \xc8r\xb6zR\xaa9\x8dp5 . U\x8a\xec \xc 1#\xcoT }\xf4\x03P\xdd? | S\x82\x7 \xc8\xbc?"
[2023-05-21 20:26:46,714] :: INFO :: amqtt folder.mgtt.protocol.handler :: CLIENT: 71816975, NONCE 1: BNuubQ31 6fTSwmCnYRBASO-TWbVAUBYATG-_goHmMOI

[2023-05-21 20:26:46,721] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, RSA SIGN: b'_F\x85\x8@\\\xefJ}\xdb\xa2\xel\xf8e<!\xe8\xac \x87\xc3\x91\xa0
\x80\xcd\xac\xe3\xda\xa1\xeekG,/9\x11. z \xde\xd5\xaa}\xda\xf7\xb5\xa8\xcbolL \xc6\xea\xd1q*\x84\xaan\x11U\x90[ \xd4: \xa3\x8b\x1a\x8b\x95_ \xef\x0c\x85\xf470\x@5\x95\x{3\x9d
\xb7\x8c\xf1\x13\x15\x880\x33\xb5\xb3\n- \xa®\xb6\xd6 \xed\xebs\x10- $\xe3\xad\xa7\xad\xe1\xFcD\xdd\x8e\xbd \x8fI\ ' \xc@\x9d+\x8b\x35%\xefh\ t | \xad\xea\x83, A\xa6\xe6\xa3-_\x
5\xb9\x1beK\xcc\xba\xbbM\xca\xaa\x1bqy\x94 \xdd\xcek \xe4\xfe\xae \xa8\x14\x95 \xab\xe2 \x96\x17\x1b\xc66 \xca\xc 2 \xd7=C1\xde\xffh\xc2\x12\xa7\xf2\n\xd2\xod] [ \xfd\xc3\x1b 4
\xoff\xfa\xfea\xba" ; \x8d\xad\xef\xb7\x1eJ1\x9eQ? \xef1\xea\xf5\xfe\x7f\r_Vhv=\xf5\x86P\x1bB ?0%\xa8\x90\ ' \xd4] , \x80h\\\xda\x19\x83\xf7\x81\x0e \xc9\x19\xd8\xffo$\xce\xb5\

x81\xeb. E\xe@\xcc\xe7\xfcy'
Figure 12
Broker side, first 5 steps of DH scheme

In Figure 12, the broker acquires the connection from the client. Then, it handles the
subscription coming from the client to the topic name same as the client ID. When the broker
sees the client subscribe to its own id, it starts to prepare the publish message for the step 5 of the
Figure 1 (DH scheme). This publish message contains the X509 certificate of the broker, broker
DH public key, generated nonce 1, and RSA signature. For the RSA signature part, the broker
signs the Diffie Hellman public key of itself, nonce 1 and client ID by using the private key
corresponding to its X509 certificate. After the preparation of the message, the broker publishes

it using the topic name equal to the client ID.
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In Figure 13, the client receives the publish message coming from the broker. Client
learns the X509 certificate of the broker, broker DH public key, generated nonce 1, and RSA
signature. From the X509 certificate of the broker, the client gets the X509 public key of the
broker. Then, by using the X509 public key of the broker, the client tries to verify the coming

RSA signature. In Figure 13, the client can verify the rsa sign since everything is correct. If the

20:26:46,727 ----Publish message was received from broker (step S5 of the DH)---- £
rom 71816975 topic

20:26:46,729 PAYLOAD COMING FRCM BROKER FOR STEP 5:

20:26:46,730 b'BROKER X509 CERTIFICATE: ----- BEGIN CERTIFICATE----- \nMIIDb3CCAlagh
wIBAgIUFgsS6€sMmDhUnpTpGQE1RZkY EWaQwDQYJKoZIhveNAQEL\nBQAWZDELMAKGA LUEBhMCVVMXEZARBGNV
BAgMCkNhbG1lmb3JuaWEXFjAUBgNVEBACM\nDVNhbiBGemFuY21zY28xEZARBgNVBAOMCk1SIENvbXBhbnkxEZA
RBgNVBAMMCm1 5\nc210Z55ib20wHhcNMjMwNDAYMT gwMiMyWhcNMj MwNDE yMT gwMiMyWi BkMQswCQYD\nVQQG
EwJVUZETMBEGA1UECAWKQ2 FsaWZvemSpYTEWMBQGA1UEBWWNU2FuIEZyYW53 \naXNjbzETMBEGR1UECGwKTXk
gQ29tcGFueTETMBEGA1UEAWWKbX12zaXR1LmNvbTCC\nASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAT
sZvztl/oDZpKjLUXT15tgb\nKHgi+3H16NtT5bVcYnRA7gG1lm+5rAn7jjDdnl12nCnnj twDFmzRMsW8CcAnDdO
gD1\nod8ZDx0Ce/w+%0j kFbQgjKIKJESepz7Lp]j 6BL+ehizr TWHgyrxXPy/CfmroX95VxV\nRROakplhTVcN/P
elklERtqt6WSLH//NUXKXEqDOkRbEY rXMxxYuvXNYjMHBBYO8 9\n2M1sDUSp01Qy5u8vZBWY8gc/qiFUOXj 9]
44DIzZF65FIAS4WIXTWYXxHYpietzCbS2\nZ1fPdSiJlUc+Dr2ZH+Uhm+exFgTcCummtNyy0xyGCaUomDuQSXdF
cV5c8LOcOd8C\nAWEARaMYMBYWFAYDVRORBAOWC4 IJbGYj YWxob3NOMAOGCSqGSIb3DQEBCWUARSIB\nNAQALR
bHS1b+UTevypFViT+2aStSyIjatb+V29iKBoc/qwT2hGobh8cdgdgwéSVI3\nVBHYCWTAt tJk+cvWtCD4tbtQ
FaOFohjIyuix/r/cgVzPDgHbZnP1dN37QrlN2d/F\nxBste4JUJOVeFkZ1DvSUA/a4yYSyp7Thé7Ytk4wd63kW
JD1Es+ixKGoBJ4FrJ3£+i\n0G39F19pJx+bje PKUL1BJSNCR103bEfwrnhpTK9eE/diDt+cHIhLtb0/BDtVI2M
z3\néiyYT8oHN/UvzYR6miSLzDXdMEimvztS12DEm/DpQz/NFKIo5t02GSg+Ng7WsIdY\nzQX+xDv2Biia2IY
S9IWN3RUd2\n-———-! END CERTIFICATE-———- \n'

20:26:46,737 b"BROKER DIFFIE HELLMAN PUBLIC KEY:\xea\xed\xe7'\xd3t\x11\x005>\xa5\x
eé\xlc; \xbc (\xa7\xf5ud\xcb\xda\xbsC\xbla\xc9z>\xab\x14\xf5\x85\xba\xc2\xc0\xfle@\xbT\
xb7\x87\x8f) \xd0\x8a?D\xd3\xd2\x03\xa4\x80N] \x9e\x8a\xf7x\xcO\xc6f\xd8\xad5\xcd\xcE\x
dd\x08) &' \xcb\xbff\xc5\x01U (\xb5" {ieQ \xfe\xabL-\xea[V\xf7v\xd5\xa2\xb7\x0b\x0c_\x98\
xe8Wn\x%c\xec\x02 [\xfd\x163\xbe\xb4\xa2\xeau\x17~\x13\x12\x85\x01\xc3\x001\xa5\xb% .F
d\x16\x%a\xb2\x92\xe9\xa0B\x95\xcEv\x08\xbc\x97\xfcr\x£8\xa2\xe5\xb7\xcl\xc3\xdb\x22\
xa30R\x87\xa9\x90y\xee\xe6\xeT\x£9\xb4\\Q\ x80\ xdd\ x99d%\ xcc\xb5dS v\xc2\r\xeeL\xd5\x1l
1\xd6\x9f+x\xa7\xe7\xabu\xe6sH\xb1Z\xfb\xcd@\x81\x88\xe9\xc3\xae\x80\x933t/\xea\x19\x
1dM!\xelsr\xlaR\xfb\x04\x1f\xc8r\xb6zR\xaa9\x8dpS5.U\x8a\xec\xcl#\xcOT}\x£4\x03P\xdd?!
S\x82\x7£\xc8\xbc?"

20:26:46,741 b'NONCE 1: BNuubQ3l €fISwmCnYRB48C-TWbv4uBYAtG- gSHmOI'

20:26:46,742 b'BROKER RSA SIGN: _F\x85\x80\\\xefJ}\xdb\xa2\xel\xf8e<!\xe8\xac \x87
\xc3\x91\xa0\xe0\xcd\xac\xe3\xd4\xal\x0eKG/9\x11.z\xde\xd5\xaa} \xda\x£7\xb5\xas\xcbOL
\xce\xea\xdlg*\x84\xaaA\x11U\x90 [\xd4:\xa3\x8b\x1la\x8b\x95_ \xef\x0c\x85\x£470\x05\x9
5\xf3\x9d\xb7\x8d\xf1\x13\x15\x880\x93\xb5\xb3\n-\xa0\xbé\xd6é\xe0\xebs\x10-5\xe3\xa0\
xa7\x9d\xel\xfcD\xdd\x8e\xbd\x0£J\ ' \xcO0\x9d+\x8b\x95%\xefh\t | \xad\xea\x83,A\xa6\xe6\x
a3-_\xc5\xb%\xlbeK\xcc\xba\xbbM\xca\xaa\xlbgy\x94\xdd\xcek\x04\xfe\xae\xa8\x14\x95\xa
b\xe2\x96\x17\x1lb\xc66\xca\xc2\xd7=C1\xd0\xffh\xc2\x12\xa7\x£2\n\xd2\x9d] [\xfd\xc3\x1l
b 4\x0ff\xfa\xf04\xb4";\x8d\xa4\xef\xb7\xleJ1\x%eQ?\xefl\xea\xf5\xfe\xTf\r_VhV=\xf5\x
86P\x1bB20%\xa0\x90\ "\xd4]j, \x80h\\\xd4\x19\x83\xf7\x81\x0e\xc9\x19\xd8\ x££9S\ xce\xb5\
x81\xeb.E\xe0\xcc\xe7\x£fcY"’

20:26:46,750 b'BROKER X509 PUBLIC KEY:----—- BEGIN PUBLIC KEY----- \nMIIBIjANBgkqhkiG
9wOBAQEFAAOCAQSAMIIBCgKCAQEAmMxm/ 02X +gNmkgMtRdAPXm\n2BsoeCL7ceXo21P1tVxidEDulaWbTmsCful
MN2 fXacKeeO3AMWbNE yxbwJwCcNO€\noOWh3xkPE4J7/D72i0QVtCCHMogokRIEnPsumPoEvS5EGLOvtaDKvFc/
L85+auhf31\nXFVFHRGSmWENVw3897TWIURG2g3pbwsE/81TEpcSoM6RFvpitczHFi69cliMwcEFg\n7z3YyWw
NRKNTVDLmM7v9kFZ3yBz+gMVITGP2P3gMiMXrkUgBLIANdNZ FEdimJ63MI\ntLZmVE 9 1KIMVRZ40vZkE55Gb5T
EWBNwK6aa03LLTHIYJIpSiYO5BJd0VxX1zws5w5\n3wIDAQAB\n————-] END PUBLIC KEY———-- \n'
20:26:46,757 MESSAGE VERIFIED

Figure 13

Client handling the publish message from broker for step 5 of DH

signature is not verified successfully, the client disconnects itself from the broker and connection

finishes here.
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20:26:46,764 ----Function: Prepare publish message for step € of the DH key exchan

ge-——-
20:26:46,787  PAYLOAD TO BE SEND TO BROKER FOR STEP &:
20:26:46,787 b'CLIENT X509 CERTIFICATE: ——-—- BEGIN CERTIFICATE----- \nMIIDVDCCA3ygA

wIBAgIUSZA2mXNh/RTWQ2hShU3g3eVAoRoWDQY JKoZIhveNAQEL\nBQAWVZELMAKGA 1UEBhMCVF IxDDAKBgNV
BAGMAO1TVDEMMAOGA1UEBWWDSVNUMRUW\ nEwYDVQQKDAXTYWJhbmNp I FVuaXYxFTATBgNVBAMMDHR1c3RDbGL
1bnRJIRDAeFwOy\nMzAOMDIYMTI1MTZaFwOyMzASMTEYMT I1MT ZaMFcxCzAJBgNVBAYTAIRSMQwwCgYD\nVQQI
DANJU1QxDDAKBgNVBACMAOLTVDEVMBMGA1UECGWMU2FiYWSjaSBVbml 2MRUW\ nEwYDVQQDDAX0ZXNOQ2XpZW5
05UQwggEiMAOGCSgGSIb3DOEBAQUAR4 IBDWAWGGEK\nAoIBAQDJIdOnwu9m3sh88KaINCibQYToZ7qg2gPNXke
QvkA+pIsSpDIzpyxg37ICq\nmu/6UENBwr200gaMKKwhvjeBOaT1BhZMEGxrLtX+0qHAeiAl0alOafuQAUPyY4
Gr8\nwCVRpEZC3aCpKilCrmgkC+bf56vMC3QCTtsViuiKZTmbsHOGSwoRajBM1FQUdlpgg\n0GsLkISGeZeSk2
i39fdOFTCKxbWwNGKCVo9JI5p] +x+s8N0OJzbBrQDAJdtpsmEbOY\nOOmEmRvgeAus72zTzHzfhHfex1kbOELLTU
/vgeJ625/53YttXOWLScoNFv/Yor3IN\nd9qj 6+VVHEadOARVUL fwCmt+5/aFdAgMBAAG) GDAWMBOGALUIEQQN
MAUCCWxVY2Fs\naG9zdDANBgkghkiGowOBAQsFAROCAQEATez21ZcRWfu/ J8ygKIHPrKjag8oPU2écN\ndwévg
no3KdY4mz6H7si6GhyUjXggCKE0/ IB7BWPMTVuu/SIZxgEei¥n+mgxF11z+\n3vSDtPQREOijNiOh%uéHdOIV
VkftXWtXP+iwIBowEJLASuWQYBggCd8rTbTBL4In\njvF690VGaDCeB2rly8jUVdVoMSInFecogSEbad7tFpd
HMIecS5yaBfEes4/dyT/1l/\nWp+TgONeNR+LPjIltL7WxuL+e8lijEPaavttoYSR1J/EDKVRXXAIF+jo2s/WA4
pc\nQumlmgolGus/27gTstDsNFIWlICp4Hik6kKQd2Pr4A66uY/EkDglgw==\n-——-- END CERTIFICATE---
--\n'

20:26:46,791 b'CLIENT DIFFIE HELLMAN PUBLIC KEY: \x%eCév\x101\x805Y%K\xelc\xf2\xe6
\x90\x£8\xa0\x19+\xa6\x925\xc7T\x££u\x0b\x03\xcS\xbe\x82\xbc\xl1la3c_\x08\x8ey\xed<: I (\x
9a\x9at\x0c (\x132}\x84\xcc\x88\x17\xa0\xc8\x1c\xa6\x97 \xe9\xbbw\xd6\xaa\xcel\r\x02\xa
T\xc2d\xla\xf5<\x9a%@*; \xcl\xa7n\xc9|@\x03\xa9d\xa6\x14F7\xcf\xSb\xle\xda<\x9cI\xcl\x
c2M\xb5QsXk\x84\xcf\x£f4\xb77\xcO0ao\n" (vEC{\x0b\xcO0-EC=z1N (u\xdb\xSb\xce\xlc~\x1lc\xdl\
xcb\xbf\xcT\x9c\xed\xfl\xee-\xTf\xed\\\x289: y\xaf\xbb\x1bc\xdf\x17X\x7f\xd7\n\xfe\xe0\
x9cpb\xe3\xbfg\xfdA.FZ\xab\xe7\xe0\x13\x%\xf1"\xe8\xbb\x1d\xb%\xe3nh\xec\x08\xdsv\xcl
,\xed\x9e\x0fA\xc5. \xdf\x88wa] \xdé\xa3\x1lc\xfa\xbsg\xf2\xf4/ \x04\x11\x1dk\xc7) \n\x90
\xal\xd7\x0b\x8e\x86\x1b\x95\x99y\xa3\xadr\x04\xes8\xe3\xfc\xdc\x9aE\x88F\xf7\xaf<\x8d
\xfb\xdb\t\x97"

20:26:46,793 b'NONCE 1: BNuubQSl_EfTSmenYRBQSO—TWbV‘iuBYAtG—_QEHmOI N

20:26:46,793 b'CLIENT RSA SIGN: \x80/\xc5\xfé\xf8w\xcO\xe2\xaé\xb5\xfb[\xdd$\xcax\
xb0.\x99\xfc\n\xce (\xd4\\\xc8\x96.\xa0x\xle\xde\xa3DVp\x1éb\xcf#\xc7\xb6\x£f0\x95¢t\x%c
NZ (\xbcj\x07\x08\x87\xbe\x1ld\xac\xelVH\x93\xba\x90\x12\xbb\x£f0\xa31l\xal\xee\xa4KZ vA.
\xcf\x1f\x93\xec\xa7K\xff\xcd\xa8R\xbe\xaf; h\xcc\xcd\xb5\x96\xa4\x86xI\xba\xle\x0bl\x
e7E\xal\xb60\x16=\xabv\x7f\xad\xd0\x032\x90\n\x£d\xb3\ x95\x£9\ xc8\xbe\x9b\x91\ xfb\xda
{\t-\n+\xfd\xd6\xe6>\x1lc\xe9\xclX\xd03\xe5\xeb\xec\x£f8 \xla\xldg\x82\xad\xcl\xe0i\x£f3
\xe6"0, \x08\xa0\x89+3\xab\xd3\xff\xa0\xd31\xe8\xdf7\x9c* \xb0\xe6\x98\xe€b\xb4; L\n\x9d
\xca:\xbl\x1b\xd7\x02m\x96\xeb\xbl\x84\xa7\xedéV\xaS\xed\x07\xd9\xde\xcc=s\xd3r\x84\x
£E\xf8<9\xcc0+3\x15=\x83L, \x17e\xf1\xf34\x912\x9d\x8f\x1d\xd9\xcl\xa0\xaf\xa0\x05\xdb
,i\x8d\x9c\xc4\x87 \x8 1M\ xfT7\x8c\xld\xbf"

20:26:46,806 b'SHARED DH KEY: \x06N\xbé6\xa6\xe2\xd9\xbd\xfb\xaf\x12Isvs\x98\x83\x1
8\x9cQ\xdd\nM\x83D#\x0eL\xe8\xcd\x11\xba\xbe\x82h\x9d\xed\x0fc\xcb\xde\x1bF\xc7"\xcc\
xdé\xad\xadG=<\x083G\x9d\x04\x1al\xb4\x84) \xf5\xd2\ '\x18 | \xdée\x9f\xf5\xb2ygP\x894}\x
9a\xf7\xd5\xf3\xbl\x8bZ: \x9d\x87H\x97\xc1V\xebH\x04#\x12\xd7\xcc\x01; \xab\x93m8v\xd3!
a\x9d\xdd\xaTm\x92\xf8\xa2\xa0\x0c\x%enqv\xb9\x89\xd3\ xaa-t\xdbh0-r\x00\x87\x9b\xd8 U
\xabB#\x88\xe0@\x90\xbd\x91-R\t4cN\xaf\xc2K\x05gBY\x8e&\x8e\xf1] \xb4UP}\x12<\x9£f}\x0f
\xdbw\xld \xd8\x0b\x15\x%b\xe0\xdS\xac\xde\xbd\xe4\x£7\x08\xd5\xfd\xe8RKe\x£0\xb3\xce
\rs@\t\xbs\xf3\xbd\xfcp\xaT7$\x%b\xae\xed\xb8\x15\x15\x13\x1le\xb5\xb7\x0£f, \xb7\xa7T\x1
a wT, \xabX}=\xal\x9%d\xdf\x84hL\xaaW\x1eK0\xd2"\x877\xeellZ: +\xad"

20:26:46,807 Publish message (step 6 of the DH Key Exchange) was send, messagelD =
2

20:26:46,808 b'SESSION KEY DERIVED FROM THE DH SHARED KEY: Bkeé2puLZvfuvEklzdiaYgxi
cUdOKTYNE "

Figure 14
Preparation of the publish message for step 6 of DH scheme by client

In Figure 14, the client prepares the publish message for step 6 of the Figure 1 (DH
scheme). This publish message contains the X509 certificate of the client, DH public key of the
client, received nonce 1 from the previous message, and RSA signature. For the RSA signature
part, the client signs its own Diffie Hellman public key, nonce 1 and client ID by using the
private key corresponding to its X509 certificate. After the preparation of the message, the client

publishes it using the topic name ‘AuthenticationTopic’. Also, in this step, the Diffie-Hellman

27



shared key is calculated by the client. At the end of Figure 14, a 256 bit session key is derived

from the DH shared key.

[2023-05-21 20:26:46,807] :: INFO :: amqtt folder.mqtt.protocol.handler :: ----FUNCTION: PUBLISH MESSAGE AT STEP 6 OF DH WAS RECEIVED FROM CLIENT: 71816975----
[2023-65-21 20:26:46,880] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, X509 CLIENT CERTIFICATE: bytearray(b'----- BEGIN CERTIFICATE-----\nMIIDVDC
CAJygAWIBAgTUSZA2mXNh/R7WQ2hShU3g 3eVAoRoWDQY JKoZ Thv cNAQEL \nBQAWYZE LIMAKGALUEBhMCVF IXDDAKBENVBAGMA@L TVDEMMAOGATUEBIWDSVNUMRUW\NEWYDVQQKDAXTYWJ hbmpIFVUaXYxF TATBZNVBAMMDH
R1c3RDbG11bnRIRDA Fwly \NMzAGMDIYMTI1MTZaFweyMzAIMTEYMTTIMTZaMF cxCzAJBgNVBAYTAIRSMQWWCE YD \NVQQIDANIUIQXDDAKBENVBACMARL TVDEVMBMGAUECEWMUZF 1YW5jasBVbm1 2MRUW\ NEWYDVQQDDAX
©ZXNBQ2XpZW5OSUQHgEE I MABGCSGGS Tb3DQEBAQUAAATBDwANEEEK \nACTBAQDIdQnu9m3sh88KaINC 1 bQYToZ7qq2gPNXkcQykA+pIs5pDIzpyxg37ICq \nmu/6UENBur200gatKKihy jeBOaT 1BhZMEGXrL tX+@qHAe
/A10a10afuQAUPYAGr8 \nWCVRPEZC3aCpKi1CrmgkC+bf 56vMC3QCtsViuikZTmbsHOGSWORajBMIFQUA1pgq \n@GsLKI SGezeSk2139FdOF TCKxbwNGkCV0975pj+x+58NOJZbBrQDAIEP sm8bOY \neOmHmRvgeAus 72T
ZHzfhHFexLkbOEFFTU/vgeI625/S3YEEXOWLICONFY/Yor3IN\N9g j6+VWHHadOAHVUT FCt +5/ aF dAgMBAAG ] GDANMBQGALUAEQQNMALICCHxVY2F s \naGozdDANBgkqhk 1GOWRBAQS FAROCAQEAtez21Z CRufu/ I8y qKT
HPrKjaBoPU26CN\ndisvgno3KdyAmz6H7 s 16Ghy U XggCK60/ JB7BIPITVUL/ STZXqEEi Yn4mgxF11z+\n3vODEPQRTO1 jNi6hOUEHAO WK FEXUEXP+wIBOWE ILdSUWQYBEECASr ThTBLAIN\NjVF 690VGaDCeB2rly8]
UvdvoMoInFecoqSEbad7tFpIHMIecSyaBfEesd/dyT/1/\np+TqOMeNR+LPFT1tL 7Wxul +e81ijEPaavttoYSR1]/FOKVRXXATF+jo2s/WAApc \nQumLmqo1Gus/ 27gT stDsNF jW1ICpAH]j kekkQd2PraA66UY/EkDEIgW
==\n----- END CERTIFICATE----- \n')

[2023-05-21 20:26:46,882] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, CLIENT DH PUBLIC KEY: bytearray(b'\x9eC6v\x101\x805Y#K\xelc\xf2\xe6\x90\xf
8\xaB\x19+\xa6\x925\xc7 \xffu\xeb\xe3\xc5\xbe \x82 \xbc \x1a3c_\x08\x8ey\xed<: I(\x9a\x9at \xac (\x132}\x84\xcc\x88'\x17\xa@\xc8\x1c\xa6\x97 \xed\xbbw\xd6 \xaa\xc61\r\xe2\xa7\xc
2d\x1a\xF5<\x9a9@* ; \xc1\xa7n\xc9 | @\x03\xaod\xa6\x14F7\xcF\x9b\x1e\xda< \xac I \xc1\xc2M\xb5Qsxk \x84 \xcF\xF4\xb 77 \xc@ao\n" (vFC{ \x@b\xco-EC=zIN(u\xdb\xab\xce\x1c~\x1c\xd1\x
cb\xbf\xc7\x9c\xea \xf1\xee-\x7f\xed\\\x89 : y\xaf \xbb\x1bc\xdf\x17X\x7f\xd7\n\xfe\xe0\x9cpb\xe3\xbfq\xfdA. FZ\xab\xe7\xe0\x13\x9a\xf 1" \xe8\xbb\x1d\xbg\xe3h\xec\x08\xd8v\x
1, \xed\x9e \xafA\Xc5. \xdf\x88wa] \xd6\xa3\x1c \xfa\xb8g\xf2\xf4/™ \xe4\x11\x1dk\xc7) \n\x98\xal\xd7 \xeb\x8e\x86 \x1b \x95\x99y \xa3\xadr \xe4 \xe8\xe3\xf c \xdc \x9aE \ x88F \xf7\xaf
<\x8d\xfb\xdb\t\x97")

[2023-05-21 20:26:46,885] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, CLIENT RSA SIGN: bytearray(b'\x80/\xc5\xf6\xf8w\xco\xe2\xa6\xb5\xfb[ \xdd$\
xcax\xba. \x99\xfc\n\xce(\xda\\\xc8\x96. \xaex \x1e \xde\xa3DVp \x16b\xc F#\xc7\xb6\xf0\x95t \x9cMZ (\xbcj\x07\xe8\x87 \xbe'\x1d \xac \xe1VH\x93\xba\x90\x12 \xbb \xf@\xa31\xal\xee\x
adKZ vA. \xcF\x1F\x93\xec\xa7K\xFf \xcd\xa8R\xbe\xaf ; h\xc c\xcd\xb5\x96\xad \x86xT \xba\x1e\x0b1\xe7E \xal\xb60\x16=\xabv\x7f\xad\xdd\x03? \x00\n\xfd\xb3\x95\xfo\xc8\xbe\xob\
x91\xfb\xda{\t-\n+\xfd\xd6\xe6>\x1c\xe9\xc1X\xdo3\xe5\xeb\xec\xf8™ \x1a\x1dg\x82\xad\xc1\xedi \xf3\xe6"0, \x@8 \xa0\x89+3\xab\xd3 \xff \xa0\xd31\xe8\xdf7\x9c *\xb@\xe6\x98\xe
6b\xb4; L\n\x9d\xca : \xb1\x1b\xd7\x02m\x96 \xeb \xb1\x84 \xa7\xed6V\xa5 \xed \x@7 \xd9\xde\xcc=s \xd3r\x84 \xf\xf8<9 \xcce+3\x15=\x83L, \x17e\xf1\xf34\x912 \x9d \x8f \x1d\xd9\xc1\xa
0\xaf\xab\x05\xdb, i \x8d\x9c\xca\x87\x81M\xF7 \x8c \x1d\xbf ')

[2023-05-21 20:26:46,886] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, RECEIVED NONCE 1: bytearray(b'BNuubQ31_6fTSwmCnYRBASO-TWbvAUBYALG-_qOHmOL

)

[2023-05-21 20:26:46,889] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, X509 CLIENT PUBLIC KEY: b'----- BEGIN PUBLIC KEY----- \nMITIBIjANBgkghkiGowes
AQEFAAOCAQBAMI IBCEKCAQEAYXUIBLYZE7IPCmiDQom\n@GCKGe6qtoDzVSHEMPAPGSLOaQyM6C S YN+YAQPrv+10JQck9jtIGjCisIba3g Tmk\nSQYWTBBsay 7V/ tkhuHogNdGpTmn7kAFD8UBG/MALUARGQE2gqS0tQq5
qpAvm3+er\nzAteArbFYroimusmzezhucKEWowTNRUFHdaYK tBreSCEhnmxkpNot/X3 Thuwiswl\nsDRpAlaPseay/ sfrPDTic2wa@AnWCXbablvGzmiDphskbaHgLrO808x834R335dZG \nzhH301P76nie thvot2Lbvor i
/XKDRb/ 2KKyDF 204V 1VRX2NnTgB1VH38APrfuUF2h \NXQIDAQAB\N- - - - - END PUBLIC KEY----- \n'

[2023-05-21 20:26:46,892] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, SIGN VERIFIED, nonce not checked yet

[2023-05-21 20:26:46,892] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, Nonces are matching, sign was verified, will send publish step 8.
[2023-05-21 20:26:46,892] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, DH SHARED KEY: b'\x@6N\xb6\xa6'\xe2\xdo\xbd\xfb\xaf\x12Isv&\x98\x83\x18\x9c
Q\xdd\nM\x83D#\x0eL \xe8\xcd\x11\xba\xbe\x82h \x3d \xed \x0fc \xcb\xde\x1bF \xc7"\xcc\xd6\xad \ xadG=< \x0836\x9d \x04\x1aL \xba\x84) \x5\xd2\ ' \x18 | \xd6e\x9f \xf5\xb2ygP\x894} \x9a
\xF7\xd5\xF3\xb1\x8bZ: \xad\x87H\x97 \xc1V\xebH\x04#\x12\xd7\xcc\x@1 ; \xab\x93m8v\xd3 a\xod \xdd \xa7m\x92\xf8\xa2\xae\xac \ x9enqv\xbo\x89\xd3 \xaa-t\xdbhe -r\xee\x87\xob\xdg!
U\xabB#\x88\xe0@\x90\xbd\x91-R\tatN\xaf\xc2K \x@5qBY\x8e&\x8e\xf1]\xbaUP}\x12<\xof I\xof\xdbw\x1d_\xd8\x@b\x15\x9b\xed\xd5\xac\xde\xbd\xea\xf7\x@8 \xd5 \xfd\xe8RK& \xfo\xb3
\xce\rs@\t\xbs\xf3\xbd \xfcp\xa7#\x9b\xae \xed \xb8 \x15\x15\x13\x1e\xb5 \xb7\xef,, \xb7 \xa7T\x1a wT, \xabX}=\xa1\x9d\xdf\x84hL \xaal'\x1eke\xd2"\x877\xee01Z: +\xa9"

[2023-65-21 20:26:46,894] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, 256 BIT SESSION KEY DERIVED FROM DH SHARED KEY: b'Bké2pulZvfuvEklzdiavgxic
UdeKTYNE"

Figure 15
Handling of the step 6 publish message of DH scheme by the broker

In Figure 15, the broker receives the publish message coming from the client. The broker
learns the X509 certificate of the client, DH public key of the client, nonce 1 (which should be
the same as the nonce that was generated in the previous step), and RSA signature. From the
X509 certificate of the client, the broker gets the X509 public key of the client. Then, by using
the X509 public key of the client, the broker tries to verify the coming RSA signature. In Figure
15, the broker can verify the RSA signature since everything is correct. If the signature is not
verified successfully, the broker disconnects the client. If the signature is verified successfully,
then the broker compares the nonce received from the client with the nonce generated at the
previous step. If nonces are different, the broker disconnects the client and communication
finishes here. If they are the same, the shared DH key is calculated by the broker. At the end of

Figure 15, a 256 bit session key is derived from the DH shared key.

28



[2023-05-21 20:26:46,896] :: INFO :: amqtt_folder.mqtt.protocol.handler :: ----FUNCTION: PREPARATION OF THE PUBLISH MESSAGE AT STEP 8 OF DH FOR CLIENT: 71816975----
[2023-05-21 20:26:46,897] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, MONCE 2: oberfxU48gKa-4731CxuF3WSuQkIVSMAWKCWZUXAAZM

[2023-05-21 20:26:46,899] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975 ENCRYPTED TEXT: b'Wo\x83ot!\xee#(6\xf@\xd5\x94\x9a*\xc480\x89\xcb |m\xbo\x7f
L\xdsn\x8f\xfe=p\xa1\x14vs7 \xf3\x8f\x8aWX; \x1c/\xebm\xf5@. i\\\xfc\xa@\xbcc\xfavx \x99\xc1fix1ia’

[2023-05-21 20:26:46,905] :: INFO :: amgtt folder.mqtt.protocol.handler :: PUBLISH MESSAGE OF STEP & OF DH IS SEWT TO CLIENT: 71816975

Figure 16
Preparation of the step 8 publish message of DH scheme by the broker

After the broker verifies the RSA signature and compares the nonces, it will send the
publish message 8 of Diffie Hellman scheme (Figure 1). This publish message contains nonce 2
and client ID. The message will be encrypted using the session key. For encryption AES256 is
used. The session key is generated from the DH shared key between the broker and the client.
After the encryption of the message, the broker publishes it using the topic name equal to the

client ID which can be shown in Figure 16.

6:46,900 —-—-——Publish message was received from broker (step 8 of the DH)-—-——-

:46,902 b'ALL DATA Wo\x83ot!\xee# (6\x£0\xd5\x94\x%a*\xc4&0\x89\xch |m\xb9\x7£fL
\x\:i..‘a'x\x.f\xf.J‘p\xa].\x].‘!‘fs"r \x£3\x8f\x8aWX; \xlc/\xebm\xf5€.i\\\xfc\xa0\xbcc\xfa¥x \x99
\Xulf\xla‘

TOPIC NAME: 71816975

b'Decrypted message: oberfxU48gKa-4731CXuF3WSuQkIVSMAWWCWTUXARZM::::7
b'Nonce 2 received: oberfxU48gKa-4731CxuF3WSuQkIVSMAWNCwTUXARZM"
b'Client ID received: 71816975"'

The id received from the broker at step 8 is same as the client ID
—----Function: Prepare publish message for step 9 of the DH key exchan
Nonce 3: G31-tf3DJDDy5Dx_g_ xQFBpufZCwlVnX nEMTVz70CY

b'Encrypted message (step 9 of the DH Key Exchange): Wo\x83ot!\xee#(6
\xfu\de\XVQ\xva \xc4&0\x89\xcb |m\xb9\x7fL\xd5n\x8£\x£0=p\xal\xc5Z\x83\xcb\xfe+2\x90\
xf5\xf7\xd15\xa5\xa7\xb0\xdfZ" " \x15\xcc\x84\xcd]) \xfé\x85'b>\x02"\xa2\xf1=T8\xbé\x1f\x
8£>RYw\xb3\xel\xb755\x98\xd0\xc25\x8e\xb3s Kr\xadu\x90x.N\x80\xce\xed\xd8H\\6\xf7\x38e
\xdlg\xc3p\x13\xd2\xc7"

20:26:46,928 Publish message (step 9 of the DH Key Exchange) was send, messagelD =
3

Figure 17
Preparation of the step 9 publish message of DH scheme by the client

At Figure 17, the client receives the step 8 publish message of DH scheme (Figure 1).
Then the client decrypts the message by using the session key generated from the DH shared key.
The decrypted message contains nonce 2 and client ID. If the received client id and its client id
are different, then the client disconnects itself. If two client IDs are the same, then the client

prepares the step 9 publish message of DH scheme (Figure 1). The message of step 9 publish
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message contains received nonce 2, generated nonce 3 and client ID. This message is encrypted
with the session key between the client and the broker. The topic name of this publish packet is

‘AuthenticationTopic’.

[2023-85-21 20:26:46,928] :: INFO :: amgtt folder.mgtt.protocol.handler :: ----FUMCTION: PUBLISH MESSAGE AT STEP 9 OF DH WAS RECEIVED FROM CLIENT: 71816975----
[2023-85-21 20:26:46,934] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, DATA OF STEP 9 OF DH : bytearray(b'Wo\x83ot! \xee#(6\xfo\xd5\x94\x9a*\xc4
B0\X89\xcb | m\xb9\x7FL\xd5n\x8F \xFe=p\xal\xc5Z\x83\xcb\xfe+? \x98\xF5 \xF7\xd15\xa5\xa7\xb8\xdfZA~ \x15\xcc\x84\xcd | \xFE\x85 | b>\x82 " \xa2 \xf 1=T8\xb& \x 1 \x8f >RYw\xb3\xe1\xb7
55\x98\xd@\xc2$\x8e\xb3s " Kr'\xadu\x9ex. N\x8e\xce\xed \xd8H\\6 \xf7\x8e\xd1q\xc3p\x13\xd2\xc7")

[2023-85-21 20:26:46,939] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, DECRYPTED DATA OF STEP 9 OF DH : b'oberfxU48gKa-4731CxUF3WSUQKIVSMAWWCWTU
XAAZM: : 1 :G31-tf3DIDDYSDX_g xQFBpufZCwlVnX nEMTVZ7@CY::::71816975'

[2023-85-21 20:26:46,940] :: INFO :: amgtt_folder.mqtt.protocol.handler :: CLIENT ID RECEIVED b'71816975" AND SESSIOM CLIENT ID : 71816975

[2023-85-21 20:26:46,941] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, NOMCE 2 RECEIVED b'oberfxU48gKa-4731CxuF3WSuQkIVSMAWWCWZUXAAZM® NONCE 2 SE
ND : b'oberfxu48gKa-4731CxXUF 3WSUQKIVSMAWWCWZUXAAZM'

[20623-85-21 20:26:46,943] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, MOMNCE 3 RECEIVED b'G31-tf3DJIDDy5Dx_q XQFBpufZCwlVnX_nEMTVZ78CY":
[2023-85-21 20:26:46,943] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, NONCES AND CLIENT IDs are the same

[2023-05-21 20:26:46,944] :: INFO :: amgtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, CLIENT IS AUTHENTICATED

[2023-85-21 20:26:46,945] :: INFO :: amgtt folder.mqtt.protocol.handler :: ----FUNCTION: PREPARATION OF THE PUBLISH MESSAGE AT STEP 1@ OF DH for CLIENT ID: 71816975---
[2023-85-21 20:26:46,947] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED TEXT TO BE SEMD: b'\x95\xab\x1153\xf8E4)\x1cG\xc3\xf6\xd1\xc1\\U
\x@3t\x99\x19\x90 ! \xfa\x12\xf6Fz \xch\xe9f\xbe\x84\x13\x9d \xa7\xe4\xb7 \xfep\xfc\xcet\x19\xcb\x88M\x95@. 1 \\\xfc\xa@\xbcc\xfayx \x99\xc1f\x1ia'

[2023-85-21 20:26:46,955] :: INFO :: amgtt_folder.mqtt.protocol.handler :: PUBLISH MESSAGE OF STEP 108 OF DH IS SENT TO CLIENT: 71816975

Figure 18
Preparation of the step 10 publish message of DH scheme by the broker

At Figure 18, the broker receives the step 9 publish message of DH scheme (Figure 1).
Then the broker decrypts the message by using the session key between the client and the broker.
The decrypted message contains nonce 2 (which should be the same as the nonce was generated
at the previous step), nonce 3 and client ID. If received client ID and session client ID are the
same, and if received nonce 2 and generated nonce 2 are the same, then the client is
authenticated by the broker. If any of the nonces or client IDs do not match, the broker
disconnects the client. After the client is authenticated, the broker prepares the step 10 publish
message of DH scheme (Figure 1). The message of step 10 publish message contains received
nonce 3, and client ID. This message is encrypted with the session key between the client and the

broker. The topic name of this publish packet is client ID of the receiving client.
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—----Publish message was received from broker (step 10 of the DH)----
b'Encrypted message: \x95\xab\x1153\xf8E4)\xlcG\xc3\xfe\xdl\xcl\\U\x0
99\x19\x90!\xfa\x12\xféFz\xcb\xe9f\xbe\x84\x13\x9d\xa7\x04\xb7T\xf0p\xfc\xcet\x19\
xcb\x88M\x95@. i\\\xfc\xa0\xbcc\xfa¥x \x99\xclf\xla’'

0:26:46,951 Topic name: 71816975

b'Received Nonce 3: G31-tf3DJDDySDx g xQFBpufZCwlVnX nEMTVz70CY'
b'Nonce 3 sent before: G31-tf3DJDDySDx_g_xQFBpufZCwlVnX nEMIVz70CY"'
Received nonce 3 and sent nonce 3 are the same

BROKER IS AUTHENTICATED

—-=-==Client was subscribed to its encrypted clientID (step 1 of the ch

H Authenticated Encryption wversion of the clientID: c84b69c900f8ec0286e
85da7e08aa28d88ca7023ec55049%bbab64bb€04a6ab57402ed7dd753278c4443362231£ctE
6:47,063 Suback received, message id: 4
20:26:47,065 Signature of SUBACK is verified.

Figure 19
Handling of the step 10 publish message of DH scheme by the client

At Figure 19, the client receives the step 10 publish message of DH scheme (Figure 1).
Then the client decrypts the message by using the session key between the client and the broker.
The decrypted message contains nonce 3 (which should be the same as the nonce that was
generated at the previous step), and client ID. If received client ID and its own client ID are the
same, and if received nonce 3 and generated nonce 3 are the same, then the broker is
authenticated by the client. If any of the nonces or client IDs do not match, the client disconnects
itself. If authentication finishes successfully, the client subscribes to the authenticated encryption
version of the client ID in order to prepare for the choice token communication schema. At the
end of the Figure 19, Suback is received from the broker. This Suback packet contains the MAC
of the QoS and packet identifier which is the same as the packet identifier and Qos level of the
SUBSCRIBE packet. If the MAC of these two packets are the same, then the signature is
verified. Otherwise, the client is informed about that error in the case it wants to send the

subscribe packet again.
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7 MQTT DEFAULT AUTH CLIENT

Subscribe to a Topic

Publish to a Topic
ligh Subscribe Publish
Subscribed Topics: Publish Msg
Unsubscribe
.
Figure 20

GUI of Client when subscribe to the ‘light’ topic

At Figure 20, the client subscribes to the topic ‘light’. When the client pushes the

subscribe button, the choice token of the topic ‘light’ is requested from the broker as in Figure 2

Then, the client subscribes to the ‘light’ topic as in Figure 20.

20:35:28, 248 ———-Function: Prepare publish message for step 2 of the choice token
schema----
20:35:28,250

b'Payload contains the authe

nticated encryption wversion of the

topic
name for which a choice token is asked: light'
20:35:28,255 ———-Publish was sent to 'choiceToken' topic (step 2 of choice token s
chema) -——-

20:35:28,260

———--Puback was received---- (step 3 of choice token schema)
20:35:28,262

Signature of PUBACK is wverified.

Figure 21

First figure of client for choice token scheme

At Figure 21, the client program takes the input from the GUI. Then, the client prepares
the publish message for step 2 of the choice token schema (Figure 2). The topic name of the

publish packet is “choiceToken”. The topic name “choiceToken” and its MAC is encrypted
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using the session key between the client and the broker. Payload of the publish packet contains
the topic name for which the client requests to get a choice token from the broker and the MAC
of the topic name. This publish message is sent to the broker and Puback is received as shown in
Figure 21. This Puback packet contains the MAC of the packet identifier which is the same as
the packet identifier of the publish packet. If the MAC of these packet identifiers are the same,
then the signature is verified. Otherwise, the client gets an error message about that situation in

the case it wants to send the publish packet again.

[2023-@5-21 20:35:28,273] :: INFO :: amqtt_folder.mqtt.protocol.handler :: ----FUNCTION: PUBLISH MESSAGE IS RECEIVED FROM CLIENT 71816975 FOR REQUESTED CHOICE TOKEN (S

tep 2 of choice token scheme)----

[2623-85-21 20:35:28,276] :: INFO :: amgtt folder.mgtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED TOPIC of the 'choiceToken' (step 2 of choice token scheme): e6c

d4bgfbf19cge7ddb567dedo35c0ebo03483d32571c06d87ebfo20734b681334a0f 21872538677 883835354 Fael

[2023-05-21 20:35:28,277] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED DATA FROM CLIENT TO REQUEST CHOICE TOKEN (step 2 of choice token
scheme) : bytearray(b'\x8a\x91 | \xe0\x01\x86\xf4\x8e\xa9> : \xca\xae\xf3\xfb\x94\xf7M\xb6\xa3g \xbak1*b\x90\xca\xca\x95\x19: (1\xa9\x@e\x19\xda\xba\xf1\xb24\xca@a\x1d\x90\x
ba')

[2623-85-21 20:35:28,281] :: INFO :: amgtt folder.mqgtt.protocol.handler :: CLIENT: 71816975, RECEIVED MAC OF PUBLISHED TOPIC: b'@S.D\xe6\xfa\x80\x0bc\xff\x7f\x97\xaf\x

d6\x8d\xba\xBb\x81\xdb}'\xe9\xdf\xd9R\x9e\xac \xcoxH\xba\x05 \x&T "

[2023-85-21 20:35:28,282] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, CALCULATED MAC OF PUBLISHED TOPIC: b'@S.D\xe6\xfa\x80\x8bc\xff\x7f\x97\xaf
\xd6\x8d\xba\x@b\x81\xdb } \xe9\xdf\xd9R \x9e\xac \xc6xH\xba \x@5\xef '

[2023-@5-21 20:35:28,285] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, MAC OF THE TOPIC ‘choiceToken' IS SAME

[2623-05-21 20:35:28,288] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, RECEIVED MAC OF PAYLOAD: b'\xf3\xaff2\xfa\x11\xd3\x98\xd7\xda\xe7\xolc\x14
\x01\x9c1i\xfol\xed\xof~0\x14\x7f\xca\xa2\xdg8\xd5\x16\xaf "

[2623-85-21 20:35:28,290] :: INFO :: amgtt folder.mqgtt.protocol.handler :: CLIENT: 71816975, CALCULATED MAC OF PAYLOAD: b’\xf3\xaff2\xfa4\x11\xd3\x98\xd7\xda\x67\x@lc\x
14\xe1\x9c1i\xfel\xed\xof~0\x14\x7f \xc4\xa2 \xd8\xd5 \x16\xf

[2023-05-21 20:35:28,291] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, MAC OF THE PAYLOAD IS SAME

[2023-85-21 20:35:28,301] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, DECRYPTED TOPIC FOR WHICH CHOICE TOKEN IS REQUESTED: light

[2023-85-21 20:35:28,303] :: INFO :: amqtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, TOPIC: light, AND ITS CORRESPONDING CHOICE TOKEN: 6943dbSa203828e479aa9dss
5b6aBc6@esa28c800C31164166ac995a519d1chd

[2623-85-21 20:35:28,305] :: INFO :: amgtt folder.mgtt.protocol.handler :: ----FUNCTION: PREPARATION OF PUBLISH MESSAGE FOR CLIENT 71816975 FOR REQUESTED CHOICE TOKEN
(step 4 of choice token scheme)----

[2023-95-21 20:35:28,300] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED TOPIC NAME: bldd2doo6ad3d2bed8gd2a5352819dedc4obfend2623e0c7cafo

85defed9a3bade6dadade3as8c5c42f7d276e6508102

[2023-085-21 20:35:28,311] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED PAYLOAD SEMD FOR CHOICE TOKEN: b'\xc1lE:\xcfo\x9d\x@1\x16\xfd\xa
2"\x10N\x85\x08\x96\x86'\xde \xc42bD\xdfv\xfo\xefB\x82\xbd=\x87} \xbdu\xde11\xb3\x8e\x19D\xe1\x8e\xel) \xf chid\xed\x0f \x89\n\xc3\x1b\x7f"LjI*\x8e_\xcb\xd2e\xf1\xf6\x1bI\x8f
\x93\xba\xa26\x01\xcd\x84\xdfA"

[2623-85-21 20:35:28,326] :: INFO :: amgtt folder.mgtt.protocol.handler :: REQUESTED CHOICE TOKEN IS SENT TO CLIENT (step 4 of choice token schema): 71816975

Figure 22

First figure of broker for choice token scheme

At Figure 22, the broker receives the step 2 publish message of choice token scheme
(Figure 2). Then the broker decrypts the topic name by using the session key between the client
and the broker. After topic name decryption, the received MAC of topic name and calculated
MAC of topic name are compared. If they are the same, the broker decrypts the payload of the
publish packet. After payload decryption, the received MAC of payload and calculated MAC of
payload are compared. If they are the same, the broker checks the database table which contains

the topic names and their corresponding choice tokens. If the requested choice token exists in the
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database table, the broker gets it from the database. If it is not in the database table, the broker
generates a choice token for the requested topic, then inserts this choice token and its topic name
to the database table. After the preparation of the choice token, the broker prepares the publish
message for step 4 of the choice token schema. The topic name of this publish packet is the
authenticated encryption version of the clientID. The payload of the publish packet contains the
encrypted version of the requested topic name, its corresponding choice token and calculated

MAC of the message. This publish message is sent to the client at the end of Figure 22.

20:35:28,314 —-———Publish message was received from broker (step 4 of choice token
schema)-—-—— from topic: bldd2d906ad3d2b0d88d2a5352819d0dc49bfe042623e0cTcaf085defe49a
3ba406da0ad03a88c5c42f7d276e6508£92

20:35:28,320 The content of the message has not been changed. Mac is correct.

20:35:28,321 b'Topic name: light'

20:35:28,323 Its choiceToken: 6943db5a203828e47%aa%d885boalcele8a28c800c3lle4lecac
995a519dlcbd

20:35:28,371 ====Function to subscribe to topic: light

20:35:28,373 b'MAC of the topic: \xc7\xad\xbb\x07k\xdd\xfs\t\xfe\xdd\xed4({;Iga\xbe\
xdl\xda\x80e\xf3w\xaae\xaa\x%bPy\xbe#\n"

20:35:28,375 Authenticated encryption version of the topic:412bf9%8d280210351e56d13
8063722775e2e8f46323d5bffbea5f681d%a8bbld5986dab%b22el4alccb2b9bc908335at
Subscribed to: 412bf98d280210351e56d138063722775e2e8£f46323d5bffbeaSfé6

Suback received, message id: €
20:35:28,399 Signature of SUBACK is wverified.

Figure 23

Second figure of the client for choice token scheme

At Figure 23, the client receives the step 4 publish message of choice token scheme
(Figure 2). After decrypting data, the client program learns the corresponding choice token of
requested topic name. If MAC codes are the same, the client calls the function to subscribe to
topic ‘light’. Topic name and its MAC code are encrypted using the session key between the
client and the broker. Then, the client subscribes to this authenticated encryption version of the
topic name. At the end of the Figure 23, Suback is received from the broker. This Suback packet
contains the MAC of the QoS and packet identifier which is the same as the packet identifier and

Qos level of the SUBSCRIBE packet. If the MAC of these two packets are the same, then the
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signature is verified. Otherwise, the client gets an error message about that situation in the case it

wants to send the subscribe packet again.

[2023-05-21 20:35:28,380] :: INFO :: amqtt_folder.broker :: Client ID: 71816975 handling subscription

[2@23-05-21 20:35:28,381] :: INFO :: amqtt_folder.broker :: #i####SUBSRCIPTION RECEIVED FROM CLIENT: 71816975#ii#

[2023-05-21 20:35:28,383] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF THE SUBSRCIPTION: 412bf98d280210351e56d138063722775e2
e846323d5bffbeast681d9a8bb1d5986dabob22e14a1ccb2bobcoag3zsat

[2023-05-21 20:35:28,386] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, DECRYPTED VERSION OF THE SUBSRCIPTION: b'light’

[2023-05-21 20:35:28,388] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, RECEIVED MAC OF SUBSCRIBED TOPIC: b'\xc7\xad\xbb\xe7k\xdd\xf8\t\xfe\xdd\xea{;Iqa\xb6\xd1\
xda'\x80e\xf3w\xaae\xaa\xobPy\xb6#\n"

[2023-05-21 20:35:28,390] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, CALCULATED MAC OF SUBSCRIBED TOPIC: b™\xc7\xad\xbb\x@7k\xdd\xT8\t\xf6\xdd\xed{;Iqa\xb6\xd
1\xda\x80e\xf3w\xaae\xaa\xabPy\xb6#\n"

[2@23-05-21 20:35:28,391] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, MAC OF THE SUBSCRIBED TOPIC IS THE SAME

[2023-05-21 20:35:28,392] :: INFO :: amqtt_folder.broker :: ADD SUBSCRIPTION: ('light', 1)

[2023-05-21 20:35:28,394] :: INFO :: amqtt_folder.mqtt.suback :: Signature of the suback packet: b'\x9@\xfb,y\xcay\xfaD\x05\xe8\x18-4\xae\x97\xcTg#g\xd2D"d\xa8_\x9eS\x
8e\xb8\xbd\x@2\x12"

L2023—05—21 20:35:28,395] :: INFO :: amqtt_folder.mqtt.suback :: ##H#SUBACK WAS SENTH##

Figure 24
Handling subscription by broker

Figure 24 shows how subscription is handled on the broker side. The broker receives the
subscribed topic name as authenticated and encrypted. It decrypts it by using the session key
between the broker and the client sending the subscribe packet. Then, it compares the received
MAC and calculated MAC . If they are the same, the broker adds the decrypted topic to the
subscription list. If they are not the same, an error message is sent to the client in order to inform

the client that the subscription failed.
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Connect

Subscribe to a Topic: Publish to a Topic:
Subscribe robot vacuum cleaner Publish
Subscribed Topics Publish Msg
light Unsubscribe Cleaning of Room 1 is finish
=d
Figure 25

GUI of Client when publishing on the ‘robot vacuum cleaner’

At Figure 25, the client publishes on the topic ‘robot vacuum cleaner’ with the message
‘Cleaning of room 1 is finished.” When the client pushes the publish button, the choice token of
the topic ‘robot vacuum cleaner’ is requested from the broker as in Figure 25. Then, the client
publishes on the ‘robot vacuum cleaner’ topic as in Figure 25. Also, before this step another
client connected to the broker and subscribed to the ‘robot vacuum cleaner’ topic, in order to see

the publish message relay mechanism at the below outputs.

20:45:11,775 Topic name received from the gui:robot vacuum cleaner

20:45:11,775 Message received from the gui:Cleaning of Room 1 is finished
20:45:11,777 ———-Function: Prepare publish message for step 2 of the choice token
schema----

20:45:11,779 b'Payload contains the authenticated encryption version of the topic
name for which a choice token is asked: robot vacuum cleaner'

20:45:11,785 ———-Publish was sent to 'choiceToken' topic (step 2 of choice token s
chema) -—--
20:45:11,788 —-——-Puback was received---- (step 3 of choice token schema)

20:45:11,789 Signature of PUBACK is verified.

Figure 26

Publish message by client for requesting choice token
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At Figure 26, the client program takes the input from the GUI. Figure 26 is similar to
Figure 21. The difference is at Figure 21, the client requests the choice token of ‘light’ topic in
order to subscribe to the topic. Here, the client requests the choice token of ‘robot vacuum

cleaner’ topic in order to publish for that topic.

“proto

X FUNCTION: PUBLISH MESSAGE IS RECEIVED FROM CLIENT 71816975 FOR REQUESTED CHOICE TOKEN (s

tep 2 of choice token scheme)-

[2023-05-21 20:45:11,806] :: INFO :: amqtt_folder.nqtt.protocol.handler :: CLIENT: 71816075, ENCRYPTED TOPIC of the choiceToken’ (step 2 of choice token schere): e6c

dabsfbf1oc 1fco6d87ebf920734b681334a0 21872538677 F883835354Fael

[2023-05-21 20:45:11,801] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED DATA FROM CLIENT TO REQUEST CHOICE TOKEN (step 2 of choice token

scheme): bytearray(b"y\xec\x84\xe2\x80\x13\xa4 \xb9\xb1\x8f \x1b\xad\xbf \xba\xc2\xea | \xc2\xd7\x98Z ! \x12\x@8) \x7f \xFfb\xbb\xf2\x7f : \xc4EE\x@f \xcd\x97\x91 ! x\xcd\xac\ " \xba

0\xc9\x86™ \xc7\x14| \xdb\xbo\x1e\xc34\x15h\xd74. f\xbd")

[mzz 05-21 20:45:11,805] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, RECEIVED MAC OF PUBLISHED TOPIC: b'@S.D\xe6\xfa\x80\xebc\xff\x7f\x97\xaf\x

\xdb}\xe9\xdf \xcéxH\xba\xe5\xof *

[2023 05-. 21 20:45:11,807] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, CALCULATED MAC OF PUBLISHED TOPIC: b'@S.D\xe6\xfa\x80\xebc\xff\x7f\x97\xaf
d\xba\xeb\x81\xdb}\: df \xct .

[2023-05-21 20:45:11,809] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, MAC OF THE TOPIC 'choiceToken' IS SAME

[2023-05-21 20:45:11,809] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, RECEIVED MAC OF PAYLOAD: b'\xa5z\xa6\x96\xed\xbb\xbcq\xcdL[ : \x7f\xc2@Q\x96

\xd6\x8eF \x17\xb2b\x1fE \x85F \x16\xf3t\x07\x1f *

[2023-05-21 20:45:11,812] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, CALCULATED MAC OF PAYLOAD: b'\xa5z\xa6\x96\xed\xbb\xbcq\xcdL[:\x7\xc26Q\x

96\xd6\x8eF\x17\xb2b\x1fE\X85F \x16\xf3t\xe7\x1f "

[2023-05-21 20:45:11,814] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, MAC OF THE PAYLOAD IS SAME

[2023-05-21 20:45:11,820] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, DECRYPTED TOPIC FOR WHICH CHOICE TOKEN IS REQUESTED: robot vacuum cleaner

[2023-05-21 20:45:11,822] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, TOPIC: robot vacuum cleaner, AND ITS CORRESPONDING CHOICE TOKEN: bo6eo2b32

Ab‘FSalSaQSSBda(B]ﬁ‘chBldlf7958999841178dddASde0131137

[2023-05-21 20:45:11,823] :: INFO :: amqtt_folder.mqtt.protocol.handler :: ----FUNCTION: PREPARATION OF PUBLISH MESSAGE FOR CLIENT 71816975 FOR REQUESTED CHOICE TOKEN

(step 4 of choice token scheme)----

[2023-05-21 20:45:11,828] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED TOPIC NAME: bldd2d9e6ad3d2bedssd: 49bfe0d2623e0c7cafo
c42f7d2;

[2023-05-21 20:45:11,829] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED PAYLOAD SEND FOR CHOICE TOKEN: b'y\xec\x84\xe2\x80\x13\xad\xbo\x
b1\x8f\x1b\xad\xbf \xba\xc2\xeahgh"r\x89\xb50\x16x\xef \t\xb1\xef \xea3L \xca\x14\r=s, \xe8" \x11\xc7\xfa. I\xa1}\xa5\xbfR[d\xc8\xe8; \xa0\xc6\x80\x8b\x14a\x9c \x92\xceh\x02=\x
98,7\xf2\xde\xdc\xdd\xeft\xd8a \xb8\xfc\x00" \xd2\x14\nG[PK\xcch.\x08\x91"

[2023-05-21 20:45:11,842] :: TNFO :: amqtt_folder.mtt.protocol handler :: REQUESTED CHOICE TOKEN TS SENT TO CLIENT (step 4 of choice token schema): 71816075
[2023-05-21 20:45:11,909] :: INFO :: amqtt_folder.mqtt.puback :: Signature of puback packet: b"\x10Z@Y\xc1\xof\xa7\x07i]\xc1&\x15"\x08\xaf \xa1\x0cq\xa6u>\xbf5\x81'_\x
8d\x06\x7f\x01"

[2023-05-21 20:45:11,910] :: INFO :: amqtt_folder.mqtt.puback :: ###PUBACK WAS SENTHi#

Figure 27
Publish message by broker for sending choice token

Figure 27 is similar to Figure 22. The difference is at Figure 22, the broker sends the

choice token of ‘light’ topic. Here, the broker sends the choice token of ‘robot vacuum cleaner’.

20:45:11,830 ———-Publish message was received from broker (step 4 of choice token
s=chema) ---- from topic: bldd2d9%06ad3d2b0d38d2a5352819d0dc4%bfe042623e0cTcaf0gsdefed49a
3ba40€dalad03at8cSc42£7d27€e€508£92

20:45:11,837 The content of the message has not been changed. Mac is correct.
20:45:11,838 b'Topic name: robot vacuum cleaner'

20:45:11,839 Its choiceToken: b06092b324bf5a18a9560dac317fc5d81d1£7950%e5841178ddd
456bd01al137

20:45:11,8592 —-===Function to publish to topic: robot vacuum cleaner

20:45:11,893 Message to be published: Cleaning of Room 1 is finished

20:45:11,896 Authenticated encryption wversion of the topic name to be published: 7
9ec84e28013a4b9%pl8flbadbfbacZea7c318491a1292f124ala60c2963d657ccc357f4adec20c372001efd
c84€603e663ca3€67e3f915e€67d7d7€bb924bc54c455

20:45:11,900 b'Message after encryption with the choice token: C\xbOC[%$\xf3\xbé"\x
f4|\xal\x82+\xbbCR\xa2a\xcal\x15V\xle4D\x16\xcbgX\ x99\ xe8\xd4"

20:45:11,901 b'Message after authenticated encyption with the session key: I\xeeK\
xb2 \x15u\xT7f\xc9[+\xbSc?\xce\xff\x%c\xc3\x0£fgl\x11\xa5" " ] \xbeTM\xd0\xfd\xec\xe8?Z)\

8b:\x8d\x10Q\xaS5\x0£f\xfSn\x14\x£39\x1e\x9f\x07\x£8\x81\xc7=\xda\xfb\x92\x16p9\x0b\x9
4\x0b\x11\x97\x88\x96\x87\x97\x8£\x88\ x99\ xcé\xe2\xa00\x80\x81

20:45:11,912 Puback was received, messagelID =8

20:45:11,913 Signature of PUBACK is wverified.

Figure 28

Publish on the ‘robot vacuum cleaner’ topic
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At Figure 28, the client receives the step 4 publish message of choice token scheme
(Figure 14). After decrypting data, the client program learns the corresponding choice token of

requested topic name. If MAC codes are the same, the client calls the function to publish a

message to the topic ‘robot vacuum cleaner’. Topic name and its MAC code are encrypted using

the session key between the client and the broker. Also, the payload is encrypted using the choice

token. Then, the authenticated encryption version of the payload is generated. This publish
message is sent to the broker at the end of Figure 28. Then Puback is received and MAC of the

Puback is verified.

[2623-05-21 20:45:11,913] :: INFO :: amqtt folder.broker :: #####PUBLISHED RECEIVED FROM CLIENT: 71816075#i###

[2623-05-21 20:45:11,914] :: INFO :: amgtt_folder.broker :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF THE TOPIC NAME IN PUBLISH PACKET: 79ec84e28013a4bobls
fibadbfbac2ea7c318491a1292f124a1a6@c2963d657ccc357f4adc 20c 372001 efdc84603e663ca367e3f915e67d7d76bbo24bc54c455

[2623-05-21 20:45:11,915] :: INFO :: amgtt folder.broker :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF THE PAYLOAD IN PUBLISH PACKET: bytearray(b'I\xeeK\xb2
Wx15u\X7F\XCO[+\xb5c M\xce\xFF\x9bc\xc3\x0fgl\x11\xa5"" ]\xbeTM\xd@\xfd\xec \xe8?7 ) \x8b: \x8d\x1@Q\xa5 \x0f \xf5n\x14\xf39\x1e\x9f\x07\xf8\x81 \xc7=\xda \xfb\x92\x16p9\x@b\x9
A\x0b\x11\x97\x88\x96\x87\x97 \x8f \x88\x99'\xC6\xe2 \xa00\x80\x81" )

[2623-05-21 20:45:11,918] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, DECRYPTED VERSION OF THE PUBLISHED TOPIC: b'robot vacuum cleaner'

[2623-85-21 20:45:11,919] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, RECEIVED MAC OF PUBLISHED TOPIC: b'U\xddSU\x8fs\x8f%\x8f\xedE\xbf[ \x89;\xa2\xbd\x085\x87\
x0c\xbb/ \xe4\xae'\x92\x94\xec\xa2m\xa7\xac "

[2023-05-21 20:45:11,920] :: INFO :: amgtt_folder.broker :: CLIENT: 71816975, CALCULATED MAC OF PUBLISHED TOPIC: b'U\xddsu\xsfs\xsf%\xef\xedb\xbf[ \x89;\xa2\xba\xe5\x8
7\xac\xbb/\x@4\xae\x92\x94 \xec \xa 2m\xa7\xa c

[2023-05-21 20:45:11,922] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, MAC OF TOPIC NAME IS SAME

[2023-05-21 20:45:11,924] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, RECEIVED MAC OF PAYLOAD: b'\xad\x8f\xbae\xde\x8cs\xbb\xd1h\xbb\xd5\x15R\xd2t\x1c@+#\xc5"h
F%\xd9A\xbe\x14\xbf\xf2\x8c\xa9"

[2623-05-21 20:45:11,925] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, CALCULATED MAC OF PAYLOAD: b'\xad\x8f\xbde\xde\x8cs\xbb\xd1h\xbb\xd5\x15R\xd2t\x1c@+#\xc5
"h%\xdoa\xbe\x14\xbf\xf2\x8c\xa9"

[2623-85-21 20:45:11,928] :: INFO :: amgtt folder.broker :: CLIENT: 71816975, MAC OF PAYLOAD IS SAME

[2023-05-21 20:45:11,928] :: INFO :: amgtt folder.broker :: CLIENT: 71816975, DECRYPTED PAYLOAD (still encrypted with choice token): b’C\xbeC[%\xf3\xb6"\xf4|\xal\x82+\
xbbCR\xa2a\xca@\x15V\x1e4D\x16\xcbgx\x99\xe8\xd4" from topic b'robot vacuum cleaner’

[2623-85-21 20:45:11,928] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, DECRYPTED VERSION OF THE PUBLISHED TOPIC: b'robot vacuum cleaner'

[2623-05-21 20:45:11,928] :: INFO :: amqtt folder.broker :: ####PUBLISH MESSAGE IS GOING TO BE RELAYED TO CLIENT: 92194867#iHH:

[2023-05-21 20:45:11,932] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, DECRYPTED VERSION OF THE DATA TO BE SEND (still encrypted with choice token) b'C\xbeC[%\x
F3\xb6" \xf4| \xa1\x82+\xbbCR\xa2a\xca®\x15V\x1edD\x16 \xcbgX\x99\xe8\xd4" FROM TOPIC: robot vacuum cleaner

[2623-05-21 20:45:11,935] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, AUTHENTICATED ENCRYPTION VERSION OF THE TOPIC TO BE SEND ae5345e6dledbc3cccfb5d37fb2e2cad
258dc2casc1f521c84cobab2fcfle8c213e8f8eebeatbb38760852f 265dcbfadedl3e2667a69e4e259981beascha7e08

[2623-05-21 20:45:11,935] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, AUTHENTICATED ENCRYPTION VERSION OF THE DATA TO BE SEND b'X\xa2\xac\xd7\xcb\xf3\xdo\xa23\
x9a\xaf\xaob}\xa2\xf4\xd1\x811\xc6\r\xe1\xf7_\xd8d\n\x1ce\xfa\xc9\xb3Vi\x80\x1b\xe7\xc9c\x1aq\xa8\xF2\xb6c\x93\x8e[ \x99}(0Y\x06\xa2 : \x82\x06 \xb5\xa7\xf5\xe3k\xc6 \x97\x
b6\x1d\xbc1\xef\xc1\xd6L \x9a4 \xfb{\x17\xa5\x13"

L2623-@5-21 20:45:11,938] :: INFO :: amqtt_folder.broker :: CLIENT: 92194867, PUBLISH MESSAGE IS SENT

Figure 29

Handling publish message received from client at broker

At Figure 29, the broker receives the publish message from the client. Then the broker
decrypts the topic name by using the session key between the client and the broker. After topic
name decryption, the received MAC of topic name and calculated MAC of topic name are
compared. If they are the same, the broker decrypts the payload of the publish packet. After
payload decryption, the received MAC of payload and calculated MAC of payload are

compared. If they are the same, the broker adds this publish message to the broadcast queue in
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order to forward to interested subscribers. Since, at the previous steps another client subscribed
to the published topic, message is relayed to that client. Before sending the publish packet, topic
name and payload are signed and encrypted with the session key between the broker and target

client.

20:45:11,941 ——--Publish message was received from broker

20:45:11,943 b'Encrypted payload: \x00PX\xa2\xac\xd7\xcb\xf3\xd0\xa23\x%a\xaf\xalb
Mixa2\xf4\xdl\x81i\xcé\r\xel\xf7 \xdsd\n\xlce\xfa\xco\xb3Vw\x80\x1lb\xe7\xcSc\xlag\xas
\xf2\xb6c\x93\x8e[\x59} (oY\x06\xa2:\x82\x06\xb5\xa7\xf5\xe3k\xc6\x97\xbé\x1d\xbcl\xef
\xcl\xdéL\x%a4\xfb{\x17\xa5\x13"

20:45:11,94¢6 Encrypted topic: ae5345e6dleSbc3cccfb5d37fb202c4d258dc2ca8clf521c84cO
b4b2fcfle8c21308f8eeb04fbb38760852f265dcbfad0413e2667a6%e42259981b008cb47008
20:45:11, 949 b'Received MAC of topic name: <\xc0\xdlji\xb7m\x%c~\xd2\xeé\x0b.\xaecs#
\xa8\xed\xfc\x94\xaT\xaf-C8\x98\xbe8\xb0_\x17\x8e\xf&"

20:45:11,951 b'Calculated MAC of topic name: <\xcO\xdlj\xbTm\xSc~\xd2\xeé\x0b.\xae
S#\xas8\xed\xfc\x94\xa7\xaf-C8\x98\xbe8\xb0_\x17\x8e\xfe'

20:45:11,951 The content of the topic name is not changed. Mac of the topic name i
s correct

20:45:11,95¢6 Choice token of the topic: b06052b324bf5al8a%560dac317£c5d81d1£7950%¢e
9841178ddd456bd01all37

20:45:11,958 b'Message after decryption with session key: C\xbOC[%\xf3\xbé"\xf4|\x
al\x82+\xbbCR\xa2a\xcal\x15Vixled4D\xl6 \xcbgX\ x99\ xe8\xd4"

20:45:11,962 b'Received MAC of payload: \x80.0\x97\xaa\xa2v\x9b\x01\x01\x92\xcé7)\
xa6\x94\xel\xb4\xa0 |, \xbdo\x£f8\x035\x07\xc9\xb5\ xbb\ xd0&"

20:45:11, 964 b'Calculated MAC of payload: \x80.0\x9%7\xaa\xa2v\x9b\x01\x01\x92\xcé€7
)\xaé\x94\xel\xb4\xa0|, \xbdo\x£8\x035\x07\xco%\xb5\xbb\xd0&"

20:45:11, 964 The content of the payload is not changed. Mac of the payload is corrx
ect

Figure 30
Second client who receives the relayed publish message

At Figure 30, the second client which is subscribed to topic ‘robot vacuum cleaner’
receives the relayed publish message. First, it decrypts the topic name by using the session key
between the client and the broker. After topic name decryption, the received MAC of topic name
and calculated MAC of topic name are compared. If they are the same, the client decrypts the
payload of the publish packet. After payload decryption, the received MAC of payload and
calculated MAC of payload are compared. If they are the same, the client decrypts the payload

using the topic related choice token and learns the message.
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# MQTT DEFAULT AUTH CLIENT
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Figure 31
GUI of Client when unsubscribe from the topic ‘light’

As can be seen in Figure 31, after the client subscribes to a topic that topic name can be
seen from the ‘Subscribed Topics’ list of the GUI. When the client wants to unsubscribe from a
topic, the client should select that topic from the ‘Subscribed Topics’ list and push the

unsubscribe button. More than one topic can be selected from the list for sending unsubscribe.

20:52:31,411 Topic names to unsubscribe received from the gui:light

20:52:31,413 ==== Function to unsubscribe to topic: light----

20:52:31,415 b'HMAC of the Topic: \x143Z0@8\x00\xe5\xbc%\xd7\xcfB \xldb\xel\xee\xaa
PH\x08\xe4\xfbEmpr\xa9\x£f37\x00\x8c"

20:52:31,417 Authenticated Encryption Version of the Topic: 723ed77£7d6773c7eff93d
SbcS9lef5ad526044c8eleSc72ddlfafceS57acbdecS52f6246elc3ee6603dl88e95934e2c738
20:52:31,419 Unsubscribe List : 723ed77£7d€773c7eff93dS5bc9l6f5ad526044c8eleSc72ddl
fafc655T7acbdc52f6246elc3ee6603d188e95934e2c738

20:52:31,421 Unsubscribe to: ['723ed77£7d6773c7eff93d5bc916f5ad526044c8el65c72dd1lf
afc6557acbdc52f6246elc3ee6603d188e95934e2c738"]

Figure 32

Client side when the client pushes the unsubscribe button from the GUI

In Figure 32, the client unsubscribes to previously subscribed topics. Client program
calculates the authenticated encryption version of the topic names that the client wants to

unsubscribe and then this packet is sent to the broker.
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[2023-85-21 20:52:31,424] :: INFO :: amqgtt_folder.mgtt.protocol.handler :: ####UNSUBSCRIBE PACKET RECEIVED FROM CLIENT: 71816975

[2023-@5-21 20:52:31,426] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF THE UNSUBSCRIBE PACKET: ['723ed77{7d67
73c7eff93dsbcol6f5ad526044c8e165¢72dd1fatc6557achdc52f6246e1c3ee6603d1889593422c738 ' |

[2023-@5-21 20:52:31,428] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF OME TOPIC: 723ed77f7d6773c7eff93dsbcal
6f5ad526044c8e165c72dd1faf c6557acbdc52f6246e1c3ee6603d18829593422c738

[2023-@5-21 20:52:31,431] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, DECRYPTED VERSION OF ONE TOPIC: b'light’

[2023-05-21 20:52:31,432] :: INFO :: amqtt folder.mqtt.protocol.handler :: CLIENT: 71816975, RECEIVED MAC: b'\x14jZe@\x0e\xeS\xbc%\xd7\xcfB \xldb\xel\xee\xaaPH\xe8\xe4
\xfbEmprixad\xf37\xee\xac"

[2023-85-21 20:52:31,434] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, CALCULATED MAC: b'\x14jZ6@\x00\xe5\xbc%\xd7\xcfB \x1db\xel\xee\xaaPH\x88\x
ed\xTbEmprixag\xf37\xee\xsc"

[2023-@5-21 20:52:31,436] :: INFO :: amqtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, MAC OF THIS TOPIC (b'light’) IS SAME

[2023-@5-21 20:52:31,438] :: INFO :: amqtt_folder.broker :: 71816975 handling unsubscription

[2023-85-21 20:52:31,439] :: INFO :: amqgtt_folder.broker :: CLIENT: 71816975, DELETE SUBSRCIPTION FOR TOPIC light

[2023-@5-21 20:52:31,441] :: INFO :: amgtt_folder.mgtt.unsuback :: ###UNSUBACK WILL BE SENT###

[2023-@5-21 20:52:31,442] :: INFO :: amqtt folder.mgtt.unsuback :: signature of unsuback packet : b'\x18a\xf6\x8e $\x81{[\x92\xb5\xbd\xfoh\x85\x89X\xda\xed\t\xe260\xa5
\x08\xce\xeeY\x1fMaM"

LZ@ZB—@S—H 20:52:31,445] :: INFO :: amgtt_folder.mqtt.unsuback :: ###UNSUBACK WAS SENT#iH#

Figure 33

Broker side when client push the unsubscribe button from the GUI

In Figure 33, the broker gets the unsubscribe packet and decrypts it by using the session
key between the client and the broker. Then HMAC of the topic names is calculated and
compared with the HMAC received in the packet. If they are the same, topic names that the
client wants to unsubscribe are deleted from the subscription list and unsuback is sent.
Otherwise, an mac error message is sent to client to inform it their unsubscription is not

completed

20:52:31,447 Unsuback was received, message Id: 9
20:52:31,448 Signature of UNSUBACK is wverified.

Figure 34

Client side when gets the unsuback packet

In Figure 34, as a response to unsubscribe, the broker sends the Unsuback packet. This
Unsuback packet contains the MAC of the packet identifier which is the same as the packet
identifier of the Unsubscribe packet. If the MAC of these packet identifiers are the same, then the
signature is verified. Otherwise, the client gets an error message about that situation in the case it

wants to send the unsubscribe packet again.
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Figure 35
GUI of Client when subscribe to home/#

In Figure 35, the client subscribes to a wildcard topic ‘home/#’. Since it subscribes to a

wildcard topic, the client has been subscribed to all the topics under the ‘home/’ such as

‘home/light’, ‘home/room/temperature’ etc.

20:57:01,030 --——Function to subscribe to topic: home/#

20:57:01,032 b'MAC of the topic: \xbe\xcc\x84)\xf7\xfa\xfeé\x7fb\\\x8d\xcl\x99\xc5\
x1£f\x03\xbbB\xady\x93#\xc8\x£7\xd8\xe0\x1e\x8£fT+\xc4: "

20:57:01,034 Authenticated encryption version of the topic:266b7%a4fela%9f595al1692
e9fd85365e2e59266264bffc5753ce85462c660c3d2d8f118ed05bfcél3abad3e596
20:57:01,036 Subscribed to: 266b7%a4fela99f59521692a3d3be9£fd85365e2259266264b£ffc97
53cef85462c660c3d2defllgedOSbfcel3abad3esse

Figure 36

Handling subscription on client side for wildcard topics

In Figure 36, the client takes the ‘home/#’ from the GUI and prepares the authenticated

encryption version of the topic and sends the subscribe packet to the broker.
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[2023-85-21 20:57:01,839] :: INFO :: amgtt folder.broker :: Client ID: 71816975 handling subscription

[2023-05-21 2@:57:01,041] :: INFO :: amqtt_folder.broker :: ####SUBSRCIPTION RECEIVED FROM CLIENT: 71816975#i#H##

[2023-@5-21 20:57:01,043] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, AUTHENTICATED ENCRYPTIOM VERSION OF THE SUBSRCIPTION: 266b79a4fela99f595a1692a3d3beofdsss
65e2e59266264bTfc9753ce85462c660c3d2d8f118edosbfc613abad3e596

[2023-85-21 20:57:01,846] :: INFO :: amgtt_folder.broker :: CLIENT: 71816975, DECRYPTED VERSION OF THE SUBSRCIPTION: b'home/#'

[2023-05-21 20:57:01,047] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, RECEIVED MAC OF SUBSCRIBED TOPIC: b'\xbe\xcc\x84)\xf7\xfa\xfo\x7fb\\\x8d\xc1\x99\xc5\x1f\
x@3\xbbB\xady\x93#\xc8\xf7\xd8\xe@\x1e\x8f T+\xc4: '

[2023-05-21 20:57:01,0848] :: INFO :: amgtt folder.broker :: CLIENT: 71816975, CALCULATED MAC OF SUBSCRIBED TOPIC: b'\xbe\xcc\x84)\xf7\xfa\xf6\x7fb\\\x8d\xc1\x99\xc5\x1
F\x@3\xbbB\xady\x93#\xc8\xf7\xd8\xe@\x1e\x8f T+\xc4: '

[2023-@5-21 20:57:01,050] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, MAC OF THE SUBSCRIBED TOPIC IS THE SAME

[2023-@5-21 20:57:01,051] :: INFO :: amqtt_folder.mqtt.protocol.handler :: ----FUNCTION: send_choice_token_wildDB topicname b'home/#' ----

[2023-85-21 20:57:01,053] :: INFO :: amgtt_folder.mgtt.protocol.handler CLIENT: 71816975, PREPARATION OF PUBLISH MESSAGE FOR CHOICE TOKEM

[2023-05-21 20:57:01,068] :: INFO :: amgtt_folder.mgtt.protocol.handler CLIENT: 71816975, topicname_str exact: home

[2023-05-21 20:57:01,07@] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, TOPIC: home/rooml/temperature, AND ITS CORRESPONDING CHOICE TOKEN: 15f6fda
c7fecee63c52b3e60f55551c2d1b7d3072019852683e4a3f5fc@adlSa

[2023-85-21 20:57:01,0674] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, PLAIN VERSION OF TOPIC NAME: 71816975

[2023-05-21 20:57:01,075] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF TOPIC NAME: bldd2d9ecad3dzbedssd2as3s2
819dedcaobfeed2623e0c7cafo85defed9a3badacdanade3asscsca2f7d276e650892

[2023-85-21 20:57:01,877] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, AUTHENTICATED ENCRYPTIOW VERSION OF PAYLOAD SEMD FOR CHOICE TOKEM: b'\xell
xa3” aL\x@5\x8esnIjes\xaf \x9a09\xceYa\xofhad\x84\x84\xfa\xc7\xa3] \x91\xfak\xa4h\xe3g\x97v4$ \xdo\xd2 \xe1&\x7\xceb\xcb (d\xbaT\xa9\x92\r\xf8\x9aP\x9e\xf4( \xba\xasg\xcd\xfb
"\xfezw\xdaC\xcl; , \x8e\xaa\x188\xe4=C\xddk\x87\xc6It\xbcD\xed\x@3\xebi(\xF2%\xdb\x13\xf4\x13\xc2\xb6\xas5\ ' \xc6 . \xfdT\x14\xcc\rc\xelo\x96 \xce\xce\x9e\xbe*oU\xba\x7\xod
V\x@5*

[2023-85-21 20:57:01,093] :: INFO :: amgtt_folder.mgtt.protocol.handler :: REQUESTED CHOICE TOKEN IS SENT TO CLIENT (step 4 of choice token schema): 71816975
[2023-05-21 20:57:01,094] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, TOPIC: home/roocm2/temperature, AND ITS CORRESPONDING CHOICE TOKEM: f856¢f8
3fabof2b3a@937e2a66e4663ebe312b7cdsdcale238d1f502577eaact

[2023-05-21 20:57:01,898] :: INFO :: amgtt folder.mqtt.protocol.handler :: CLIENT: 71816975, PLAIN VERSION OF TOPIC WAME: 71816975

[2023-05-21 20:57:01,099] :: INFO :: amgtt_folder.mgtt.protocol.handler :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF TOPIC NAME: bldd2dgecad3d2bedssd2as3s2
819dedcagbfeea2623e0c7catessdefedga3basecdanade3asscsca2f7d276e6508f92

[2023 ©5-21 20:57:01,108] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF PAYLOAD SEMD FOR CHOICE TOKEM: b"\xell
xa3” al\x®5\x8085nIjes \xaf \x9a09\xceY4\x6ThAd\x84\x84 \xTa\xc7\xa3] \x91\xfa0s \xed\xa7 \xaf \xae\x01< \xe6\x94s \xc1q\x1bf \x9cY \x12 \xFd \x8\x98\xe7 \xba\xc8'\x89 \xc F\xe2 \xc2\ t\x
d3\x07\x141\xbe \xb2\x81\x08\xa3_\xc1\xb1\x84&t\x17\x8e6\xc6\xc1\x88\xa3\xeel \xd5p]6/\x8b\xe79\x8fM\x9f \xed\xe9\xc1\x9e\xed ' \xof \xB6c \xF4\xa0\x82 2\xaf\xfa\x1ek\\\xbc\x
04\xa8\xea5\x88\xef \xe@\xca\xec\xec\x@46"

[2023-85-21 20:57:01,116] :: INFO :: amgtt folder.mqtt.protocol.handler :: REQUESTED CHOICE TOKEM IS SENT TO CLIENT (step 4 of choice token schema): 71816975
[2023-05-21 2@:57:01,118] :: INFO :: amgtt_folder.broker :: ADD SUBSCRIPTION: ('home/#', 1)

[2023-@5-21 20:57:01,119] :: INFO :: amqtt folder.mqtt.suback :: signature of the suback packet: b'\xf5\x1a\xfe\xfe\xee7u~?\x1d\xcfP\xe6M\x18" \xf7\x80\xbbM2\xa2R\xec\x
e0\x14\x87\xb8\xbe_\xc5\xaf"

[2023-05-21 208:57:01,121] :: INFO :: amqtt_folder.mqtt.suback :: #HSUBACK WAS SENT###

Figure 37

Handling subscription on broker side for wildcard topics

In Figure 37, the broker gets the subscribe packet. The broker receives the subscribed
topic name as authenticated and encrypted. It decrypts it by using the session key between the
broker and the client sending the subscribe packet. Then, it compares the received MAC and
calculated MAC . If the MAC:s are not the same, an error message is sent to the client in order to
inform the client that the subscription failed. If they are the same, the broker checks its ‘choice
token’ table from the database for topic names under the ‘home/’. In our example, there are two
topics under the ‘home/’ and these are ‘home/room1/temperature’ and
‘home/room2/temperature’. First their corresponding choice tokens are sent to the client as
authenticated and encrypted. Then, broker adds the subscription of ‘home/#’ to the subscription

list and suback is sent to the client. This suback packet includes the MAC of the packet identifier.
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20:57:01,079 —----Publish message was received from broker

20:57:01,081 b'Encrypted payload: \x00\x80\xel\xa3'aL\x05\x805nIje8\xaf\x%a09\xceY
4\x0fhA4\x84\x84\xfa\xc7\xa3j\x91\xfak\x94h\xe3g\x97V45\xd9\xd2\xels\x7f\xceb\xcb (d\x
b4T\xad\x%2\r\xfa\x%aP\x90\xf4 (\xb4\xad\xcd\xfb"\xf0zW\xdaC\xcl;, \x3e\xaa\x133\xed4=C\
xddk\x87\xcéIt\xbcD\xed\x03\xebK\x£2%\xdb\x13\xf4\x13\xc2\xb&\xa5\ ' \xc€. \xfdT\x14\xcc
\rc\xelo\x9€ \xce\xce\x%e\xbé*oU\xb4\x7£\x9dV\x05"

20:57:01,085 Encrypted topic: bldd2d906ad3d2b0d&8d2a5352819d0dc49bfel42623elcTcatl
85defe4%a3ba406dalad03a88c5c42f7d276e6508f92

20:57:01,087 CHOICE TOKEN FCR THE WILDCARD TOPIC AFTER DECRYPTICN

20:57:01,089 Topic name: home/rooml/temperature

20:57:01,090 Its corresponding choice token: 1l5féf4ac7feceeé&3c52b3e60£55551c2dlb7d
30720£9852683e4a3f5fcl0ad415a

20:57:01,104 —-—-——Publish message was received from broker

20:57:01,105 b"Encrypted payload: \x00\x80\xel\xa3 aL\x05\x80SnIje8\xaf\x%a09%\xceY
4\x0fhRA4\ x84\ x84 \xfa\xc7\xa3j\x91\xfa0s\xed\xa7\xaf\xae\x01<\xe6\x94s \xclg\x1bf\x9cY\
x12\xfd\x8f\x98\xe7\xba\xcO0\x89\xcf\xe2\xc2\t\xd3\x07\x141\xbe\xb2\x81\x08\xa3_\xcl\x
bl\x84sc\x17\x8eé6\xc6\xcl\x38\xa3\xeel\xd5p) 6/ \x8b\xeT79\x8fM\x9f\xed\xed\xcl\x%\xe4d"
\xSf\x86c\xf4\xa0\x382 2\xaf\xfa\xlek\\\xbc\x04\xag\xeaS\x80\x0f\xe0\xca\xec\x0c\x046"

20:57:01,109 Encrypted topic: bldd2d%06ad3d2b0d&8d2a5352819d0dc49bfel42623e0cTcatfl
85defe4%a3ba406dalad03a88c5c42£7d276e6508£92

20:57:01,111 CHOICE TOKEN FOR THE WILDCARD TOPIC AFTER DECRYPTION

20:57:01,112 Topic name: home/room2/temperature

20:57:01,113 Its corresponding choice token: f£856cf83fab%f2b3al%37e2atéed4663ebe3l2
b7cd8dcal0238d1£50257Teaast

20:57:01,122 Suback received, message id: 10

20:57:01,123 Signature of SUBACK is wverified.

Figure 38

Receiving publish on client side for choice tokens related to wildcard topic

In Figure 38, the client receives the publish messages including the choice tokens related
to topics ‘home/room1/temperature’ and “home/room2/temperature’. These are the topics found
in choice token table on the broker side related to ‘home/#’ wildcard topic. These publish
messages are received as authenticated and encrypted. First, the client decrypts the messages
using the session key and then compares the HMAC received with the HMAC calculated. If they
are the same, the client adds these choice tokens to the dictionary. Also at this step, a Suback
packet is received from broker as response to subscribe to topic ‘home/#’. This Suback packet
includes the HMAC of the packet identifier of the subscribe packet sent. If the received HMAC
and calculated HMAC are the same, the signature is verified. Otherwise, the client is informed in

case it wants to send the subscribe again.
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Subscribed Topics: Publish Msg:
Unsubscribe temperature is 35 degrees

Figure 39

Publish sent to ‘home/room3/temperature’ from another client

As can be seen in Figure 39, another client sends a publish message for topic

‘home/room3/temperature’ that is included in the wildcard topic “home/#’.

[2023-05-21 21:02:42,383] :: INFO :: amqtt folder.broker :: #i####PUBLISHED RECEIVED FROM CLIENT: 92194867#iHtH

[2023-05-21 21:02:42,385] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, AUTHENTICATED EMCRYPTION VERSION OF THE TOPIC NAME IN PUBLISH PACKET: d1f5773f76eb87b1152
28a8741c29bc848b373b55233bae23al141eebd5546eba52aa1a6906114baeb17fafb37blcooleae2dessb2be5obcfobe2f8a36e35d4s

[2023-05-21 21:02:42,386] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, AUTHENTICATED ENCRYPTION VERSION OF THE PAYLOAD IN PUBLISH PACKET: bytearray(b'A\x91\xbs5!
\X8CEB\x91\xc8\xad_\x8f0\x11V\xba\x16"\x99\x86\xe5 )&\xb7\x8b\xe1\x17\x8e\xa1\x0co/0\xd6 \x8a\x04\x86 \x14\xfe\x18<NS0\x18W\xed\xd7\xea \xc5\xc1\x17\xd8L \x83H\xa3*\x91\xdc
\xbf\xad\xbe\x8e\xee\x94sd\xfdv=\x97 (\xf6\x93\xac> \xdb\x97\xae")

[2023-05-21 21:02:42,389] :: INFO :: amqtt_folder.broker :: CLIENT: 92194867, DECRYPTED VERSION OF THE PUBLISHED TOPIC: b'home/room3/temperature’

[2023-05-21 21:02:42,397] INFO amqtt_folder.broker CLIENT: 92194867, RECEIVED MAC OF PUBLISHED TOPIC: b'\xab\xc5,+\x05+\xd4z\xe0\xe6\xfe\xdel\x94(\xaa\xfe\xe5
\xdey_\xea\xb7\xa6\x7fa\x021\x7%\x9f\x99"

[2023-@5-21 21:02:42,401] :: INFO :: amgtt_folder.broker
e5\xdov_\xea\xb7\xa6\x7f4\x021 \x7f%\x9f\x99"

[2023-05-21 21:02:42,404] :: INFO :: amgtt_folder.broker ::
[2022-05-21 21:02:42,407] :: INFO amqtt_folder.broker
x14\xec\xcfaA]\x9fX\x9b\x8fs

[2023-65-21 21:02:42,411] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, CALCULATED MAC OF PAYLOAD: b'x\x9dqo\xc8\xaf*\x07\xa6\xad\xf4\xa3g\xbo\xeb\xb6\xe2:2\xb7\
T\x14\xec\xCFaA] \xOFX\xob\x8FS "

[2023-05-21 21:02:42,413] :: INFO :: amqtt folder.broker :: CLIENT: 92194867, MAC OF PAYLOAD IS SAME

[2023-85-21 21:02:42,414] :: INFO :: amqtt folder.broker :: CLTENT: 92194867, DECRYPTED PAYLOAD (still encrypted with choice token): b"\xb5\xac&%=\xeav\xdc\xca\xboe\x8
F1xba\xco\x18m\xc1u\xaa\x93 ' 8\xa19cs. \x8f\xfe \xfcI\xed" from topic b’home/room3/temperature’

[2023-05-21 21:02:42,415] :: INFO :: amqtt_folder.broker :: CLIENT: 92194867, DECRYPTED VERSION OF THE PUBLISHED TOPIC: b'home/room3/temperature’

[2023-05-21 21:02:42,418] :: INFO :: amqtt folder.mgtt.protocol.handler :: ----FUNCTION: PREPARATION OF PUBLISH MESSAGE FOR SENDING CHOICE TOKEN TO 71816975 FOR TOPIC
home/room3/temperature --

i+ CLIENT: 92194867, CALCULATED MAC OF PUBLISHED TOPIC: b'\xab\xc5,+\x@5+\xd4z\xe@\xe6\xfe\xdel\x94(\xaa\xfe\x

CLIENT: 92194867, MAC OF TOPIC NAME IS SAME
CLIENT: 92194867, RECEIVED MAC OF PAYLOAD: b'x\x2dgo\xc8\xaf=*\x@7\xa6\xad\xf4\xa3g\xbo\xeb\xb6\xe2:2\xb7\t\

[2023-05-21 21:02:42,425] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, TOPIC: home/room3/temperature, AND ITS CORRESPONDING CHOICE TOKEN: 5012306
bfdacde1c051562501170366e00272d6045 21 FlbsFe3d376707£2601
[2023-05-21 21:02:42,426] :: INFO :: amqtt folder.mqgtt.protocol.handler :: ----FUNCTION: PREPARATION OF PUBLISH MESSAGE FOR CLIENT 71816975 FOR REQUESTED CHOICE TOKEM

(step 4 of choice token scheme)----

[2023-05-21 21:02:42,428] :: INFO amqtt_folder.mqtt.protocol.handler :: Plain version of the message: b"wildcardChoiceToken: :: :home/room3/temperature:: : :P\x120k\xfd
\xa9\xde\x1c\x@5\x15bP\x11y6n\r’ -~ £ \xfd\xb8\xf5\xe3\xd3vy\x7f+\x911Falses"

[2023-@5-21 21:02:42,430] :: INFO :: amqtt_folder.mqtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED TOPIC NAME: bldd2d9e6ad3d2bedsgd2a5352819dedc4obfeed2623eac7cafe
85defeq9a3bal6danade3as8csc4217d276e6508192

[2023-65-21 21:02:42,431] :: INFO :: amqtt folder.mgtt.protocol.handler :: CLIENT: 71816975, ENCRYPTED PAYLOAD SEND FOR CHOICE TOKEN: b®\xel\xa3” al\x05\x80SnTje8\xaf\x
9a09\xceY4\xefhAa\x84\ x84 \xfa\xc7\xa33 \x9L\xfa\x11\x90\xf8\x1b\xasM\xf5\x81 \xc2e \xa7\x10\xasM\x82*\x90\xe5 \x81L \xdf \xe8\xb3<\xa9i\xc8 @\xd7\xfc\x97?\x84\xco\x00\xe7\xe
9UV\xC3 ! \xfAXT\x92#CQ\x84KM\xaa\xc1 \x113 \xd2\x9c\xca\xd4\x1f77\x94\xa9 \x19\x10\x@ep\xf7\xf1k\xcc\x17\xde\xd5\x1d \x@2pouu'\xba\xe4 \x99w\x98 \x17\x8b\x9aD*" 3\xc8\x86 "
[2023-65-21 21:02:42,440] :: INFO :: amqtt folder.mgtt.protocol.handler :: REQUESTED CHOICE TOKEN IS SENT TO CLIENT (step 4 of choice token schema): 71816975
[2023-05-21 21:02:42,441] amqtt_folder.broker :: ####PUBLISH MESSAGE IS GOING TO BE RELAVED TO CLIENT: 71816075####

[2023-05-21 21:02:42,441] : 11 amqtt_folder.broker :: CLIENT: 71816975, DECRYPTED VERSION OF THE DATA TO BE SEND (still encrypted with choice token) b"\xbS\xac&%
“\xeav\xdc\xca\xbOe\xBF \xbA\xco\X18M\xe 1u\xaa\x93" B\xaL0cs . \xBF\xFe\xFCT\xd4" FROM TOPIC: home/room3/temperature

[2023-05-21 21:02:42,442] :: INFO :: amqtt_folder.broker :: CLIENT: 71816975, AUTHENTICATED ENCRYPTION VERSION OF THE TOPIC TO BE SEND 9284c7c4ef76b531054ddd92b1bbbf34
6d1e953f ccffob859d5be7f945c4d926fb6cofc59b2feadddedcead781aa3z7dacfede7eb3569e4912279F91638bbS11

[2023-05-21 21:02:42,443] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, AUTHENTICATED EMCRYPTION VERSION OF THE DATA TO BE SEND b’\xab_\xca\xed\xedAy'=\xe8\x@5T\
Xa0c\xabl\xa8\xb6 \xad\xaf }\x875\xba \xbd\xF1\xde\xdd\x14\x054\x19\xa3" \xe0\xa3 \xacG\xa1B \xf1\xce \xfa\xo4\xb7{ \xc3*>C\x8br_ \xd3\xb7\xe6\x81\xa5azz1N7\xb\x1bud\xd 2U8PT
H\xd4\x0eDR"

[2023-05-21 21:02:42,445] :: INFO :: amqtt folder.broker :: CLIENT: 71816975, PUBLISH MESSAGE IS SENT

Figure 40

Broker relaying mechanism for the message ‘home/#’
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In the Figure 39, another client (ID: 18499112) published the ‘home/room3/temperature’
when our client is already subscribed to the home/#’ topic as can be seen in Figure 36. In this
Figure 40, the broker relays the message received for topic ‘home/room3/temperature’ to our
client (ID: 2678449). Before relaying the message, it controls whether the choice token of that
topic has been sent to the client, who subscribed to the wildcard topic, before. If it was not sent,
the broker first sends the choice token to our client for the topic ‘home/room3/temperature’ in an
authenticated and encrypted way. Then, the broker relays the publish packet by making the

necessary MAC calculations and encryptions.

21:02:42,433 ——--Publish message was received from broker

21:02:42,434 b'Encrypted payload: \x00\x80\xel\xa3 aL\x05\x305nIjes\xaf\x%a09%\xceY
4\x0fhA4\x84\ x84\ xfa\xcT\xa3j\x91\xfa\x11\x90\x£8\x1b\xaSM\x£5\x81\xc2e\xa7\x10\ xasdM\
%x82*\x90\xe5\x81L\xdf\x08\xb3<\xa9i\xc8 0\xd7\xfc\x97?\x84\xc9\x00\xeT\xe3Uv\xc3'\xf4
xT\x92#CQ\x84KM\xaa\xcl\x1£3\xd2\x9c\xca\xd4\x1£7J\x94\xa9\x19\x10\x0ep\x£7\xflk\xcc\
x17\xde\xd5\x1d\x02p%Uu\xba\xe4\x99w\x98\x17\x8b\x%aD* " 3\ xc8\x86"

21:02:42,436 Encrypted topic: bldd2dS06ad3d2b0d88d2a5352819d0dc49bfe042623e0cTcafl
85defe49a3ba406dafad03a88cS5c42£7d276e6508£92

21:02:42,437 CHOICE TOKEN FOR THE WILDCARD TOPIC AFTER DECRYPTION

21:02:42,438 Topic name: home/room3/temperature

21:02:42,439 Its corresponding choice token: 5012306bfda9d01c051562501179366e0d272
d604521fdb8f5e3d376797£2bS1

21:02:42,44¢6 ----Publish message was received from broker

21:02:42,446 b'Encrypted payload: \x00P\xab_\xca\xe4\xedAy"=\xeS\x05T\xalc\xabW\xa
8\xbé\xa0\xaf}\x875\xba\xbd\xfl\xde\xdd\x14\x054\x19\xa3 \xe9\xa3\xacG\xalB\xfl\xce\x
£4\x94\xb7 {\xc3*>C\x8bxr_ \xd3\xb7\xe€\x81\xa5azz1lN7\x0b\x1bud\xdf?USPIH\xd4\x0eDR'

21:02:42,447 Encrypted topic: 9284c7c4ef7€b531054ddd92blbbbf346dle953fccffSb859dSb
07£945c4d92¢efbecSfc55b2feadd4edcefadT8laa37d4cfeleTeb3569e49£2279£91638bb511

21:02:42,449 b'Received MAC of topic name: \x16\xf6<-\xdOb\xd%\x88\xeb3L}H@7\xc9\x
eb\x£5\x89\x03\xc9\x9d\x85] \xd0\xel\xlc\xcc\xlb\xaT7F\xfd"'

21:02:42,450 b'Calculated MAC of topic name: \x16\xfé<-\xdOb\xd9\x58\xeb3L}HE7\xc9
\xeb\xf5\x89\x03\xc9\x9d\x85] \xd0\xel\xlc\xcc\x1lb\xa7F\xfd"

21:02:42,451 The content of the topic name is not changed. Mac of the topic name i
s correct

21:02:42,452 Choice token of the topic: 5012306bfdaSd01c05156€2501179366e0d272d6045
21fdb8f5e3d37€6797£2bS1

21:02:42,453 b"Message after decryption with session key: \xb5S\xac&t=\xeav\xdc\xca
\xboe\x0f\xb4\xcO\xl8m\xclu\xaa\x93'8\xaldcs. \x8f\xfe\xfcI\x04"

21:02:42,455 b'Received MAC of payload: n\xf4\xad[\xe4\xOb\xe8X\xde\xe5\x1dB@\x1lel
9\x9af\x98Vixbc\xe3\xf2V\xbf\t\xe9j\xd3 4C"

21:02:42,456 b'Calculated MAC of payload: n\xf4\xad[\xe4\xOb\xe8X\xde\xe5\x1dB@\x1l
e09\x9%af\x98V\xbc\xe3\xf2V\xbf\t\xedj\xd3 4C"

21:02:42,457 The content of the payload is not changed. Mac of the payload is corr
ect

Figure 41

Receiving the message from topic ‘home/room3/temperature’

In Figure 41, the client who subscribed to the topic ‘home/#’ gets the message for the

topic ‘home/room3/temperature’. First the client gets the choice token for the
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‘home/room3/temperature’ topic from the broker since the broker sends this choice token before
relaying the publish message to the client. The client decrypts the packets and learns the
corresponding choice token. Then the client gets another publish message. This time, this
message is the message which the broker relays at the end of the Figure 40. The client decrypts
the topic name and payload of this packet and compares the related MAC values. If everything is
correct, the client learns the message by decrypting the message by using the choice token of that

topic.

1§ MQTT CLIENT - O X —

Select an option for connecting to the broker

Authenticated Client (Publisher and Subscriber) |

Authenticated Topic Hashing Publisher |

sssssssssss

Authenticated Topic Hashing Subscriber | A [EC)
Figure 42
Starting GUI (Topic Hashing) Figure 43

GUI of Topic Hashing Publisher

Figure 42 contains the starting menu of GUI which was mentioned before in Figure 9.
This time, the outputs of the topic hashing scheme (Figure 4, Figure 5, Figure 6) will be
examined. So, the second button for the publisher and the third button for the subscriber are
going to be used. For this scheme, none of the outputs of the broker will be shown since the
operations on the broker are the same as above communications. Also, some encryption outputs
will be removed from the client. Topic hashing scheme was implemented on the top of the
default authenticated client that was implemented in the first option of the starting menu of GUI.

So, all the operations shown above also exist here but here the main point is different. So,
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outputs mostly will contain the extra features implemented for this topic hashing scheme in order

not to repeat previous features one more time.

Figure 43 contains the graphical user interface of the topic hashing publisher. At the
beginning only the connect button is enabled, the other buttons and text boxes are disabled.

When the client pushes the connect button Diffie Hellman key exchange is started.

21:10:57,171 ----Function: Prepare publish message for step 2 of the choice token
schema-———

21:10:57,175 b'Payload contains the authenticated encryption version of the topic
name for which a choice token is asked: topicHashing'

21:10:57,178 ----Publish was sent to 'choiceToken' topic (step 2 of choice token s
chema) -——-—

21:10:57,181  Suback received, message id: 4

:57,181  Signature of SUBACK is verified.

:57,185 -=-=-=Puback was received---- (step 3 of choice token schema)

157,185 Signature of PUBACK is verified.

:57,210 —-———Publish message was received from broker (step 4 of choice token
schema)-—--—- from topic: 3le%9e3€feb€0T7ad43a3caf2455d3c08fabad584265c07€863798eaa4ab7b0
9£1584bdlbf0cabd9c098189d4d43325cce

21:10:57,212 The content of the message has not been changed. Mac is correct.

21:10:57,213 b'Topic name: topicHashing'

21:10:57,214 Its choiceToken: e67bb2d02344c556773dfb6876e14b0331302418b9d0c70a8542
286217f8f6al

21:10:57,281 --=-=Function: Prepare publish message for step 2 of the choice token
schema----

21:10:57,282 b'Payload contains the authenticated encryption wversion of the topic
name for which a choice token is asked: newParticipant'

21:10:57,284 —--———Publish was sent to 'choiceToken' topic (step 2 of choice token s
chema) -==-

21:10:57,286 ==-==Puback was received---- (step 3 of choice token schema)
21:10:57,287 Signature of PUBACK is verified.

21:10:57,309 —-—-——Publish message was received from broker (step 4 of choice token
schema)-—-—-—- from topic: 3le%e3€feb€0T7ad43a3€af2455d3c08fabadS584265c07€863798eaa4ab7b0
9f1584bdlbf0cabd9c098189d4d43325cce

21:10:57,312 The content of the message has not been changed. Mac is correct.

21:10:57,313 b'Topic name: newParticipant'

21:10:57,313 Its choiceToken: £5273484aa2d9032c963db34c740c3125725d453fcec269809%¢ed
9831ade28850

21:10:57,389 b'MAC of the topic: \xbéTr\xfe\xe7\xf4&\x%aS\xf7z\x08\xcd[\x12\x96x\x
1c\xacEv\xad-\xec\xe8\xdc\xaa\x04\xbc\xle\xflb"

21:10:57,388 Authenticated encryption version of the topic:19%4d0c4daéSb5daa%c6f38b
d0f1308c0d1282¢c2074ba%a300789caeel724653ddfal331dfe5ae4912£3502af1e00773377b57e958c08
7d3d8e%lelaéa%edblcb

21:10:57,391 Subscribed to: 194d0c4daé65b5daad9c6£38bd0£1308c0d1282c2074ba%a30078%ca
eel724653ddfal331dfe5224912£3502af1e00773377b57e858c087d3d8e%1eladéa%e%b0ch

21:10:57,395 Suback received, message id: 7
21:10:57,395 Signature of SUBACK is verified.

Figure 44

Extra Features of the Connection step of Topic Hashing Publisher

When the client pushes the connection button in the topic hashing publisher GUI, first
Diffie Hellman key exchange is realized as in the normal authenticated client. All the Diffie
Hellman steps are the same with the default-auth client which is in Figure 10. After the broker is

authenticated by the client, there are extra steps in this connection step. These extra steps can be

48



seen in Figure 44. After the session key is established between the topic hashing publisher and
the broker, the topic hashing publisher gets the choice tokens of the topics ‘topicHashing’ and
‘newParticiant’ in an encrypted and MACed way similar to the default authenticated client. The
choice tokens of these topics are required for the future communications. Also, after getting the
choice tokens, the publisher subscribes to the ‘newParticipant’ topic. This topic is used for

learning the new participants who will subscribe to the topics of itself.

# MQTT TOPIC HASHING SUBSCRIBER
Client Console

Select Topics to Subscribe

il

Subscribed Topics

Figure 45
GUI of Topic Hashing Subscriber

Figure 45 contains the graphical user interface of the topic hashing subscriber. At the
beginning only the connect button is enabled, the other buttons and text boxes are disabled.

When the client pushes the connect button Diffie Hellman key exchange is started.
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21:10:54,578 Aunthenticated encryption version of the topic name to be published: d
b8604d7228£9808£1c0c9E£53679£796161c80f62bb7elff36bcotabdlela7e8cf24dd03b25765020ce24e
244fl4aae463dc2dcc7938fa479325b23122315cal

21:10:54,580 b'Message after encryption with the choice token: :\xb2h\x17*,6 \xef\xl
9}~_\x8b} " \x9f\xee'

21:10:54,581 b'Message after authenticated encyption with the session key: \x02P\x
aﬂ7\qu\x92\xc0ﬂ\xfE\xOf\xES\ch\xOb|C\be&3_\x12\x5f\xie\xfa\xafr\x5&C\x91\xlf:1\x94
\xb7\xf9\xle\xc2\x88\x8b\xb4\xb6\xa2R\x89\xce\xclX\xa0F\x02\x12mE\xa3] f\r\xdl\xafmWAa\
xda<v'

21:10:54,583 b'MAC of the topic: \x%a~=\xdfL\xa3~C\x1€6\xdé\xb3\n\xa8a\x0b\x02)\xcl
"\xTfo) \x8d\xcT\x0cf\xfe\xaa\xc2\xcfQ\x84d"

21:10:54,584 Aunthenticated encryption version of the topic:29lde48ee4T7a6eadSbS578d
920a7£10d99ac0735c407e42e483251e08191799407871a2d71873a456db75b203c7ee6a42dc39c405853
8d25bd6b813e79214513

21:10:54,584 Puback was received, messageID =7

21:10:54,585 Subscribed to: 29lde48eed4T7a6ead®b9578d%20a7£10d9%ac0735c407e42e483251
e08191799407871a2d71873a456db75b203cTee6a42dc39c4058538d25bd6b813279214513
21:10:54,585 Signature of PUBACK is wverified.

21:10:54,602 Suback received, message id: 8

21:10:54,603 Signature of SUBACK is verified.

Figure 46

Extra Features of the Connection step of Topic Hashing Subscriber

When the client pushes the connection button in the topic hashing publisher GUI, first

Diftie Hellman key exchange is realized as in the normal authenticated client. All the Diffie
Hellman steps are the same with the default-auth client which is in Figure 10. After the broker is
authenticated by the client, the subscriber gets the choice tokens of the topics ‘topicHashing’ and
‘newParticiant’ similar to the topic hashing publisher shown in Figure 44. The choice tokens of
these topics are required for the future communications. Also, after getting the choice tokens, the
subscriber publishes to the ‘newParticipant’ topic to inform the publisher. Then, it subscribes to
‘topicHashing’ topic. It will learn the initial seed mappings for the real topic names and the

random polynomial from that topic when the topic hashing publisher publishes.
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# MQTT TOPIC HASHING PUBLISHER v MQTT TOPIC HASHING PUBLISHER

Client Client

Connect Client ID: 18932557 Connect Client ID: 18932557

Topic Name:

Topic Name
Add to Publishable Topics Add to Publishable Topics
Publishable Topics: Publishable Topics:
ight1 | Add Topic to Hash Session i
light2

light3
lightd
lights
light6
light?

Remove from Publishable Topics

Hash Session Hash Session

Select From List Message to Publish Select From List Message to Publish

b | o _pwin |
Figure 47 Figure 48
GUI of Topic Hashing Publisher GUI of Topic Hashing Publisher
after connection after it publishes the seeds

After the connection process, the publisher writes topic names and pushes the ‘Add to
Publishable Topic’ button to add these topics to the ‘Publishable Topics’ list as can be seen in
Figure 47. The topic hashing publisher will select topics from that list and the selected topics will
be used during the hash session. The publisher can add new topics to the ‘Publishable Topics’ list
or remove topics from that list anytime it wants.

After the publisher selects topics from ‘Publishable Topics’ list and pushes the ‘Add
Topic to Hash Session’ button, the topics will be added to hash session list called ‘Select From
List’ as can be seen in Figure 48 and no more topics can be added to that list before hash session
ends. When the publisher pushes the ‘Add Topic to Hash Session’ button, the initial seeds of the

topics that are selected and random polynomial coefficients will be sent to the subscribers who

subscribed to ‘topicHashing’ topic.
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21:13:36,647 Authenticated encryption version of the topic name to be published: 3
b2ea24f0a3feb946eedl979£8577bc60a39d681e73675d04572340136873d93319d8Bacdédac93d2897228
04£2b057d8b2dcb36759b254£2800beal5c6229%a5e

21:13:36,651 b"Seeds and polynomial after encryption with the choice token: z\xdl\
xd8\xe6\x14\x027\xe%\xcf\xel\xd3x (\x95\x01]p\x8b\\ : \xa9\x17\x0fvi\xc2\xe8/\xf6\xff\xad
\xc3\x84\xfl. \xd3&\x89 \xdf\x98Z\x98\x£7 \xdb#\x£2GCxaqm\xa3\xfe7\x£7\r\x18\x960\xa4\xfb
Ax£7\x£57 : "\x03/3\x1la\x8ele.\x91_ "\xda\x7fI\x£5\xbldA=\xef\x89\xf5\xe4\xdE6VA\xIb\x18\
xbc\xa3\xb2\xbb\x14\x10\xb2\x92\x91\x03'\xb0\xd61) \xd5\xbT\xa7\xs7"
21:13:36,655 b'Message after authenticated encyption with the session key: \xO0fF\x
bT7\xa5\xa28\xebH\xd1\xb5\x8bbJUy\x9e"I\xcb\xc7\x06B\x8a\xd1\t\xa7L\x07MQOFv [\xdb " ) R\xe
a\xe0\xb8X\xff\xe5; \xacv\xfl\xd9\xd2"\xeb\xebx\x06\ ' \xel\xfc\x92\xfe\xe4\xco9\xd8\xod\
x94\xdet\xb7\x%aZ\x12\x86H\x87\x8d\xafE\xfd\xdaZ\xcd\xbcx\xea\xa7\x94\x87\x81\x82\xa8
\x02g\x18T\xfls\xbf\x91d\x93\x1d: -XYc\xc4\xd1H\xd7\xcdj\x8d\xa7PT\xdb\x11.\xaa\x89%96\x
alfxF (\xb45T\x0ezdH\xbf\xfS\xbc\xla;\xae\x92\xea!\xel\x05\xb5\xfa|\xbf\xac \x17\xleFX

£3\x81\xdS\xel ("'
21:13:36,666 Puback was received, messageID =12
21:13:36,667 Signature of PUBACK is verified.

Figure 49
Topic hashing publisher after pushing the ‘Add to Hash Session’ button

When the topic hashing publisher pushes the ‘Add Topic to Hash Session’ button, first
the choice token for the selected topics will be received from the broker in an authenticated and
encrypted way. Output of this process is not shown in Figure 49 since it is the known choice
token taking process. Then the initial seed values for the topic names and random polynomial
coefficients are formed. These are first encrypted with the choice token of ‘topicHashing’ topic.
Then the HMAC is calculated and added at the end of the message. After that, the whole
message is encrypted with the session key between the broker and publisher and sent to the
broker. After publishing the seed mappings from the ‘topicHashing’ topic, the publisher

calculates the polynomial that will be used for the salting purposes. At the end of the Figure 49,
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the first hash values of selected topics is calculated by using the initial seed values and the

polynomial.

ﬂ MQTT TOPIC HASHING SUBSCRIBER

-
Client Console

7\xcc\xa7\xa5Z\xda; \x£cQs?\x1813\xa0\xd3"
Connect 21:13:36,696 b'Decrypted payload: topicHashing::::E?SD\x87b\xb%\x9fn\x7f\xd2\x8c\x
~p\xds\xed [\x97\xes\xcO\xef\ 1
b'Decrypted topic name: topicHa: its mac: E?SD\x87b\xbo\x9fh\
7+\xle\xe6\x1d\xc2 p\xdS\xe4 [\x97\xe9\xc0\xef\x18uy} \xb1"
Choice token of the topic: e67bb2d02344c556773dfb6876e14b0331302418b9
17£8f6al

The content of the topic name is not changed. Mac of the topic name i

i

Select Topics to Subscribe:
Topic Name: light1
Topic Name: light3

Topic Name: light4 Display
Topic Name: light5
Subscribe

b"Message after decryption with session key: z\xdl\xd8\xe6\x14\x027\x

_M\xda\x7£I\x£5\xbldA=\xef\x89\x£5\xe4\xd6VA\x9b\x18\xbc\xa3\xb2\xbb\x1
x91\x03' \xb0\xd61) \xdS\xb7\xa7\x97"
Topic name: topicHashing

b' 1680 Message after decryption with choice token: 1i
hT3$$$$7192853369: 1 1 1 11ghtd§$$$7528930364: 1 1 :11gnT5$$5546476788

21:13:36,706 polynomial 3,0,8,7
Unsubscribe

Subscribed Topics

Figure 50

Topic hashing subscriber after getting the initial seeds of topics

In Figure 50, the topic hashing subscriber gets the initial seed values from the

‘topicHashing’ topic in an authenticated and encrypted way. Then, it calculates the polynomial

and the first hash values of received topics as can be seen in Figure 50. After seeds mapping
comes, the subscriber should push the ‘Display’ button to add the received topic names to the

‘Select Topics to Subscribe’ list. Now, the subscriber can select topics from that list in order to

subscribe during the hash session.
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§ MQTT TOPIC HASHING SUBSCRIBER - X

Client Console
21:15:41,149 b'Topic name: light4' ~
Connect 21:15:41,150 Its choiceToken: 2dcS7baG6aaace08£3£ad174db06538d5164cEal3d3994££680C
s£075a581a24
Select Topics to Subscribe:
- 21:15:41,218  b'MAC of the topic: b\x0OeTq\xel\x1%\xle\x04%\xb66u\x£5\x05\xbc\xa7\x8
Display £\x17°8\x06+\xa4 " \x06\ x££\ xba\xeE"@\xcb\xc4 "
opic Name: lights 21:15:41,221  Authenticated encryption version of the topic:de7bSb244ae50c3479c842c
Subscribe €bd55£d31294bb3£20258cceb093£13££09757e51a0d07323cc9daé3310bbb. fd5443%aebcO
Q 12£30b22bab837cc53c9d2eL 32314018706c3cd2abs Tb6e0SbEETCO24adcs
d38dss4s1l Tbaleac080£2£59398e6b65667384b 374369ad41972064a8bbE1147520ab

28e2b323e8bce66dc110703372abas3f642aa00adse38£225960b125435b2cf6ca3e3llcdd
21:15:41,224  Subscribed to: de7b8b244ae50c3479c842c€bdS5£A31294bb3£20258cceb093£13
££09757e51a0d07323cc9daé3310bbb2b8b049a68dfd54439aebc012£30b22bab837cc53c9d2cld8ccdse

e86232314018706c3cd2ab! £7c0e24adc5d38d88451£10d945f68cTbaleac080f
2£8939826b65667384b639C2374369ad41972064a8bbE1147520ab28e2b3! 110703372abas3
Subscribed Topics f64eaa00adse38fe25960b125435b2cf6ca3e3llced

light3

fight4 Unsubscribe

21:15:41,228  Db'MAC of the topic: T\x1d#V\xb2\x94\x97\xfc\xdf\xffF\xf4\xee\x£56G\x9
e\x02\r£\x04\xedeskx\xe9\x06\x06!u_"

21:15:41,229 Authenticated encryption version of the topic:e8905dc274£48d516743835
dbf4797bef87655111bE6bTbES69EChbE320de0ectSecT33E5c5a1e69205372053476cchb0601£12£3cab3s
12618b40aab5893295££0d7£1c9475fa2f7Tafad0bac7317082£753b8a48d170940ac6cEIc5e299ce£7298
€7b393dad9510a0aaccegaadc90e59d3779d016£9504a28cd5109dadb0142£b62d7b185e3a69aeb83e883
226599283c2e8362b12e1431£75cb9117b415fead3010420688d917£391aa57cae7375e0b8
21:15:41,231 Subscribed to: e8905dc274£48d516743835dbf4797bef87655111bE6bTbESE9ECh
€320de0ecSecT33£5c5a1e69a05372053476cchb0601£12£3cab351a618b40aabs893295££0d7£1c9475E
a2f7afad0bae7317082£753b8a48d170940ac6cEIc5e299ce£729867b393dad9510a0aaccevaadc0e59d
3779d016£9504a28cd5109dadb0142£b62d7b18 3e883226599283c2e8362b12e1431£75chbgl
17b415fead3010420688d917£391aa57cae7375e0b8

21:15:41,233  Suback received, message id: 11

Signature of SUBACK is verified.

Suback received, message id: 12

Signature of SUBACK is verified.

Figure 51
Topic hashing subscriber subscribes to topics ‘light3’ and ‘light4’

In Figure 51, the topic hashing subscriber selects the topics ‘light3’ and ‘light4’ from the
list and pushes the ‘Subscribe’ button in order to subscribe to these topics. First, it gets the
choice tokens of ‘light3’ and ‘light4’ from the broker. Output of this process is not shown in
Figure 51 since it is the known choice token taking process. Then the client subscribes to the

authenticated encryption version of the first hash values of the topics ‘light3” and ‘light4’.

21:16:39,941 A publish message send to the 'topicHashing' topic to start the hash
session.

21:16:39,942 Message:tick

21:16:39,942 Authenticated encryption version of the topic name to be published: 3
b2ea24f0a3feb946eedl979f8577bc60a39d681e73675d04572340136873d93319d8acdedac®3d2897228
04f2b097d8b2dcb36759b254£2800bea85c622%a5e

21:16:39,947 b'Message after encryption with the choice token: \xe2=\xle\x06\x18\x
81\x17\xfc\xdé\x£f\x96\xceV\x18\x£fcI"

21:16:39,947 b'Message after authenticated encyption with the session key: \xef\xa
00, \xe2yi\x95kKq\xbfV\x94\x90\x%e\xd5f\xb0\x85\xfdo\xce\x12\t$G\xb2\x%e\xa6\x£1\xb5\x
cS5\xf5S\r\xelQ\xbf.1"\x89+\x06\xff\xfd\xebn\x8c\xcf\xab\xa8a5\xe7C\x90\x18h\x% gV (\x1la
'

21:16:39,95%9 Puback was received, messagelD =13

21:16:39,960 Signature of PUBACK is verified.

Figure 52
Topic hashing publisher after pushing the ‘Start Hash Session’ button
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In order to start the hash session, the topic hash publisher should push the ‘Start Hash
Session’ button which can be seen in Figure 48. When the publisher pushes that button, a ‘tick’
message will be sent to the subscribers who subscribed to ‘topicHashing’ topic to inform the
subscribers that the topic hashing session started. The publisher after pushing the ‘Start Hash

Session’ button is shown in Figure 52.

21:16:39,991 ——-Publish message was received from broker

21:16:39,992 Encrypted topic: de48eed4Tacead¥b9578d%20a7£10d2652c€e0%albeebas5led
adeb9€abld00cld460b649e4726a3£6£c2869£182£5a2dc39c4058538d25bdeb813e79214513
21:16:39,993 b'Encrypted payload: g\xdfE\xc3E.S%\xfé\xeb\x01\xb8\xde\xeb\x06\x93[\x
98\ t\xecV\x95% \ xdfUX\x%b\xa€\x88 [s\xe2\x80\x969 \ xeeSwx<\xfc=\x9d\x17\xac\xbe\x17\xb4\
xf4u\x9f, \xbf+\xb9\xdf\x87t\x87sR\xdc\xd3-K"

21:16:39,999 b'Decrypted topic name: topicHashing and its mac: E?5D\x87b\xb%\x9fh\
x7f\xd2\x8c\xb7+\xle\xe6\xld\xc2"p\xd5\xe4 [\x97\xe9\xcO\xef\x18uy}\xbl"

21:16:40,001 Choice token of the topic: €67bb2d02344c556773dfb6876214b0331302418b%
dO0c70a8542286217f8féal

21:16:40,004 The content of the topic name is not changed. Mac of the topic name i
s correct.

21:16:40,006 Topic name: topicHashing

21:16:40,007 b'Message after decryption with session key: \xe2=\xle\x06\x18\x81\xl
T\xfc\xde\xff\x96\xceV\x18\xfcI"

21:16:40,008 The content of the payload is not changed, Mac of the payload is corr
ect.

21:16:40,008 b'Message after decryption with choice token: tick'

Figure 53

Topic hashing subscriber when getting the ‘tick’ message

Figure 53 shows a subscriber who gets this ‘tick” message. After the topic hashing
publisher pushes the ‘Start Hash Session’ button, subscribers cannot subscribe to new topics

during the hash session.

21:16:40,008 b'Message after decryption with choice token: tick'

:33,051 Ha ion start already, you have to wait the next session to subs

Figure 54

Topic hashing subscriber when tries to subscribe after getting the ‘tick’ message



. In Figure 54, the subscriber tries to subscribe to a topic after it receives the ‘tick’

message from the ‘topicHashing’ topic. The subscription trials of the subscriber are blocked and

subscribers are informed about the situation which can be seen in Figure 54.

# MQTT TOPIC HASHING PUBLISHER
Client

Client ID: 60573838

Topic Name:

Add to Publishable Topics

Publishable Topics
light1
light2
light3
light4
lights
light6
light7

Hash Session

Select From List Message to Publish
light1 o Publish
light3

lightd

lights

Figure 55

Topic hashing Publisher GUI when publishing to a topic

In Figure 55, topic hashing publisher wants to publish on the topic ‘light3’. When it
pushes the ‘Publish’ button, random messages for the ‘light1’, ‘light4’ and ‘light5’ and the real
message for the ‘light3” will be encrypted with the choice token of the topic ‘light3’. Then, the
related HMAC values are calculated for each packet and added at the end of the messages. After
that, the messages will be encrypted with the session key between the broker and the publisher.

The first hash values of the topics will be used as the corresponding topic names. Hash values
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and its HMAC will be encrypted using the session key between the broker and the publisher. At

the end of the Figure, these publish messages will be sent to the broker.

21:18:25,220 -———Function to publish to topic: light3

21:18:25,223 Authenticated encryption version of the topic name to be published: d
550ad70eaed5ffb92f52e4b%e7fe69692624a53de3b48f79b6296e6b80a%9debeab83498167de880c2%907b
22f1601e0ca2f93b470f1fa2f8fa4afef8dabl58d6bb7240£f5e9737213342a2f6e31802d7247a73b7ac44
cd33c9%a4lfclbdaS9le36d0ctf9ffd64£3a18924142394d9fee2c5adc9917cd253€e5260c2942d3ed2£558
00858d099d9223799£2b2a2d6£5546a£4e29c7d9525469816d0£3£d5c4b15260179271dd075£8687acS0E
501fb00c7d5

21:18:25,229 b'Message after encryption with the choice token: \xdc3\x82\xaS5vp\x84
X\x80\xd0g\xb2\xfek\xbf\xd4"

21:18:25,233 Db'Message after authenticated encyption with the session key: \xa7c\x
d4\xcaoé~\x10\xbbzj\x98\xfe}ti¥~F\xcc\x98\x95C) S\xb5\xbf\xaa\xdfZ\x07\xd%\xb8] \xf0\x1
9LEdX\xe%au\x04\x990\xc5\x019t\xbd\xd0] \xal\xe9K<\n\x1b\x89\xf3\xd0\xc89"

21:18:25,23% Authenticated encryption version of the topic name to be published: a
6530d474094c1185603e2ab32af95fb8aa713e3437b5%5e8£450bble3358919043e08c33926cT74%b6fb138
fde51del5da0d44e46b8e62977d805c47£7438994c12d840a8f%decdb53fe30e5410bl68802cl8af2ef3
d4675dd21£5c0095109101a3346c773d9622678a£32e013cc4a08c025£1934a0ecf2dacag74e66823193¢F
28clbbeea7£7€6647debb7dbS5cf708££10631d8ceb56cTc34ee8aT0e8%batebac7ecbicfle26elT7feacfed
35631913923

21:18:25,240 Puback was received, messagelID =14

21:18:25,245 Signature of PUBACK is verified.

21:18:25,246 b"Message after encryption with the choice token: \x9%bA'\xcé\xd9H\xe4
\xfed\xaS\xbliu\x98\xf924\xeb\xc2N\x8a\x16\xcb\xelO#\xdakph\x82\\"

21:18:25,24% b"Message after authenticated encyption with the session key: =\xf2\x
98p\x10\x92\x0b\xdez; \x8f\xfb\x07\xaa6=\xf1\x13\x7£f%\xel\x01_\xcd\xaays5\xdcRo\x00\x9%
O\xbd:\x99\xcb" \x0c\x8f\x84 [c\xe2E\xcb\xb%'\xc95\x%c\x0c\xd1\xfd?\xed\xcb\x94\x1f\x83
\x95 (<\x8b\xcb8\xb7]1gg\x14f\x%b~\xealx972?_\xca"

21:18:25,255 Publish message was sent

Figure 56
Topic hashing Publisher when it publishes to a topic
Figure 56 shows the topic hashing publisher during the publishing process. As can be
seen in the Figure 56, the first hash value of the topic ‘light3’ is used as the topic name and its
message is encrypted using the session key of the ‘light3’. Also, Figure 56 shows the encryption
process of the ‘light1’. As can be seen, the choice token that is used to encrypt the messages for
the ‘light3” and the ‘light1’ is the same. ‘light]’ uses the choice token of ‘light3’ since ‘light3’ is
the real topic in this iteration. Since the other topics ‘light4’ and ‘light5’ are also prepared similar

to ‘light1’, their output is not added.
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21:18:25,300 Topic names: lightl, and its old hash value: 43492eb%0abf20c45c021f4a
cbfeefle979c0b1178408c6728d9¢c4£76498e33a89af7e04b5d4bac64e376£464e£5a3752c69de3£6198¢C
S8elaéa€bdaf42c80dos

21:18:25,320 Puback was received, messageID =16

21:18:25,322 Signature of PUBACK is verified.

21:18:25,370 Puback was received, messageID =17

:18:25,371 Signature of PUBACK is verified.

21:18:25,578 Topic names: light3, and its old hash value: ae7£7989540cl27406e299%af
4d55c6eal4el2ddee4c54891%af0bac5£0c3652bd2c94d70b21de8382ceb706872647e8c47a23e087cc37
cd41bb012d4del9dc3b

21:18:25,724 Topic names: light4, and its old hash value: 3d7190bS8baabl881211c241
€0£616c683426£28242£274b8011698fba65£0ee37c3ef9c9f6b66c1l7024607658£654E5edecbb2%¢e1518
e552cec090203¢c79d37

21:18:25,937 Topic names: light5, and its old hash value: %adbca®9d76%a345e233950%e
48£90bcb4£4d53£fe631b£772d829%e8c417dlacabdacc40fdibl83c29e99223cb6954195d2035720¢c04¢c13
4ab4cS5b80al94522545

Figure 57
Topic hashing Publisher when calculating the new hash values

In figure 57, topic hashing publisher calculates the next hash values for the topic names.

Z5,275  ———Fuoiisd Was [ECEived LL0M DLUKEL

21:18:25,279 Encrypted topic: de7b8b244ae50c3479c842cébd55£d31294bb3£20258cceb093f
13££f09757e51a0d07323cc9daé3310bbb2b8b049a68dfd5443%aebc012£30b22bab837cc53c9d2eclds8ced
B8ee86232314018706c3cd2ab9a3ac4e845d8cTbée05b6£7c0e24adc5d38d88451£10d945£68cTbaleacos
0f2£89398e6b656€67384b639c2374369ad9ff5d58f%af211e9%e75ebbédbced7a4a7befd72a830161aas839
0308760867393d03c9566£a2352394bf49£f£4£62b42%

21:18:25,289 b"Encrypted payload: \xdl\xla)\xb%\xec\x0b\x9c\x0f\x8e0\xa3s\x04\x80&
\x98\x97\x05\x8aG\xe2\ x15XU\ xd7\xd0b=\xc8\xeab ' \xfd\n\xaf1\xfbOR-\xd3\xaé\xcc-\xc7\xc
cS\r\xf0]\x96/ [\xad\xe8\r\x81\x04M\x80J; (5"

21:18:25,301 The content of the topic name is not changed. Mac of the topic name i
s correct.

21:18:25,620 Authenticated encryption version of the next hash topic: 32f£4893€lbbc
735a71456e£13d4b0499£404c3bb9e1932fbf30c0d8619d0e00e5acB8blaéT7fdd5a9206c8fc4d4458£ff2c
£3b26478€9131cdbl492b41d5f9884f0ec8914bbdc7cfef274b9c9131adcl30daBads8€611dbébBE6cBcElE
bba4843£25d6203£4cb45734c033ece5d0862590275£5517d3c2a69a26a003b£53638577523226d81£fa52
887ba€9f2cb6c04d859a226ac61£1736082£101£57377d22a6aff2b8bc3d0369981b485efb716b3b20eat
21:18:25,620 Subscribed to authenticated encryption version of the next hash value
: 32£489361bbc735a71456e£13d4b0499£404c3bb9e1932fbf30c0d8619d0e00eSac8blaé7fdd5a9206c
8fc4d4458££f2cf3b2647869131cdbl492b41d5£9884f0ec8914bbdc7cfef274b9c9131adcl30da8adsél
1dbéb866c8celeébba4843£25d6203f4cb45734c033ece5d0862590275£5517d3¢c2a69a26a003b£5363857
7523226d81fa52887ba69f2cb6c04d859a226ac61£1736082f101£57377d22a6aff2b8bc3d0369981b485
€fb716b3b20eas

21:18:25, 620 Unsubscribed to authenticated encryption version of the current hash
wvalue: de7b8b244ae50c3479c842c6bd55£d31294bb3£20258cceb093£13££09757e51a0d07323cc9daé
3310bbb2b8b049a68dfd54439%9aebc012£30b22bab837cc53c9d2cld8ccd8ee86232314018706c3cd2ab%
3ae4e845d8cTbée05b6£7c0e24adc5d38d88451f10d945£68cTbaleac080£2f89398e6bE5667384b639c2
374369%adaeccd9b5bfd70547adcc59f213ce4dbab74406b58291d9093d458bbd01e36ed36448429229£d7
d499596affb2d4bSbbb
8:25,628 MESSAGE IS DECRYPTED WITH THE CHOICE TOKEN

25,629 The content of the payload is not changed, Mac of the payload is corr

b'Message after decryption with choice token: on\n'

Figure 58

Topic hashing Subscriber when gets the Publish messages



Figure 58 shows the topic hashing subscriber when gets the publish messages. This
subscriber gets messages from ‘light3” and ‘light4’ since it subscribed to these topics in Figure
51. As can be seen in the Figure 58, when the subscriber gets the publish packet first decrypts
the topic name. Then it looks at the dictionary to find out the name of the topic name, which is
the equivalent to the received hash value. After that, it will calculate the next polynomial value
and the next hash value that will be used for the ‘light3’ and subscribes to the authenticated
encryption version of that hash value. After the subscription to the new hash value, the

unsubscribe packet is sent to the previous hash value of that topic. At the end of Figure 58, the

client can decrypt the message using the choice token of the ‘light3’ since it is the real topic the

publisher publishes in this iteration.

21:18:25,629 —--Publish message was received from broker

21:18:25,629 Encrypted topic: e8905dc274f48d516743835dbf4797bef87655111bfébTbEf569!
cb€320deOecfS5ec733f5c5a1e€69a05372053476ccb0601f12f3cab351a618b40aab5893295££f0d7£1c94’
Sfa2f7afa40bac7317082f753b8a48d170940ac6cf9c5e299cef729867b393dad9510a0aacce9aadc9le!
9d3779d016£9504a28cd5109da4b0142fbb08acf44e057d41e688cd759a994089cdbb4eb094cb02635b5!
381bd2a3b4a3863441fb384375e19e6bc754b4640e4cT

21:18:25,629 b'Encrypted payload: \xca\xab\xc8\x9c@\xee\xa6ey\xla\xa6\x9aV\xb3\xe
\xa2\xefU\xfa [Kj?5Y\x9c\xf7\xfc\x042 (\x9a\x95\x08D\xc5\xed\xe3\xes8\x7f\xe7h\xaf\xdf
\xc5\xbf\xb2\x1b\xd47\x16\x87ZL\xa7{\xe2\xcO\xaa\x1c\xfl\xeOn\x185\x8e\xdf\xle\xea\x:
2\x19\x9e0"\x9d\x87\x96\x19"

21:18:25,634 The content of the topic name is not changed. Mac of the topic name |
s correct.

21:18:25,830 Authenticated encryption wversion of the next hash topic: S5déebeS5e97d:
a53377b48518£fc4c9€1c951el843d1f€312£50e00141bfe201a6875951cT7cl487088cc386€60£4055e537¢
c2e4aaTeb3e2feaS121leceébfSff27eb87403155834787a97%cef8bddob880083c2f1462ecd2e4€01bé’
efe2432e720c9%7d53c481e%27aef902fd44faflf4a362ede410afbScd8dcf8f5341ead2b95das54£643el
dcd7049ee560c7dSbd2522d€7897d0624eddd263b2f48bdd3f0ada5a218ff2f19fcedb629deaa8ll3eact
21:18:25,833 Subscribed to authenticated encryption version of the next hash value
: S5déebeSe97daaS3377b48518fc4c961c951e1843d1£f6312£f50e00141bfe201a6875951c7cl487088cc!
8€660£f4055e537ec2e4aa’eb3e2feaS1211ec6bf5ff27eb87403155834787a979bcef8bdd9b880083c2£1¢
62ecd2e4€601b67efe2432e720c97d53c481e%e27aef902fd44faf1f4a362ede41l0afbScd8dcf8f5341eac
2b95daS54£f643ebdcd7049ee960c7d9bd2522d€67897d0624eddd263b2f48bdd3f0adaSa218ff2f19fcedbi(
29deaa8ll3eace

21:18:25,836 Unsubscribed to authenticated encryption version of the current hash
'value: e8905dc274f48d516743835dbf4797bef87655111bfebTbE569fcbe320de0ectSecT33£5c5alel
9a05372053476ccb0601f12f3cab351a618b40aab5893295ff0d7f1c9475fa2f7afa40bae7317082£7531
8a48d170940ac6cf9c5e299cef729867b393dad9510a0aacce%aadc90e59d3779d016£9504a28cd5109d:
4b0142fb0ae6b4f1f3c812b960b29c902d22d034285bd0d1f756£735290f01b6421c£8289556£9077c45(
45f8ff7ea2bl0084199

21 .25 g

21:18:25,839

Figure 59

Topic hashing Subscriber when gets the Publish messages
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Figure 59 shows the time when publish message is received for the ‘light4’. The same
operations as Figure 58 are done for the ‘light4’ in Figure 59. The only difference is the last part
of Figure 59. The client tries to decrypt the message using the choice token of the ‘light4’ but it

cannot decrypt it since it is encrypted with the choice token of the ‘light3’.

Figure 56 and Figure 57 contain the first iterations from the publisher side. Figure 58 and
Figure 59 contain the first iterations from the subscriber side. The second iteration starts when
the publisher publishes on a new topic. These iterations continue until the counter reaches a
predefined maximum value on the publisher side. When this counter ends, everything will reset.
If the publisher wants to start another hash session, it can do that by selecting topics and pushing
the ‘Add to Hash Session’ button again and everything will start from the beginning with new

seeds and polynomial values.

4.3. Modules Used for the Implementation Process

AMQTT broker is used as the broker which is implemented with Python programming
language. Eclipse Paho MQTT client library is used as the client library which is implemented
with Python programming language. For generating the X.509 public key certificates the “X509”
from the cryptography library was used (“X.509”, n.d.) for the both broker and client sides. For
generating a common shared key using Diffie Hellman key exchange protocol “DiffieHellman”
from the py-diffie-hellman library was used (“Py-diffie-hellman”, n.d.). For RSAsign of the
Diffie Hellman public key “rsa” from the cryptography library was used (“RSA”, n.d.). For

generating the 32 byte (256 bit) session from the Diffie Hellman common shared key ‘base64’
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library of Python was used (“Base-64”, n.d.). For the encryption purposes AES256 function of
the cryptography library was used (“Symmetric encryption”, n.d.). For nonce generation
‘token_urlsafe()’ function of the ‘secrets’ library of Python was used (“Secrets”, n.d.). For
providing the integrity of messages, MAC generation was achieved by using ‘HMAC’ function
of the cryptography library (“Hash-based message authentication codes (HMAC) ”, n.d.). For
topic based choice token generation, token hex()’ function of the ‘secrets’ library of Python was
used (“Secrets”, n.d.). For the topic hashing scheme, pbkdf2 hmac() function of the ‘hashlib’

was used (“hashlib”, n.d.).

4.4. Performance Testing

During the performance testing, connect, subscribe, unsubscribe, publish, receive publish
and publish seed operations have been focused on by comparing the default client module, the
authenticated client module and the topic hashing client module (subscriber and publisher client),
the default broker and the authenticated broker, for different number of topics were applicable.
Main focus was on connect, subscribe, publish, unsubscribe and receive publish from a
subscribed topic because these operations are milestones of the implementation of the project.
Throughout the connection, these operations are frequently used. Also for the topic hashing
clients, publish seed operation is considered. Unfortunately, there exists no data to be compared
for the publish seed operation since the default version or the normal authenticated version do

not consist of such operation.

A default client (non-updated version of Paho client without any encryption, hashing,
etc.) has been used to measure the initial performance and an authenticated client (a client who

uses all of the schemes introduced except the topic hashing scheme) has been used later on to
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measure the current performance after the changes, for the operations connect, publish,
subscribe, unsubscribe, publish and receive publish. A default broker (non updated version of the
aMQTT broker) has been used to measure the initial performance and an authenticated broker
(modified version of the aMQTT broker) has been used later on to measure the current
performance of the operations as connect, subscribe, unsubscribe and publish. An authenticated
topic hashing subscriber client has been used to measure connect, subscribe, unsubscribe
operations and an authenticated topic hashing publisher client has been used to measure connect,

publish and seed publish operations.

For subscribe and unsubscribe operation, different numbers of topics have been tried out
to gain insight according to the changes in the performance in busier communications since a
client can subscribe to multiple topics using only one option in the GUI and unsubscribe from
multiple topics at the same time, using only one option in the GUI. Also for the topic hashing
publisher client, publish and seed publish operations have been tried out with different numbers
of topics because the client can publish to different numbers of topics and publish seed for
different number of topics, depending on the number of topics selected for that hash session,

making such comparisons needed.

Histograms, box plots (if needed) and scatter plots for comparison have been used along
with standard summary metrics (mean, median, standard deviation, min and max) to present the
results. Also, increases in mean of the observed durations of the operations have been compared
with the initial mean values in order to interpret the performance of each operation separately.
For the operations tried out with different numbers of topics, observed values of different

numbers of topics have also been compared.
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4.4.1. Performance of Clients

The information regarding the properties of the machines used during performance testing of the

clients are provided below.
Default Client, Normal Authenticated Client and Authenticated Topic Hashing Subscriber Client:

e Intel(R) Core(TM) i5-10300H CPU @ 2.50GHz 2.50 GHz
e 16 GBRAM
e 256 GB SSD
e Windows 10 Home Single Language 22H2
Authenticated Topic Hashing Publisher Client:
e Intel(R) Core(TM) 17-10510U CPU @ 1.80GHz 2.30 GHz
e 16 GBRAM
e 1TBSSD

e Windows 10 Home Single Language 22H2

4.4.1.1. Performance of Connect Operation

Since the connect operation is necessary before performing any other operation, more
samples have been collected to achieve more accurate results. 100 default client instances and
100 authenticated client instances have been observed and the time spent during the connect
operation have been measured by calculating the difference of start time and the end time of the
operation. In terms of the default client, connect operation consists of preparing and sending a

CONNECT package. But the process is more time consuming and complex for the authenticated
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client module. As explained earlier, “connect” operation of the authenticated client consists of

Ephemeral DH key exchange protocol to establish a unique session key between the client and

the broker to be used in the latter stages of the connection. Figure 1 shows the details of this

operation in detail. The time spent is measured by calculating the difference between start time

(just before sending the CONNECT packet) and receiving the last publish message of the

scheme. Also, time spent on connect operation has been measured for the topic hashing clients,

subscriber and publisher separately, with a total of 100 instances. Since those clients join hash

sessions that use topic hashing for all of the topics subscribed/published to, those clients have

extra steps to perform the connect operation, compared to a non topic hashing authenticated

client.

Dataset no of observations  mean std median min max auth/default ratio  ratio (percent)

Normal Auth Connect Testing 100 0.7166 0.3199 0.6226 0.4959 1.9540, 3.96 396%)

Default Connect Testing 100 0.1809 0.2106 0.1381 0.1118 1.2625

Topic Hashing Auth Subscriber Connect Testing 50 1.5439 0.6372 1.2739 1.0035 4.0182 8.5326 853%

Topic Hashing Auth Publisher Connect Testing 50 1.4900 0.0828 1.4765 1.3757 1.8006 8.2344 823%
Figure 60

Summary Metrics of Connect Tests with Default and Authenticated Client (Topic Hashing and

Not Topic Hashing) Instances

Figure 60 shows the summary metrics of the connect operation for client instances as

default client and authenticated client, also the topic hashing clients as subscriber and publisher.

Standard deviation has been observed higher in authenticated client modules compared to default

client modules. Figure 61 shows histograms of authenticated client, default client, topic hashing

subscriber client and topic hashing publisher client modules and it can be said that distributions

are not close to standard normal distribution and there exists skewness in all results.
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Histogram - Default Client Connect Testing
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Histogram - Authenticated Client Connect Testing
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Observed Time of Connect Topic Hashing Subscriber Client (seconds)

Histograms of Authenticated Client Connect Testing, Default Client Connect Testing, Topic
Hashing Subscriber Client and Topic Hashing Publisher Client, All Having Number of Bins
Since a high difference has been observed between minimum and maximum values,
boxplots have been drawn to determine the outliers, shown in Figure 62. The extreme values can

be observed in the box plots.
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Figure 62

Box Plots of Connect Testing with Different Clients, Measurements Ranging from 0 to 4.5

Seconds

In terms of average performance, the default client has been observed as 0.1802 seconds
and the authenticated client has been observed as 0.7116 seconds, causing nearly 3 times
increase in the duration of the connection. For the topic hashing subscriber client, measurement
is found as 1.5439 seconds on average and for the topic hashing publisher, the measurement is
found as 1.49. These results lead to ratios with the default as 8.5326 and 8.2344. Figure 63
consists of a comparison between the observations of the 4 different client modules. There is a
clear difference between the default and the authenticated client module. This is an expected
result considering the number of total packets exchanged during the Ephemeral DH exchange

protocol (10 packets, shown in Figure 1) vs the number of packets exchanged during the default
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connection. As a conclusion, these results for the connection operation (comparing the default

and the authenticated client) can be accepted excluding the extreme outliers.

Comparing the Ohservations of Connect Time - Default vs Auth Clients -
Normal Auth, Topic Hashing Subscriber, Topic Hashing Publisher
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Figure 63

Plot Consisting of Four Series for Authenticated, Default, Topic Hashing Subscriber and

Publisher Client

For the topic hashing case, it is clear that topic hashing reduces the performance of the
connect operation and the measurements are approximately two times of the normal
authenticated client’s measurements in seconds. Topic hashing client’s connection operations
have extra steps compared to authenticated clients so a difference in terms of duration was
expected. As a conclusion, using the normal authenticated client is much better and if not needed

or requested specifically, topic hashing subscriber and publisher should not be selected.
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4.4.1.2. Performance of Subscribe Operation

For comparing the performances of default and authenticated client modules regarding

the subscribe operation, 50 instances for each number of topics (1, 5, 10, 20) for each client type

have been created, and a total number of 400 instances have been used. For the default client,
time is measured as total time spent for preparing and sending n subscribe packets for n topics.
For the authenticated client, there are extra operations to be handled and included in the
subscription operation, shown in Figure 2 and Figure 3. All the steps in Figure 2 should be
followed and after that, the first package in Figure 3 should be sent by the client in order to
subscribe to a topic. These operations should be followed n times for n topics. Figure 64 below

shows the histograms of default client instances subscribing to 1, 5, 10 and 20 topics.

An extra measurement has been made for the subscribe operation of topic hashing

subscriber client with 1 topic. This measurement is not categorized as the same as the normal

authenticated client because the process is different compared to a normal authenticated client’s

subscription, even though both processes consist of common steps like publishing for choice
tokens, etc. For the subscription of topic hashing subscriber, 50 client instances have been used

to measure the duration.
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Figure 64

Histograms for Default Client Instances’ Subscribe Operations Regrading 1, 5, 10, 20 Topics

Figure 65 shows the histograms of authenticated client instances subscribing to 1, 5, 10

and 20 topics.
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Figure 65

Histograms for Authenticated Client Instances’ Subscribe Operations Regrading 1, 5, 10, 20

Topics

Again, it has been observed that there are no distributions close to standard normal

distribution and mostly, there exists skewness (positive). Figure 66 below shows the histogram of

topic hashing subscriber client instances subscribing to 1 topic. Again there exists extreme

outliers in the distribution as well.
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Histogram - Topic Hashing Client Subscribe Testing
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Figure 66

Histogram of Topic Hashing Client Instances’ Subscribe Operation Regrading 1 Topic

Summary metrics for all 9 different datasets displayed in Figure 64, Figure 65 and Figure

66 can be seen in Figure 67.

Dataset no of observations mean std median min max auth/default ratio ratio (percent)
Default Subscription (1 topic) 50 0.0039 0.0052 0.0000 0.0000 0.0143 50.71 5071%
Authenticated Subscription (1 topic) 50 0.1995 0.0820 0.2198 0.1048 0.6535

Default Subscription (5 topic) 50 0.0048 0.0045 0.0024 0.0009 0.0167 203.6892 20369%
Authenticated Subscription (5 topic) 50 0.9779 0.0997 0.9890 0.8082 1.3600

Default Subscription (10 topic) 50 0.0063 0.0047 0.0040 0.0004 0.0182 318.7347 31873%
Authenticated Subscription (10 topic) 50 2.0003 0.2101 1.9571 1.7333 2.7447

Default Subscription (20 topic) 50 0.0086 0.0037 0.0090 0.0000 0.0213 555.3973 55540%
Authenticated Subscription (20 topic) 50 4.7762 1.1391 4.4925 3.5903 10.4330

Topic Hashing Subscription (1 topic) 50 0.2073 0.0502 0.2266 0.1115 0.3472 52.6859 5269%

Figure 67

Summary Metrics for Subscription Durations of Authenticated, Default and Topic Hashing Client

Instances, Regarding 1, 5, 10, 20 Topics
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In order to better interpret the results, performances of client instances for subscribing to
1, 5, 10 and 20 topics have been compared for both client types. Figure 68 shows two plots
comparing the results for default, authenticated and topic hashing client instances. As it can be
seen from the first plot in Figure 68, no consistent increase in durations for subscribing to more
topics has been observed for the default client. But in authenticated client instances, there exists

clear distinction between the durations of subscribing to 1, 5, 10 and 20 topics among each other.

Comparison - Default Client Subscription with Different Number of Comparison - Authenticated Client Subscription with Different
Topics Number of Topics
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Figure 68

Two Plots Comparing Subscription to Different Number from Topics for Default and

Authenticated Client Instances

In the observations of authenticated client instances, increase in duration is very distinct
and clear. mean values for subscribing to 1, 5, 10, 20 topics are measured (shown in Figure 67)
as follows: 0.1995, 0.9779, 2.0, 4.7762 (seconds). Those increases in durations are consistent
since mean value of 5 topics is roughly 5 times of mean value of 1 topic, mean value of 10 topics
is roughly 2 times of mean value of 5 topics, mean value of 10 topic is roughly 2 times of mean
value of 5 topics and mean value of 20 topics is roughly 2 times of mean value of 10 topics. But

when compared with the results of the default instances, these increases in durations can be
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perceived as extreme. But considering the added steps for subscribing to a topic, these results can
be partly tolerated. Figure 69 below shows the comparison of mean values of default client
instances for different numbers of topics with mean values of authenticated client instances for
different numbers of topics. By looking at Figure 69, the increase seems to be linear for the
authenticated subscription time for increasing number of topics while the increase for default

subscription time for different numbers of topics is almost zero.

Comparison - Change in Subscription Time Mean Values of Authenticated
and Default Clients with Different Number of Topics

=== Default Authenticated

0.00 ® L ® L
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

No of Subscribed Topics

Figure 69

Comparison of Mean Values for Subscribing to Different Numbers of Topics for Authenticated

and Default Client Instances

As a comparison of subscription to 1 topic among default, authenticated and topic
hashing subscriber client modules, Figure 70 is provided below. As it can be seen in the figure,
there is no clear difference between topic hashing subscription and authenticated subscription, A

similar interpretation can be done by Figure 67, observed mean of authenticated client’s

73



subscription is 0.1995 while observed mean of topic hashing subscriber client’s subscription is

0.2073. This is a desired solution for the subscription.

Comparing the Observations of Subscribe Time - Default vs Topic Hashing vs

Normal Auth Clients (1 Topic) o Default Client
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Figure 70

Comparison of Subscription to 1 Topic of Default, Authenticated and Topic Hashing Subscriber

Client Modules
4.4.1.3. Performance of Unsubscribe Operation

Similar to subscribe operation, different numbers of topics (1, 5, 10, 20) have been tried
out for default and client instances, for each case, 50 observations have been recorded, making a
total of 400 instances of unsubscriptions. Since MQTT protocol can handle unsubscribing from
more than one topic with only one unsubscribe packet, no distinct increase in duration of
unsubscribe operation is expected for the authenticated client instances. For both authenticated

and default clients, the time is measured as preparing an unsubscribe packet and sending it to the
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broker. Of course, the preparation of an unsubscribe packet in an authenticated client module is

different and consists of more operations, so it is logical to measure the difference either way.

As an extra measurement, duration of unsubscribe operation for the topic hashing
subscriber with 1 topic has been observed with 50 client instances. Results received from this
measurement have been used to compare 3 different client modules’ durations of subscribe

operations when the subscribed topic number is 1.

Figure 71 shows histograms for the default client instances unsubscribing from different

numbers of topics (1, 5, 10 and 20) and Figure 72 shows histograms for the authenticated client

instances unsubscribing from different numbers of topics (1, 5, 10 and 20). All histograms have a

number of bins equal to 25 for consistency. Again, there exists outliers in some histograms and

they are not very close to standard normal distribution.
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Figure 71

Histograms for Default Client Instances’ Unsubscribe Operations Regrading 1, 5, 10, 20 Topics

76



Histogram - Authenticated Client Observed Time of Unsubscription
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Figure 72

Histograms for Authenticated Client Instances’ Unsubscribe Operations Regrading 1, 5, 10, 20

Topics

Figure 73 shows the histogram of unsubscribing from 1 topic for the topic hashing

subscriber client. Most of the observations are gathered around the mean but there exists a small

number of outliers which is expected for the testing.
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Histogram - Topic Hashing Client Unsubscribe Testing
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Figure 73

Histogram of Topic Hashing Client Instances’ Unsubscribe Operation Regrading 1 Topic

Figure 74 shows the summary metrics of different cases for unsubscribe operation.
Default client’s mean values are not very consistent, this might be due to sending only one
packet for any number of topics to be unsubscribed from. When authenticated clients” mean

values are examined, it can be seen that values are close to each other.
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Dataset

no of observations mean std median min max auth/default ratio ratio (percent)
Default Unsubscription (1 topic) 50 0.0015 0.0023 0.0010 0.0000 0.0122 83.6182 8362%
Authenticated Unsubscription (1 topic) 50 0.1227 0.0471 0.1129 0.1017 0.4333
Default Unsubscription (S topic) 50 0.0046 0.0053 0.0020 0.0000 0.0155 25.3000 2530%]
Authenticated Unsubscription (5 topic) 50 0.1175 0.0068 0.1183 0.1061 0.1310]
Default Unsubscription (10 topic) 50 0.0023 0.0031 0.0010 0.0000 0.0151 53.6411 5364%
Authenticated Unsubscription (10 topic) 50 0.1259 0.0354 0.1204 0.1088 0.3336
Default Unsubscription (20 topic) 50 0.0018 0.0034 0.0007 0.0000 0.0132 69.1637 6916%]
Authenticated Unsubscription (20 topic) 50 0.1291 0.0075 0.1272 0.1111 0.1431
Topic Hashing Unsubscription (1 topic) 52 0.0078 0.0209 0.0030 0.0020 0.1125 5.3217 532%)
.
Figure 74

Summary Metrics for Unsubscription Durations of Authenticated and Default Client Instances,

Regarding 1, 5, 10, 20 Topics

Figure 75 below consists of comparison of unsubscribing from different numbers of

topics for authenticated and default clients instances separately. As mentioned before, when

compared for different types of client within themselves by only looking at topic number to be

unsubscribed from, there is no clear increase in durations, both plots show the observations are

not consistent enough to observe an increase. Especially for the default client, there are many

outliers for unsubscribing from 1, 5, 10 and 20 topics. It is difficult to make an interpretation just

by looking at the comparison of observations for the same client type.
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Figure 75

Two Plots Comparing Unsubscription from Different Number of Topics for Default and

Authenticated Client Instances

When compared among the client types, there exists differences in durations which can
also be understood from Figure 74 by the mean values of different client types. Figure 76 below
consists of a comparison between two client types’ (default and authenticated clients) measured

durations of unsubscribing from different numbers of topics.
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Comparison - Change in Unsubscription Time Mean Values of
Authenticated and Default Clients with Different Number of Topics
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Figure 76

Comparison of Mean Values for Unsubscribing from Different Numbers of Topics for

Authenticated and Default Client Instances

By looking at Figure 76, there is a clear increase in duration of unsubscribing in

authenticated clients compared to the default client. Durations for authenticated client

unsubscribing seem rather small on its own (approximately 0.13 second) but compared to default

client’s observations, there is an undeniable performance decrease in terms of durations. For 1
topic, the authenticated version is 84 times slower, for 5 topics, it is 25 times slower, for 10
topics, 54 times slower and for 20 topics, it is 69 times slower than the default version of that
corresponding topic. There is a high number of increases but those increases are not consistent
among themselves. As a conclusion, unsubscription can be tried to be improved if desired, but

for getting consistent testing results, more instances should be tried as a precaution.
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Figure 77 below shows the comparison of unsubscription operation for 3 different client
types, the number of topics is equal to 1. This is an unexpected result since topic hashing client’s
unsubscription duration is observed less than the authenticated client’s duration and it is almost
equal to chat is observed for the default client. This might be due to business of the network used
during this operation since the expectancy for the topic hashing client was having a similar mean
value as the authenticated client. As a conclusion, performance of topic hashing client’s

unsubscribe operation is considered to be good enough.
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Figure 77

Comparison of Unsubscription to 1 Topic of Default, Authenticated and Topic Hashing

Subscriber Client Modules
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4.4.1.4. Performance of Publish Operation - Authenticated Client vs Default Client

Since clients can send a publish message to only one topic at a time, no topic number
distinction has been made for this test suite, 50 instances of default client publish to 1 topic and
50 instances of authenticated client publish have been used. In the authenticated case, there exists
extra operations to perform the publish operation compared to default. Similar to the subscribe
operation, the client needs to know the related choice token in order to publish a message to a
topic. Choice token retrieval and preparation and sending of the publish packet are included in

the measurement of the publish operation for the authenticated client.

Figure 78 shows the histograms for the default client and the authenticated client. For the
default case, there exists outliers but most of the observations are around the mean. But the same
comment cannot be done for the authenticated client. Authenticated client has a wider
distribution compared to the default one. But the determination of the performance relies on the

comparison of mean values more than the distribution of the histograms.
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Figure 78

Histograms of Default and Authenticated Client Instances for Publish Operation
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Figure 79 below shows the summary metrics for the publish operation bot for

authenticated and the default client modules. By looking at the mean values, it is easy to see that

the authenticated client module has a decrease in the performance of the publish operation. This

can be related to the fact that an authenticated client needs to receive the choice token first in

order to publish any message and should perform the choice token check (if the client has it

already in its dictionary or not) each time the client desires to publish a message.

Dataset

no of observations mean

std median

min

auth/default ratio ratio (percent)

Default Publish 50
Authenticated Publish 50

0.0013
0.1164

0.0023
0.0058

0.0010
0.1156

0.0000
0.1069

0.0120
0.1331

89.1841 8918%

Figure 79

Summary Metrics for Publish Durations of Authenticated and Default Client Instances

Figure 80 below consists of a comparison of the observations of the default and the

authenticated client module. There is a clear difference between the client types, and the

observations seem consistent within themselves.
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Comparing the Observations of Publish Time - Default vs Authenticated Client
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Figure 80

Comparison of Mean Values from Publish Operation by Authenticated and Default Client

Instances

Since it is clear that performance is negatively affected for the publish in the
authenticated client, mean values can be compared to see the difference in a single numerical
value. By looking at Figure 80, in terms of publish operation, the authenticated client module’s
duration is 89 times of the default client’s duration. As a conclusion, improvement might be

needed in terms of the publish operation.

4.4.1.5. Performance of Publish Operation - Topic Hashing Publisher Client

The publish operation of topic hashing client modules (publisher client) is examined
separately. Since in the hash session, the publisher client publishes to multiple topics with only
one button click due to the nature of the topic hashing scheme, in order to ensure privacy,
publishing to different numbers of topics have been measured and compared within each other.
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The number of topics to be subscribed depends on the number of topics the publisher client adds

to the current hash session. During this measurement, different numbers of topics are selected as

5, 10 and 15 to see if there is a linear or exponential change in terms of duration. For each

measurement type, 100 instances have been used, making up to a total of 300 client instances.

Figure 81 below shows the histograms of publishing to different numbers of topics for the

topic hashing publisher clients.
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Figure 82 below shows the summary metrics of the publish operation of topic hashing

publisher clients for 5, 10 and 20 topics. By interpreting the mean values, the increase is linear,

0.4427 seconds have been observed for 5 topics, 0.8179 seconds have been observed for 10

topics and the duration approximately doubles when the number of topics doubles. For 15 topics,

the duration is measured as 1.2026 seconds which is approximately 3 times of the 5 topics’

duration.

Topic Hashing Publish (15 Topic)

Dataset no of observations mean std median min max

Topic Hashing Publish (5 Topic) 100 0.4427 0.0290 0.4447 0.3433 0.5308

Topic Hashing Publish (10 Topic) 100 0.8179 0.0165 0.8179 0.7843 0.8670
100 1.2026 0.0172 1.2014 1.1702 1.2571

Figure 82

Summary Metrics of Publishing to 5, 10, 15 Topics for Topic Hashing Publisher Client Instances

In order to see the difference clearly, a comparison graph is displayed in Figure 83. The

increase between 3 different measurement types seems consistent and acceptable since the

increase is not exponential.
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Comparing the Observations of Publish Time for Different Number of Topics -

Topic Hashing Publisher Client 5 Topic
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Figure 83

Comparison of Publish Durations to 5, 10, 15 Topics of Topic Hashing Publisher Client

Instances
4.4.1.6. Performance of Publish Seed Operation

For publish seed operation, 5, 10 and 15 topics have been used as parameters and for each
number of topics, 50 client instances have been used, making a total number of 150 client
instances. Unfortunately, there is nothing to compare this operation with other than itself since
publishing seeds is added for the topic hashing scheme only, default version and the
authenticated version does not have it. Thus, the goal to reach here is to see if the increase is

linear or not, linear increase is desired over exponential increase.

Figure 84 below shows the histograms of each measurement for each topic number used.

The distributions have some outliers and very different results have been observed.
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Figure 84

Histograms of Topic Hashing Publisher Client Instances for Publish Seed Operation Regarding

5, 10, 15 Topics

Figure 85 below shows the summary metrics of publish seed operation for different

numbers of topics. The difference between 5, 10 and 15 topics are linear and this is a desired

result. While duration for 5 topics is 1.5103 seconds, duration for 10 topics is approximately 3
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seconds which is double of 5 topics’ duration and duration for 15 topics is approximately 4.6

seconds which is 3 times of 5 topics’ duration.

Dataset no of observations mean std median min max

Topic Hashing Seed Publish {5 Topic) 50 1.5103 0.0893 1.4968 1.1999 1.7837

Topic Hashing Seed Publish (10 Topic) 50 3.0254 0.2653 3.0442 2.0426 3.2842

Topic Hashing Seed Publish (15 Topic) 50 4.5894 0.1430 4.5908 4.3580 5.1525
Figure 85

Summary Metrics of Topic Hashing Publisher Instances’ Seed Publish for 5, 10, 15 Topics

In order to make a better comparison between different topics, Figure 86 below is added
to show the difference. The amount of increase is consistent and this can be accepted since the

increase is not exponential.
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Figure 86

Comparison of Seed Publish for Different Number of Topics
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4.4.1.7. Performance of Receiving Publish Operation (Receiving Message from a

Subscribed Topic)

For the measurement of the publish receiving operation, 50 instances of authenticated
client and 50 instances of authenticated client module and 50 instances for default client module
have been used. Authenticated client again has more operations to perform compared to the
default client. I should perform decryption and signature calculation and comparison operations

in order to count the received message valid and display it to the console.

Figure 87 below shows histograms for the observations of publish receiving of the default
client and authenticated client modules. Both histograms display more even distribution, not just
around the mean like in some previously shown histograms. This shows there is no high
consistency in terms of measured time, the duration can vary between observations in almost the

same conditions.
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Figure 87

Histograms of Default and Authenticated Client Instances for Publish Receiving Operation
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Figure 88 displays summary metrics of the observations for two client types, and mean
values can be observed from it. Means value for authenticated client and default client are really
close, authenticated client’s mean of measured duration of receiving publish messages is only
1.35 times of the default client’s mean of measured duration of receiving publish messages. This
is a desired result, this means there is no improvement needed for publish receiving in the

authenticated client module.

Dataset no of ohservations mean std median min max auth/default ratio  ratio (percent)
Default Publish Receive 50 0.0096 0.0049 0.0094 0.0000 0.0171 1.3589 136%
Authenticated Publish Receive 50 0.0130 0.0053 0.0130 0.0000 0.0239

Figure 88
Summary Metrics for Publish Receiving Durations of Authenticated and Default Client Instances

To support the conclusion that there is no clear distinction between the measurement of
two client types and the difference between them can be accepted as a desired result, Figure 89

below can be examined.
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Comparing the Observations of Publish Receive Time - Default vs Authenticated
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Figure 89

Comparison of Mean Values from Publish Receiving Operation by Authenticated and Default

Client Instances

As mentioned above, there exists ups and downs in observations of the both client types.
Authenticated client’s observations are slightly higher in terms of duration (seconds) and this is
also observed by comparing two mean values. As a conclusion, publish receiving operation’s

performance is as desired and currently an improvement is not expected.
4.4.2. Performance of the Broker

The information regarding the properties of the machines used during performance

testing of the broker modules are provided below.
Default Broker and Authenticated Broker:

e Intel(R) Core(TM) i7-10510U CPU @ 1.80GHz 2.30 GHz

e 32 GBRAM
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e 512GBSSD

e Windows 10 Pro 22H2
4.4.2.1. Performance of Connect Operation

Both for the authenticated version and the default version, 100 instances have been used,
making a total number of 200 broker instances used. Below, Figure 90 is added in order to show
the distribution of the observations. In both results, skewness has been observed. Figure 91
below shows the box plots of the observations of the broker instances, both for the default and
the authenticated. As a prediction, a noticeable difference is expected between the authenticated
version and the default version of the broker since authenticated version have many more steps
compared to the default one, shown in Ephemeral Diffie-Hellman key exchange scheme in this

report.
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Figure 90

Histograms of Default and Authenticated Broker Instances of Connect Operation
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Boxplot - Authenticated Broker Connect Testing Boxplot - Default Broker Connect Testing
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Figure 91

Box Plots of Default and Authenticated Broker Instances of Connect Operation

Figure 92 below shows the summary metrics for the default broker and authenticated
broker instances. For the authenticated broker connection operation, approximately 52 times
increase have been observed. This number might be due to outliers of the authenticated broker’s

connect sessions.

Dataset no of observations mean std median min max auth/default ratio ratio (percent)
Default Connect Broker 100 0.0092 0.0034 0.0092 0.0010 0.0258 52.0493 5205%
Authenticated Connect Broker 100 0.4777 0.1292 0.4354 0.3916 1.1352

Figure 92

Summary Metrics for Connection Durations of Authenticated and Default Broker Instances

In order to see the difference better, a graph is added in order to make a comparison
between the authenticated observations and the default observations, as Figure 93 below. As it
can be interpreted by the graph, there exists extreme outliers in the observations of the
authenticated broker instances. This clearly increases the mean value thus causing the ratio to be

high. The outlier might be observed due to business of the network used, etc.
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Comparison of Connect Operation of Authenticated and Default Broker Instances

As a conclusion, connect can be improved for the broker side in order to achieve better

results later on but this can be tolerable due to having extreme outliers.
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4.4.2.2. Performance of Subscribe Operation
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For measuring the performance of the subscribe operation on the broker side, 100 default

and 100 authenticated broker instances have been used, making a total of 200 broker instances

used. Subscribing to only one topic is measured since the broker receives the subscribe requests

one by one.
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Below, Figure 94 shows the histograms of subscribe operation for the authenticated and

the default broker instances. Default broker’s observations are gathered around the mean mostly

and make the observations consistent enough. Outliers have been observed for the authenticated

broker instances and this clearly affects the mean value negatively.
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Histograms of Default and Authenticated Broker Instances of Subscribe Operation

Figure 95 below shows the summary metrics for the subscribe operation of the

S

0.002

authenticated and default broker instances, and the resulting ratio is 223.8767. This result might

be due to observed outliers of the authenticated broker instances. Even though the mean value of

authenticated broker's subscription is not very high on its own, since the default version is very

fast, the ratio is observed to be too high in the end.
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Dataset no of observations mean std median min max auth/default ratio ratio (percent)

Default Subscribe Broker 100 0.0007 0.0005 0.0009 0.0000 0.0020 223.8767 22388%
Authenticated Subscribe Broker 100 0.1494 0.0893 0.1327 0.1092 0.8813,
.
Figure 95

Summary Metrics for Subscription Durations of Authenticated and Default Broker Instances

In order to see the difference better, a comparison graph is added below, as Figure 96.
One can clearly see the extreme outliers that increase the mean value of authenticated broker
instances’ measurements. With more instances, the mean value might be improved or the

structure of subscribe in the broker side can be altered to improve the results as a conclusion.

Comparing the Observations of Subscribe Time - Default vs Authenticated Broker

==@==Authenticated Broker

==@== Default Broker
0.9000

0.8000
0.7000

0.6000

0.3000

Observed Time {seconds)

0.2000

0.1000

0.0000
0 10 20 30 40 50 60 70 80 90 100

Observaitons

Figure 96

Comparison of Subscribe Operation of Authenticated and Default Broker Instances
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4.4.2.3. Performance of Unsubscribe Operation

For measuring the performance of the unsubscribe operation on the broker side, 100
default and 100 authenticated broker instances have been used, making a total of 200 broker
instances used. Unsubscribing from only one topic is measured since the broker receives the

unsubscribe requests one by one.

Below, Figure 97 shows the histograms of unsubscribe operation for the authenticated
and the default broker instances. Default broker’s observations are gathered around the mean but
some outliers have been observed too. Some outliers have been observed for the authenticated

broker instances but most of the observations are close to the mean.
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Histograms of Default and Authenticated Broker Instances of Unsubscribe Operation
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Figure 98 below shows the summary metrics for the unsubscribe operation of the
authenticated and default broker instances, and the resulting ratio is very much acceptable since

itis only 1.9241 and this is an expected result.

Dataset no of observations mean std median min max auth/default ratio ratio (percent)
Default Unsubscribe Broker 100 0.0037 0.0015 0.0037 0.0000 0.0135 1.9241 192%
Authenticated Unsubscribe Broker 100 0.0072 0.0029 0.0068 0.0000 0.0135
.
Figure 98

Summary Metrics for Unsubscription Durations of Authenticated and Default Broker Instances

In order to see the difference better, a comparison graph is added below, as Figure 99.
One can clearly see that there is no clear difference between the two series that can be realized
easily. Still, there exists some outliers for the authenticated broker instances’ measurements but
this is acceptable. As a conclusion, the ratio of 1.9241 is acceptable for the broker unsubscribe

operation and there is no improvement needed currently.
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Comparison of Unsubscribe Operation of Authenticated and Default Broker Instances
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4.4.2.4. Performance of Publish Operation

For measuring the performance of the publish operation on the broker side, 50 default

and 50 authenticated broker instances have been used, making a total of 100 broker instances

used. There is no distinction as to the different number of topics in the observations since a client

can only publish a message to one topic at a time and the broker receives the publish packets one

by one.

Figure 100 below shows the histograms of the publish operation of the authenticated and

default broker instances separately. Authenticated broker instances’ observations have some

extreme outliers which might increase the mean value. There exists some outliers for the default

instances too but most of the observations are gathered around the mean value.
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Histogram - Default Broker Observed Time of Publish
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Histograms of Default and Authenticated Broker Instances of Publish Operation
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Figure 101 below shows the summary metrics of publish operation for the authenticated

broker and the default broker instances. The ratio is extremely high compared to other results

that have been shown in this report. In order to better examine the results, a comparison graph is

added below.
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Figure 101

Summary Metrics for Publish Durations of Authenticated and Default Broker Instances

Figure 102 below shows the comparison between default and authenticated broker

instances of the publish operation. As it can be interpreted by the graph, authenticated

observations have extremely high observations nearly equal to 0.5 seconds. This might be due to

business of the network used during testing since many outliers have been observed while the

other results are approximately seen closer to each other near to 0.2 seconds.
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Comparing the Observations of Publish Time - Default vs Authenticated Broker
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Figure 102
Comparison of Publish Operation for the Default and Authenticated Broker Instances

As a conclusion, publishing can be improved on the broker side and a different network
should be tried out during the tests. After these improvements, mean values can be compared

again to achieve healthier results.

4.5. Initial Objectives and Results

In terms of what was planned to be done, nearly all of the initial objectives were realized
since the project was implemented successfully. All of the crucial parts of the detailed design
were implemented. There are a few minor changes in the light of new knowledge learned in the
implementation process. For example, in the acknowledgements of the MQTT there is no
payload part or there is but it allows a few bits. So, in the default packet format we cannot add
MAC of the packet identifiers to the acknowledgement packets. When we were in the design

process, we thought of encapsulating the acknowledgements to add MAC values. But in the
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implementation process, we realized that we can add payloads to the acknowledgements and we

added the MAC values to those payloads.

Apart from these, additional things that we could not notice in the designing process were
implemented. For example, handling the wildcard topics in a secure way was not thought of in
the design process. Also, there was no plan for the security of unsubscribe packets. The actions
to be taken in case of mismatch of MACs are another issue that we did not think of in the design

process.

In terms of the outputs that we expected to see, the topic hashing scheme was a
disappointment for us since it looks that there is no possibility of using it in real systems. As far
as we could do, there is just one publisher in the whole communication of topic hashing scheme.
Also, the clients need to run synchronously in order to get the same hash value of topic names
for each iteration. This constraint is one of the reasons why the topic hashing scheme is not
applicable in real systems, synchronization of the clients may not be achieved due to many
reasons such as the behaviors of the clients, they might not select to subscribe to desired topics at
the same time. After the hash session starts, none of the subscribers can subscribe to the topics
during that hash session. Besides the previous problem, if one publish message sent by the
publisher does not reach a subscriber due to some network problems, that subscriber won’t get
any message from that topic along that hash session again. Because the next hash value of that
topic is calculated on the publisher side but the subscriber does not calculate the next hash value
since it does not know to do that. Besides that it turned out that there was no need for the bloom

filter to be used and subscribing to random topics, both were removed from the design.

This project has contributions in terms of providing security features not available in the

default MQTT protocol. Since the default protocol is not enough to ensure required security
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principles, this project provides confidentiality, integrity, authentication, and authorization on top

of default MQTT.

5. IMPACT

As a socio-economic impact, since all of the materials we have used are open source, our
solution is open source and free as well. Users can achieve authentication, confidentiality,
integrity and authorization, etc. Anyone can use it without a fee, this project does not have
commercialization potential. As mentioned earlier, mainly used resources in this project (Eclipse
Paho MQTT Client, aMQTT Broker) are open source resources thus there exists no
Freedom-To-Use (FTU) issues.

Although there exists other examples in the literature, by actualizing this project, it has
been verified again that achieving security principles like authentication, confidentiality, integrity
and authorization are possible in [oT technologies. Of course, there is a tradeoff regarding the
lightweight nature of [oT and the security aspect but it is possible to achieve mentioned security

principles by compromising to some degree from the lightweight characteristic of IoT.
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6. ETHICAL ISSUES

There exist no ethical issues as a consequence of our solution. In fact, our solution aims
to eliminate a significantly large ethical issue as an objective, which is the issue of providing
necessary security principles during MQTT messaging. The absence of these principles would
put both parties in danger directly since various attacks might happen during the MQTT
messaging and by providing those principles to the clients, a large ethical issue as privacy of data

can be handled.

7. PROJECT MANAGEMENT

In terms of what was planned to be done, nearly all of the initial objectives were realized
since the project was implemented successfully. But we could not follow the time table properly
which was planned at the design process for the implementation process. The biggest reason of
that we changed the broker software that we planned to use at the design process. At the design
stage, we planned to use the Eclipse Mosquitto as the broker. But the source code of the
Mosquitto broker was not manageable to make required changes to implement the features we
had introduced in our design charts in the limited amount of time that we had. In order to prevent
losing more time, we have decided to change the MQTT broker software from Mosquitto to
aMQTT in the third week of the semester. This change made us waste some time since we
decided to change in the third week and we did not know anything about the aMQTT broker at
that time. The learning process of the aMQTT broker caused delays in the time table. But at the

later stages of the project, that time delay has been closed by spending more time on the project.
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In terms of managing the project, we realized that details unpredictable in the design
process may emerge during the implementation process. These details may cause changes and

additions in the design schemes.

8. CONCLUSION AND FUTURE WORK

In terms of important findings of this project, one issue is the awareness of the
importance of security features required to prevents private data to be reached by unauthorized
third parties and to be changed during the communication of the parties.

In terms of limitations of this project, one issue was encountered during the performance
testing. Since we do not have enough computers and people for testing, we could not increase the
connection load on the broker side properly. We just compared the performance of the default
client and our authenticated version of the client for observing the overhead created by added
security features. Another limitation is the time. This project contains a lot of details which
makes it difficult to realize all the cases in the limited amount of time that we had.

In terms of logical next steps of this project, one issue is to examine the topic hashing
scheme in detail, determine possible improvements/changes/removals and to evaluate the new
results regarding the applicability of the scheme, especially in the design part. As mentioned
earlier, due to multiple constraints and edge cases, the topic hashing scheme is not applicable for
real systems at this point. Another possible logical next step is to make changes in the
implemented code to try to improve the performance and make the updated protocol more
lightweight. As an example, different encryption/decryption and hashing libraries and methods
can be tried out and after the testing phase, new results can be compared with the current results.

Last suggestion as a next logical step is to achieve improvements in current GUIs (especially in

107



topic hashing subscriber and publisher GUIs). A new library with more options can be tried out
to replace the current library, Tkinter. Design of the topic hashing GUIs can be attempted to

change as well.
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9. APPENDIX

MQTT Control Packet Format

An MQTT control packet includes three parts. These are fixed header, variable header
and payload. The fixed header is a 2 byte header which is present in all of the MQTT packets
(Banks et. al, 2014). In the first byte of the fixed header, the first most significant four bits
specify the MQTT control packet type. The last four bits of the first byte of the fixed header is
reserved for flags specific to packet type. Flag parts of some packets are marked as ‘reserved’ for
future uses. The second byte of the fixed header contains the remaining length of the packet.
The variable header is a header that is located between the fixed header and payload (Banks et.
al, 2014). Variable header is not present in all of the MQTT packets and its content varies
regarding the packet type. The payload is the final part which is present in some types of the
MQTT control packets.

Some MQTT control packet types are the followings: CONNECT, CONNACT,
PUBLISH, PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE, SUBACK,
UNSUBSCRIBE, UNSUBACK, DISCONNECT.

The CONNECT packet contains fixed header, variable header and payload. In the fixed
header as shown in Figure 103, MQTT control packet type for CONNECT packet is 0001, and

the flag is 0000 which means ‘reserved’ (Banks et. al, 2014).

Bit 7 | s | 5 | 4 3 [ 2 | 1 | o
byte 1 MQTT Control Packet type (1) Reserved
o [ o | o [ 1 o | o | o | o
byte 2... Remaining Length
Figure 103

CONNECT Packet Fixed Header
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The variable header of the CONNECT packet includes protocol name, protocol level,
connect flags and keep alive as can be seen in Figure 104. Protocol name is MQTT. Protocol
level indicates the version of the MQTT to be used. For MQTT 3.1.1, it is 00000100 (Banks et.
al, 2014). Connect flags in the variable header are username flag and password flag, will retain,
will QoS, will Flag, Clean Session and reserved. If the username and the password will be used,
then their flags are set to 1, otherwise set to 0. Will flag indicates whether the will message will
be sent in case the client disconnects ungracefully. If the will flag is set to 1, the will topic and
will message fields are present in the payload of the CONNECT packet (Banks et. al, 2014). Will
QoS is a two bit information to specify the Quality of Service level that will be used when the
will message will be sent by the broker (Banks et. al, 2014). It can take values of 00, 01 and 10.
00 means the packet will be sent at most once and it does not provide any guarantee. 01 means
the packet will be sent at least once. 00 means the packet will be sent exactly once. The clean

session flag specifies whether the client wants to use a persistent session (HiveMQ, 2020).

| Description [7]e]s[afaf2a]1]n
Profoes] Name
byie 1 Langtn MSB (0) ololo[alalolala
byle 2 Lengtn LSS (4) oo o|o|ofl1]|o|o0
byle 3 W o1 o o110
bvie 4 o a | 1 | 1] .I a 1] a 1
byie 5 T o1 o1 |o|1]e|a
byie & T o |1 o1 |ofl1]|o]|a0
Protoond Level .

Dascription 7|8 5| 4|3 |2|1]|0
byt 7 Level (4) oo o|a|lo|l1]|o]|a
Coanect Flags

User Mame Flag {1)
Fassward Flag (1)
Will Retain (2
byle B Will QoS (01) 1 10 | 0|1 1 1|0
Will Flag (1}
Clean Session {1)
Reserved (0)
Kiag Al
byle & Keep Alive MSE () oo o|o|oflo|a|a0
byle 10 Keep Alive LSE (10) oo ool fa]|i]|a

Figure 104

CONNECT Packet Variable Header
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The last part of the variable header is kept alive which indicates the longest time period
that the client and the broker can stand in the connection without sending messages. If there are
no messages to be sent over the connection, then the client will send a ping request to keep the
connection open.

The payload of the CONNECT packet contains client identifier, will topic, will message,
username and password. The client identifier is a unique clientld. If the will flag is set to 1, the
will topic and will message fields specify the topic name and the message that will be sent in the
case clients disconnect ungracefully (HiveMQ, 2020). If the username flag and password flag are
set to be 1, then the username and password information will be sent in the related fields (Banks
et. al, 2014).

CONNACK packet contains fixed header and variable header. In the fixed header, MQTT
control packet type for CONNACK packet is 0010, and the flag is 0000 which means ‘reserved’
(Banks et. al, 2014). The variable header of the CONNACK packet includes the session present
flag, and connect return code. The session present flag is a one bit information that specifies
whether the broker has previous session information stored for this client. Return code is one
byte information that specifies whether the connection attempt was successful or not.

PUBLISH packet contains fixed header, variable header and payload. In the fixed header
as shown in Figure 105, MQTT control packet type for PUBLISH packet is 0011. The first bit of
the flag part is the DUP flag which is going to be set to 1, if this publish message has been sent at
least one time before (Banks et. al, 2014). The second and third bit of the flag part gives the QoS
level which can be 00, 01, or 10. The last bit of the flag part is used as a retain flag that specifies
if this message will be saved by the broker as a last message in order to be sent to new

subscribers that subscribe to the specified topic.
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Bit 7 | s | 5 | a4 3 2 | 1 0
byte 1 MQTT Control Packet type (3) DUP flag QoS level RETAIN
0 ’ 0 ‘ 1 J 1 X X l X X
byte 2 Remaining Length

The variable header of the PUBLISH packet includes topic name and packet identifier

fields. An example variable header is shown in Figure 106.

Figure 105

PUBLISH Packet Fixed Header

Example for Publish Packet Variable Header

Description | 7 | 6 l 5 | 4 l 3 | 2 | 1 l 0
Topic Name
byte 1 Length MSB (0) 0 oflo|o|o]|o
byte 2 Length LSB (3) 0 o|lo| o] o] 1
byte 3 ‘a’ (0x61) 0 1|1o0|lo|ofo
byte 4 I (0x2F) 0 1 0 1 1 1
byte 5 ‘b’ (0x62) 0 110|010 1
Packet Identifier
byte 6 Packet Identifier MSB (0) 0 0 0 0 0 0
byte 7 Packet Identifier LSB (10) 0 0 0 1 0 1
Figure 106

The last part of the PUBLISH packet is the payload which includes the actual content of

the message. The broker gives different responses depending on the QoS level of the publish

message (Banks et. al, 2014). If QoS level is 0, the broker will not send any acknowledgements.

If QoS level is 1, the PUBACK packet will be sent by the broker. If QoS level is 2, PUBREC

packet will be sent by the broker.

PUBACK packet contains fixed header and variable header. In the fixed header, MQTT

control packet type for PUBACK packet is 0100 (Banks et. al, 2014). The variable header
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contains a 2 byte packet identifier field which contains the identifier of the PUBLISH packet it
acknowledges.

PUBREC packet is the response sent by the broker for the PUBLISH packet, if the QoS
level is 2. It contains a fixed header and variable header. In the fixed header, MQTT control
packet type for PUBREC packet is 0101 (Banks et. al, 2014). The variable header contains a 2
byte packet identifier field which contains the identifier of the PUBLISH packet it
acknowledges.

PUBREL packet is the response sent by the publisher for the PUBREC, if the QoS level
is 2. It contains a fixed header and a variable header. In the fixed header, MQTT control packet
type for PUBREL packet is 0110. The variable header contains a 2 byte packet identifier field
which contains the identifier of the PUBREC packet it acknowledges (Banks et. al, 2014).

PUBCOMP packet is the response sent by the broker for the PUBREL , if the QoS level
is 2. It contains a fixed header and a variable header. In the fixed header, MQTT control packet
type for PUBCOMP packet is 0111 (Banks et. al, 2014). The variable header contains a 2 byte

packet identifier field which contains the identifier of the PUBREL packet it acknowledges.

SUBSCRIBE packet contains fixed header, variable header and payload. In the fixed

header as shown in Figure 107, MQTT control packet type for SUBSCRIBE packet is 1000.

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT Control Packet type (8) Reserved
1 0 0 0 0 0 1 0
byte 2 Remaining Length
Figure 107

SUBSCRIBE Packet Fixed Header
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The variable header of the SUBSCRIBE packet includes a packet identifier as shown in

Figure 108.
Description |7|s|5|4|3|2‘1|o
Packet Identifier
byte 1 Packet Identifier MSB (0) o|lo|lo|lo|lo]|]o|o]fo
byte 2 Packet Identifier LSB (10) ololo|lof|1]0o|1]|o0

Figure 108

SUBSCRIBE Packet Variable Header

The last part of the SUBSCRIBE packet is the payload which includes one or more Topic

Filter / QoS pairs. It is shown in Figure 109. The topic filter may specify a single topic name or

multiple topic names by using wildcards characters. Each topic filter has a requested QoS level.

Description 7 6 4 3 2 1 0
Topic Filter
byte 1 Length MSB
byte 2 Length LSB
bytes 3..N Topic Filter
Requested QoS

Reserved QoS
byte N+1 0 | 0 ‘ 0 | 0 | 0 X X
Figure 109

SUBSCRIBE Packet Payload Format

SUBACK packet is the response sent by the broker for the SUBSCRIBE packet. It

contains fixed header, variable header and payload. In the fixed header, MQTT control packet

type for SUBACK packet is 1001 (Banks et. al, 2014). The variable header contains the packet

identifier of the SUBSCRIBE packet it acknowledges. The payload includes a list of return codes
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for all topic filters in the SUBSCRIBE packet. The format of the payload is shown in Figure 110.
If the broker accepts the subscription for that topic filter, values of the return code can be 0x00,
0x01 or 0x10 depending on the QoS level. If the broker refuses a subscription, the return code

value is 0x80.

Bit 7 6 5 4 3 2 1 0

Return Code

byte 1 X 0 0 0 0 0 X X

Figure 110
SUBACK Packet Payload Format

UNSUBSCRIBE packet contains fixed header, variable header and payload. In the fixed
header, MQTT control packet type for UNSUBSCRIBE packet is 1010 (Banks et. al, 2014) . The
variable header of the UNSUBSCRIBE packet includes a packet identifier. The payload includes
one or more Topic Filters which the clients want to unsubscribe.

UNSUBACK packet is the response sent by the broker for the UNSUBSCRIBE packet. It
contains fixed header, and variable header. In the fixed header, MQTT control packet type for
UNSUBACK packetis 1011 (Banks et. al, 2014). The variable header contains the packet
identifier of the UNSUBSCRIBE packet it acknowledges.

DISCONNECT packet is sent by the client to the broker. It contains a fixed header. The

MQTT control packet type for DISCONNECT packet is 1110 (Banks et. al, 2014)
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